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ABSTRACT

Kerberos authenticates clients using symmetric-key cryptography, and supposed to trust other systems of the
realm in distributed network environment. But, authentication and authorization are essential elements for the
security. In this paper, we design an efficient and secure authentication/authorization mechanism by introducing
the public/private-key and installing the proxy privilege server to Kerberos. In the proposed mechanism, to make
a system more secure, the value of the session key is changed everytime using MAC(message authentication
code) algorithm with the long-term key for user-authentication and a random number exchanged through the
public key. Also, we reduce the number of keys by simplifying authentication steps. Proxy privilege server
certifies privilege request of client and issues a privilege attribute certificate. Application server executes privilege
request of client which is included a privilege attribute certificate. Also, a privilege attribute certificate is used in
delegation. We design an efficient and secure authenticationfauthorization algorithm with Kerberos.
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2.1 A

Ticket ::= [APPLICATION 1] SEQUENCE {
tkt-vno[0] INTEGER,
realm[1] ' Realm,
snamef2] PrincipalName,
enc-part[3] EncryptedData

}

EncTicketPart ::= [APPLICATION 3]

SEQUENCE ({
flags{0} TicketFlags,
key[1] EncryptionKey,
crealm[2] Realm,
cname(3] PrincipalName,
transited[4] TransitedEncoding,
authtime[5] KerberosTime,
starttime[6] KerberosTime OPTIONAL,
endtime[7] KerberosTime,
renew-till[8) KerberosTime OPTIONAL,
caddr[9] HostAddresses OPTIONAL,
authorization-data[10] AuthorizationData

OPTIONAL

=k authorization—data HHol —3»“4._& Z)2
=] gick
AMEEA] et 74]“‘]"*: &7} "ﬂﬂ‘/]‘é"ﬂfq%
authorization-data -2l PACS] ol53} FZAA&
A% A AR

2.2 =X
Authenticator ::=
SEQUENCE {

authenticator-vno[0] INTEGER,

[APPLICATION 2]

crealm[1] Realm,

cnamef2] PrincipalName,

cksum(3]) Checksum OPTIONAL,

cusec[4] INTEGER,

ctime[5] KerberosTime,

subkey[6] EncryptionKey OPTIONAL,

seq-number[7] INTEGER OPTIONAL,

authorization-data[8]  AuthorizationData
OPTIONAL

ZF2te] wix|ut B authorxzatlon-data e
o] ¥HLZ AAF ick S AME
g d= °] g AREEA °}'“‘4 *ﬂ“‘é}*— 7t
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4 AFY He zZAY=zE PEE Sk
SESAME(Secure European System for Application
in a Multi-vendor Environment)[10,15]+=
EU(European Union)ollx] 312 =Z2A=9] 3}
g AMZa luE BAE A I 917
£ AHRE % Alzslelth. SESAMES] AAAH
Fz2E 2% 13} 2ok

Computer Manufacturer

2 AH 0, L L. e e
.@ .
User aen 42| As : !
M1 & > SMIB . .
Sponsor Client : .
PAS . < ::: > ]
® KDS ! :
@ A,
o sl =
@ —®
SACM PVF ® SACM
Application Client ® Application Server
AETH 28 A4

*APA Client: Authenticatin and Privilege Attribute Client

*AS: Authenticatin Server

*CA: Certificatin Authority *PKM: Public Key Management

*CSF: Cryptographic Support Facility *PVF: PAC Validatin Facility

*SACM: Secure Associatin Context Manager

*KDS: Key Distribution Server
+SMIB: Security Management Informatin Base

*PAS:Privilege Attribute Server
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Fig. 1. Structure of SESAME system
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