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Abstract  Recently, smart cards with multi-applications loaded are becoming popular owing to meny advantages.
As many casual users would ke to reduce the number of plastic cards, and card issuers want to upgrade the
existing applications or add the new applications, and developers wish to reduce the develooment tum-around time,
multi-applications smart cards are becoming important. In addition, many advantages exist between the business
partners as smart card applications can share critical informmation New operating systems such as JavaCard and
MULTOS are suggested for the multi-applications smert card service recently. In this paper, after we review the
pinciples of operations of smart card, we propose the various security mechanisms for the multi-application JavaCard
service environment, which is becaming de facto standard in the industry.
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