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ABSTRACT

Home computers that are connected to the Internet are under attack and need to be secured. That process
is relatively well understood, even though we do not have perfect solutions today and probably never will.
Meanwhile, however, the home computing environment is evolving into a home network of multiple devices,
which will also need to be secured. We have little experience with these new home networks and much
research needs to be done in this area. This paper gives a view of the requirements and some of the
techniques available for securing home network.
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. Data origin authentication
Command authorization
Message integrity protection
. Message replay prevention
Data confidentiality

. Key distribution

. Trust versus trustworthiness
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integrity protection, message replay
prevention, data confidentiality, key
distribution, trust versus trustworthiness)
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(1) System dependancy
—Computational overheads .
—Message/Key size

(2) Network dependency
—Network congestion
—Message size
—Network type

(3) Domain dependency
—Message size
—Message sensitivity
—Participants

(4) User dependency
—Time, cost, computing power
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