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Synthesizing a Boolean Function of an S-box with Integer Linear Programming
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ABSTRACT

Boolean function synthesize problem is to find a boolean expression with infoutputs of original function. This problem
can be modeled into a 0-1 integer programming. In this paper, we find a boolean expressions of S-boxes of DES for an
example, whose algebraic structure has been unknown for many years. The results of this paper can be used for efficient
hardware implementation of a function and cryptanalysis using algebraic structure of a block cipher.

Keywords : S-box, Boolean function.
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Fi= X3%%6%) % VX X%y %3 xs Vigxxsx) %5V
x1x2X4x5x6\/x3x5xl .762 x4 xﬁ \/xlx3x2 x5 xS \/
xlxsxexZ x4 \/x4x1 X9 X3 xb \/x1x6x2 x3 xs \/
X\ X5X3 %, x6 \/x5x6x2 X3 x4 "V xgxexs X4 x5 vV
X9X3X 4 XeX5 \/xl X3 X4 x5 x6 vx2x3X4 X5 xs \/

x2x4x5x5x3 Vx2x3x4xSx6 \/.)C3x6x1 X9 x5 \/
XoXgXsXgX ) X4 VX XX 43 %5 %

Fz = x1x2x4x3'\/x1x2x4x5x6'\/x3x4x5x6x1'\/
XXy Xy Xy x5 Vx5xex) % x5 Vs %'V
XoX5x) Xy Xg "Vagxex, x5 x5 \/xg,x1 2 x5V
X XoX Xy VX X% X6%5 VX, X520 X, %6V
PR N BRIV NG NE PEIAVEN TN 2% TR
XX X5 %6 VM Xgxg% 1 X5 26"V X 6%, %5 %3V
LR N NENEPAVEN S I

F3= Xy%xX5xg \/x4x5x2 %3 x6 Vx1x2x6x3 x5 NV
X1X 4%, x3 x5 "V, %y %y xs "V x5x, %3 %"V
X4X5ky x5 % \/x3x2 x4 Xs NV xgxsxgns, V
X35, %5 %, V) x5 %0, 255"V 2, X920 3505%6"V
x1x2x3x4x5'\/x1x4xsx3'x6'\/x2x3x6x1'x;,'\/
X4X5XeX) %3 \/xlxzx6x3 x4 \/xgx1 % x5 x5’V
KoXgXy %3 %y 56"V Xox,%) x5 x5 x4

Fy= xpxxx) %5 "V x xpxexy xg Va1 xxy 2V
20557y 26"V ) 203y 26V xxax55 6V
x1x2x3x5\/x5xl Xy x4y xg \/x4x5x6x2 x5’V
x)%p%, %5 X \/x5x6x1 %3 x3 \/x1x3x5x2 %y v
KXo x4 x5 NV X345, %5 %"V x9205% " %5" %06

53—b0x

Fi= x/x, x4 xs x6 \/xk,xg,xﬁx1 X3 \/x1x4x5x3 xg vV
XX gXeX3 x5 "V agxsxex: x5 Vaxs 2y x5 x5V
X4%} xz x3 xﬁ VX X5xe%s Xy \/xlx4x6x2 x5’V
XoXexy x5 x4 Vasxex) 29 VX, %5 25 25" 26"V

X\ Xgxsx,y Xg Vx xsxs %y xg \/xzxsxﬁx3 XV
XoX3XeX) xs VX %4X6%0 X Vx2x3x‘ X4 x5 vV
XXXy %y V XoX3xex, X5 \/x4x1 x5 %5 %"V
XXX 3% 4 X5 % 6V XX 32X 4 X571 %"V X XX 3X 425 X6

F,= x1x2x6x3 x5 Vx1x2x3x4x6 \/x,xzx4x5x6 \Y4
X% %) Xy X5 \/x1x5x2 x4 % \/xzxaxﬁxl x5V
S TEPE D \/x1x3x4x5x6\/x2x4xl x5’V
K Xshy Xy X V1% 4%5 X3 x5V X129 23 %5 %6V
XgXex, %o %6V Xoxsx6%, MV xax, x5 x5 %"V
xgXsy xy xg NV Xsxex ) Xy 2V X\ Xgxexy %4 x5

F3= x3x4x5x6x2 Vx1x2x5x6x3 \/x1x2x4x5 \/
x x2 Xy X5 %g Vxoxyxsx) %3 \/x3x4x1 x5’V
x3%) x5 X5 VX% Xy “x \/x1x2x3x5x6 \2
X4X5x) X3 X NV x x5x5 %4 xG Vxx9%3 %5 xﬁ Y
X\ X3Xgxy X5 \/x3x1 x5 %y x6 \/x5x6x2 x5 %V

X125, x5 x5V xgxx %3 %, %5V X% 3%556%, %,

F,=

S4_

F,=

S5—

x1x2x5x6x3’\/xsxl'xz'x4'x5'\/x2x4'x5'x6'\/
XgXy x3 x4 x5 "Vaxexy x5 %5 \/x1x2x3x6x4 Vv
X1%3 x4 X5 "% \/x2x3x5x6x1 Vxgx,%0 %5 x5V
X9X3 x4 x6 \/xlx3x5x2 X4 vx1x2x3x4x5x6 \/
XXXy Ko %6 VX 1 X35206%0 V Xox52, 23" %"V
KX gXeXy X5 V x5x6x1 %5 %3 VX120, 205005 x5 %6

box

x1x3x4x5x6\/x2x3x4x6x1 \/xlxzxﬁx4 x5’V
XXXy x4 Xg "V 1xy %5 %5 %"V Xg%4%5%6 NV

X1 X3X5%y X \/xlxzxg, 7 xs \/x1x3x6x2 % \/
x3x4x1 xz x5 \/x4x1 x3 xs x6 \/x5x1 xz x3 x4 \/
x1x2x4x5X3 Vx5x6x2 x3 x4 vxZX3x1 Xy x6 \/
X5x6% 1 %5 2, NV xgx, %y %5 %5 NV a0 202037 4505 %6

x1x3x4 x5 x6 \/xlxzx4x6x3 s \/x2x5x6x1 %3V
X, %9 %4 x5 xs \/x3x5x1 %y x6 \/xlxsxﬁxz %3 vV
X X5XeX s %y RVERNENEN x5 "Vixgxax x5V
X1X%3%4%5 Xg NV xgxshehy X3V %1 %% 38556V
X1%5X3% ) x5 \/xlxzx4 x5 206"V x9x6%1 X3 x4
X3x6x1 x2 X4 \/xlx3X4x2 X5 \/x5x2 x3 x4 xS

x1x2x4x5x3 Vx2x5x6x1 x4 \/xZX4x6x1 X5 \/
1% %3 x4 VX XXX %3 NV X3x5x1 2 v
x1x2x3x5x6\/x1x2x3x4x6\/x2x5x1 X' %y \/
X)X3%X5%, x6 \/x4x5x1 X9 xg V X3xg%5 x4 x5V
x1x2x3 xg x6 \/x3x4x5x1 X \/x4x6x1 x5 x5V
X1 x2 x3 x5 x6 \/x2x3x1 X4 x5 Xg \/xlx3x4x2 Xsg xe

XXX XXy "V xgx3%1 %4 x5 \/x3x4x5x6x1 V
X1X9X3 x5 \/x4x5x6xl *; \/xzx4 x5 a6V
X4X5X x2 x3 \/xsxI Xy %3 %6 V2 123%4%0 25"V
%1 %5 %3 % X \/x1x3x5x2 x5V xpxx5%) X6V
X1X4X3 X5 xs Vg, x5 "X Vx,x%y %y x4 v
X1 XXX 6Ky \/xlxzxs x4 xﬁ \/x3x5x6x2 %'V
X1 %o x5 x5V xox52x6%, %3' %,

box

X1%4X5%, xﬁ Vx1x3x4x5x6 \/x1x3x5x2 V

X1 XgXo X3 x5 \/xzxsx, X5 xs Vx1x2x5x6x3 vV
X1XX 386X, X5 Vagxex) x5 Vi gsnex, x5V

X1 %955 x5 % VX gxeXy %5V 212355 %y %6’V
x1x2x5x3 % \/x2x1 x4 %5 xﬁ Vxoxxsx, %8’V
X521 %5 %, %NV X1 XoXax62 X5 NV Kok gxsx6x ) Xy

x2x6x3'x4'x5'\/x1x3x4x2'xs'xﬁ'Vx1x2x5x6x4'\/
X1%9X3% 46X NVxgx, % %4 %5 Vaoxsxaxsxex V
X)X 3% 5K x4 Vx1x2x6x3 x4 Vasx, x37%4 x6 vV
XoXaxy x5 %5 VX X4 X5%6%0 VX X5X6%5 x5V
x5xl'xg'x4'x6'\/x3x6x1'xz'x4'Vx6x1'x3'x4'x5'V
X% 4X5%3 Xg \/x3x1 %4 %5 %V Xa%ex) X3 xs vV
X9X3X) x5 xe \/xlx4x6x2 173 Vxlxzxg X5 x6 \/
X1X9% X 5% \/xlxzx,, x5 %g Vxlxs x4 ETETAY
XX gXsx, 20 %6 V%) x5 %3 25" ¢



HReRER

W OLEE (2004, 8) 59

SG_

£y

S7_

£

X3X3%6% xs Vx6x2 X3 x4 x5 Vx1x3x4x2 x5’V
X1 XgX5 x3 %6V xax, %, xs "Vxoxsxi x5V

XX 4% x5 6"V xg20y x5 %6 NV 292,51 X3 v
X1X9%y x5 \/x2x3x4x5x5\/x1x4xsx2 x3 \/
XXX x3 x5 \/x1x2x6x3 Xy \/xsxsxl X%V
X0 %y %y %5 %6 NV X3x5x6%5 %, NV X 1 Xox 56505

x1x2x3x4x6\/x1x2x3 Xy xﬁ \/x1x2x5x3 \/
X5y %y x4 VX X555 X \/xzxsx1 LT Y%
XX gK5X x6 Vx3x4x1 Xy x5 \/x2x3x6x1 %'V
xSxle xZ x4 \/x1x4x2 xs x6 vxlx3x59(f4 xG \/
X% 4XeX) xz \/xlxﬁxz 24 %5 Vagx x5 x5V
x3x1 Xy JC5 XG

box

xz'x3'x5'x6'\/x3xl'x4'x5'x6'\/x1x3x4x6\/

XX Xy X3 %y Vayxsx) x3 %y %g Vxox3x,%5x, "V

XXX X \/x1x3x5x4 Xg \/xlx4x5x6x2 V
X3%,4X6X 2 x5 Vx3xsx651 %4 VA 1X5%5 %4 xs vV
X125X6003 % Vx xgxexy x5 Vx4x5x1 x5 2"V
KoXgXex1 X3 V Xoxexy %3 204 %"V X1 X0 2575 x4

LN RIS TE TRV TS TRV R TG I TV
x1x4x2'x5'x6'\/x4x5x2'x3'x6'\/x3x5x6x2'x4'\/
XaXsXeX Xo VXX X5X6Xs VX 1X3X 45 X5V
x2x4x6x1'x3'\/x3x6x1'x2'x4'\/xzxsxl'x4'x6'\/
x1x2x3x4x5\/x3x5x6x2 Xy \/xlxr,xsxsx3 \V/
XoXaX x5 “xg \/x2x3x5x4 Xg Vx1x2x3x6x4 x5’V
LI A NENE NAVENE NN NI

x2x3x4x6x1’xs'\/x4x1'x3'x5'x6'\/x1,4x6x2'x5'v
X1 X5X6X 3 x4 \/x4x5xex1 X3 \/xzx3x1 Xy xﬁ vV
XoXaxsx, g VX X525 %3 % \/5\72963955961 WV
X1X9X6%X4 X5 VX XX 4X5Xg NV %\ X9%5 % x5 vV
XgX 1 X3 X4 x5 \/x1x2x5x6x3 \/XSXGXI xz X3 \/
X1X9X3% 4K V X4X5%) Xy x3 Vx1x4x2 x5 x5V
XXX, XXy VX1 X3X X, X5 X

X1X5%6% %4 \/x2x3x5x4 xg Vixsx, %3'%, 'V
XXXy xs "X Vx3x4x6x1 Xy \/x3x4yc69c1 2’V
XyX5%) %4 \/x3x1 X9 %4 %5V xqx6%9 x5V
X5X Xy x3 X \/xlxzx4x5x6\/x1x2x6x3 x5’V
X1%4X5% xe \/x2x3x5x1 xg Vax xpx3%5 26"V
X1X2 x3 XS x6

box

x1x4x5x3'Vx1x2x3x4x5'xS'Vx1x4x2:“'\/

XgX X 5X 6 Vx1x2x3 x4 x6 Vxﬁx1 Xy x5’ x5V
X3XyXy xz x6 \/xlxzxex4 x5 Vxxsny 25"V
XXy %y X4 x5 \/x1x2x4x5x6\/x1x4x6x2 x5’V
X1 X5%6%) x3 \/x2x3x5x1 x4 \/x3x5xex1 Xy V

3% 24 25 %6V X032, %67 25"V xox 21 x5 x5 %6

F,=

Sg_

F =

X1 XoX5X6x3 VX KXo g2 X, x5V x \x9x5x, x5V
x2x4x5x6\/x6x1'x3'x4'x5'\/x4x~x1'x3'\/

x, %y x4 x5 \/x1x3xz X5 xﬁ \/x1x3x5x6x2 A\
X1X5%3 Xy xG \/xlxsxz %3 % "Vpxgx, X xG vV
XoXgXsxex ] Vxoxex; x5 x5 Vagxsx, %3 x5V
X\ 9% 473 x5 %6

xlxzxg'x4'x6'Vx1x2x4x5x6x3'Vx5x\'xz'x?,'xﬁ'\/
X1X3X 4%, \/x3x4x~x6x2 Ve, %y x5V

X1%4X3 x5 xﬁ \/xzx3x6x4 Vxoxex; x,/V

X4%0 x2 x3 \/x1x3x5x2 Xg \/xzx3xrx1 2’V
Xox, %3 %, x5 \/x3x4x5x6x1 \/xlxzx,xﬁxr \Y4

X\ X374 X5 \/xlxexz X3 x4 \/xpc;x1 x5 x5V
Xay Xy %y %5 %6V Ko 3x,%1 x5 %6

X1 X2X5% 6% \/xIxeBxM5 \/x2x1 x, x5 2"V
X9 4X5% x6 Vx4x6x, x5 %5 Vagxsxgxy 2,V
XXX x2 %3 szxpz:1 x5’ %5 V2925, x5V
X521 Xy x5 x6 \/x1x5x6x3 2V x ey X x6 Vv
XX 4X5%) x6 Vx5 x4 x5 x6 \/x3x5x6x] Xy vV
X1X5% X5 xﬁ \/x1x2x6x3 X4 \/x1x3x RNETAV
X1 4%, %3 x5V w1 xax 6y x4 25NV X X8 4% 556200

X5y %y x5 2y 2

box

%) %3 %y x5 x5 VX Xax5x 6%y NV xpwy x5 %V
X1 XXy X3 X"V X124 X6Xo X5 Vagx %y x5 x5’V
x42x6%) X%y X3 NV X w3y X5 Xg \/x2x3x4x1 x5V
X1 X9X 3% X5V XX X521 23"V XX, x5 "2, %"V

XoXy Xy x4 xs "V xgxsxs %, xﬁ "Vxsxex, x2 x Y
X XX 4K x5 \/xlxzxfsx3 xy \/xlx;x2 x4 x5V
Kok gXsXexy X%, Vxgxex, x5 %, x5
x,'xz'x4'x5'x6'\/x4x6x1'x3'x5'\/x4x5x1'xg'xbf\/
X XXXy x4 X5 \/x3x4x6x1 Xy \/XZX4X5JC1 x5V
X1X9%5%y Ky VXX X5 N X12304%5 %6 V
XqXs5Xo Xy X NV X5x6x) X3 %y "Vixgxs SXe% v

X)X XXX, \/x2x6x3 X, Vaxyxsxs X5 vV
x2x4x5x3 xq \/x1x4x5xﬁx2 \/xlx> x5 x5 x5V
DN RAVE T N N

X521 %y x4 \/x1x4x6x2 X3’ Vxaxxy x5 xﬁ Y
X1 XXXy xs \/3c2x4x5x1 \/xlxgx3 x, x5V
X% X3 £ % "Vagx) xy x5 \/xlxzxﬁx4 xs a4
X1X9 Xy x4 xs NV xgx5x625 %4 VX% %5 x5 x5V
XXX 3%, x6 VX X326V X1 X3 45 x5

XX 3X5X X,

XX 5XeX ) x3 \/x4x6x1 X3 % \/xlx2 Xy x5 x6 Y%
X\ X5%y x3 \/x5x6x2 x5 x4 Vo xy x4 %5 %"V
XyX XX xﬁ Vxx9%3%4 V X5y 1 Xy Y

XX XXy X5 VX X4X523 06V XX 1) 00 %5V
x1x2x3x5 xg \/xlx3x4x5x6\/xlx2x6xq X5 V
X923y x5 xs \/xzxsxl X3 %y Vx;x X X 1V
x0' x5 x5 % 15"V xoxx, x5 x5 2



