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Design of image encryption system using multiple chaotic maps
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ABSTRACT

The proliferation of the Intemnet and the rapid progress of wire/wireless communication technology makes security of
digital images more and more important since the exchanges of digital images occur more and more frequently. And as the
tight relationship between chaos theory and cryptography, many researches for development of new encryption systems based
on chaotic maps have been widely progressed recently. In this paper, we propose a digital image encryption system based
on both one-dimensional PLCM(Piecewise Linear Chaotic Map) and two-dimensional baker map. This proposed system is a
product cipher that contains a perturbance-based chaotic stream cipher based on 1D PLCM and a chaotic block cipher based
on 2D baker map and is very high secure and easily implementable cipher having both a good confusion property and a
good diffusion property. And with test results, we showed this system is very secure against statistical attacks.
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A B33} 5% gl 2z A WA s o
AL Ae7lE shes AR gFeX L ASF
(Degree)®] LFSRE AHE3H= Aol 7] ~E3
F7] ZHol(Cycle Length) T% on(28—1)
(3714 o ok A4)elt.® oK Az 7] &
EY F7] Aol T aAF—-1)7 B} o] T
< guEes 83| Z grolth

a2l 12, x,=
0.7159814937 22

=S58 5t A
Fig. 12. Decrypted
image with x,=

0.7159814937.

a3 14 K= {8, a7 15, K=

16, 32, 8, 32, 8, 16, 16, 4, 8, 32, 8, 16,

4, 42 553 3t AN 4, 3212 B3 5 Fat

Fig. 14. Decrypted Fig. 15. Decrypted

image with K, = image with K, =

{8, 16, 32, 8, 32, 8, {8, 16, 4, 8, 32, 8,
16. 4. 4}, 4, 32}.

O3 13, xp=
0.7159814938 22
g8 3 Yt
Fig. 13. Decrypted
image with xy=
0.7159814938.

99 4.19 Ay AL ae] 10%)x L9
ezl 32017] el HA 7 2EY Fr) Aol
Toint 4.294 x 10" o] =rh, £ A2slore]
AHEEE 7] Keye A(15)3 zto] £89 4 et

Key = {I SJ‘)- Sp: nl,...,n,) (15)

7|4 I= ¥ 35, Syv PLCMel AH-H
£ 27 3. S,& PLCMelA A89= 27] me}
ule] Z18]5L my, ..., n,s Baker ARYel AMS-H

= sjehag geld

Gz AHEEHE dAde]l o] #be Nx N
2719 gAoleta 71gelAl. 40 Baker AMelA
AHEE SR g, ..., el o8] AAEE
3 719 v A 271 NG AFES #ol N,
Z p+ ... +n=N, o] 5= dvh} Be A5
29| 23] EAlske Zhol 2Rl dake) =)
Nol 64, 128, 256, 512 3l A< o4& 719 &
Z7) g 10°, 10%, 109, 10'% o] go o=
A Jdk® zel3 fE AUE P7} 640]ES] A 2E)
ol PLCMS S48t S,&= 2] 28745 sl
aHiA £ A AlzEe dE 7|9 = T x
K(Sy x K(S) x K(Npy =Hcb. <714
K(S,). K(S,) 2812 K(NYE 77] S,p9
% 719 4, S8 % 719 4 2|2 Baker AM}
of AR ¢E 719 5 vhebdich 2 Aok Alx
de) ks 719 g2 AAEA ed B Fu
dE 719 FE 7R vk & 12 whE 3|5l o}
2 4 A (ade] #M¥e 256x256 Lena %A%
hEdt © Ao A g Alelrt Al JAde
WE-ES weFa gleh.

B 1. ¥ Jun obsst E Aanlol ghE sifoff 2 I
A gto) Wale
Table 1. Percentage of different pixel numbers
between the original image and the
encrypted image by iteration number.

B 34 14 39 54 il

g 9.577% | 99.623% | 99.638% | 99.620%

% 1o BE A 1E) 0 eens A
2 el A gl HabA 9¢ ¢ & ek

w3 ¥ 2& PLCMY 27 3t x ol wlAg A
S Fole el Aol7k AZlE BAel WEeE w
A4F3 gtk x, = 0.71598149372 ¢E3 #
= 0.7159814938% t&3} = <34 A}
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olof HHE- 3|go] whE Apolrt Sl A AP &S
oFEr), E 2614 B ARE 43 79 1vE
ok Ao EE JAite] HAd g e F

®fe

¥ 2. X7| 7t o|Mist Xfolz Qlft FAlZtel BlE #|4=
off mZ =del sl
Table 2. Percentage of different pixel numbers
between the two images have slight
different of initial value by iteration
number.

vHE 3 L] 39 59 od

WMEo | 99168% | 99.230% | 99.203% | 99.176%

=3 o G4 19 e Al s 9 9
A o) 22t 100004 ek, sy o
2l dizbaueke s gt 7 e S A
F okl A(16)% ol43siH @A (Correlation
coefficient) & A4tshd & 33} 2}

" o= T ) 1o
(B = T, D=1, 3, — B)?

con(x,y) = _Zl\/' zZilvl(x — E))(y ;— E)))

A7IA x, yE A F
a#e] groldt.

e A3 g4

¥ 3. 8 dan otzsl g AdalolM olXst mMzie| At
Ei8=(Correlation coefficient) 24
Table 3. Correlation coefficients of two adjacent
pixels both in original image and
encrvpted image.

o] a3ar
(I_JenaTJZSQg ; 256) dEs 9 94
SR 0.99368558 0.01140810
F A ek 0.95553439 0.00536324
izt g 0.94722958 0.018230303
A2} A 2do| EAH(Statistical) T
““—?* 7Asl7] flalAe wi £ E5(Confusion)

=43 #A(Diffusion) EAL 7T ojot sh=
‘:‘“ E5 EA4L ¢33 | i) slagasfies I

A g ¥ 103 28 116l 2= npel 7o)

o
2
A7) BRASTE AL 04 7V ke 7 9l
ou].
23 9G] W3 FAY H2EIDL AT o

7} &) EAAQ (Statistical) TA = 7t
E4¢ 72 gith
v.d B

A, A 2 FA ol FFAlE o] 4% HEv]
o] ARIFI}L B3| olFoA 3 gl AdelA
A ARgET} 7]gdel 1] sde AR
Aol digh 3gle] tl® 224 Hel sha gle U
a3d] 7188 A7) 2 7] IAARE AN
3 o] & F7)9} ¥ FEE4Y (Redundancy)S
714 dlole] el hZole AgtelA] o w3
o2 ZA% oAAFE o8 AAMAE ool
A7z Yok aga A2 ARe gEAs
9] lHdog shea o]EE o] £ Lo~ okFd o
g dvoF &) AAFHw glet =3 len o]E
<+ o] 43 G4 dEA 2" g AFE B2 B4l
S 3 A7 g HA dE BHE 4
o)2eR) 3z glet. P olo] & EEoHE 134 7k
2 AP PLCM % 2398 7o ARl Baker
AVEE o437 A A AAHEE Aokt A=
A2 shen 2B 5o} 7les BF %@7}
A 722 Holgly =3 CBC $9REE A4
A B} F2 EF(Confusion)®} sz’f’W(lefu—
sion)SAE AYES A, a8z 43 734
E 53 $AAQ FEAE WS AFRS BHF
o} a2 A <dale] o8] Jfe] M BEEEE VF
# CBC ¥+9Rc& 433y} 357 dio 2
e BEog WWrolxatd el Ao 4
&) gloiA o)zt AR 4= Sl Al ok
GOz Ftea ol A A5 vS AHAA B
o A sly 23 W "HER)e] Auja S84
A #2449 £ sle ?}—?—»— 43 AAEE ANEs)of
& 7ol
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