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ABSTRACT

As the importance and the need for network security is increased, many organization uses
the various security systems. They enable to construct the consistent integrated security
environment by sharing the vulnerable information among firewall, intrusion detection system,
and vulnerable scanner.We construct the integrated security simulation environment that can
be used by some security system model. In this paper, we have designed and constructed
the general simulation environment of network security model composed of multiple IDSs
agent and a firewall agent which coordinate by CNP (Contract Net Protocol). The CNP, the
methodology for efficient integration of computer systems on heterogeneous environment such
as distributed systems, is essentially a collection of agents, which cooperate to resolve a
problem. We compare the selection algorithm in the CPN with the Fuzzy Controller for the
effective method to select the agents.
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Let bidi be bids

Set bid_list = empty set

Let bid_list = ( bidi, bid2,... ,bid. ) be a list
of bids

fori=1ton
if loading of bidi >= threshold value

Delete bidi from bid_list

Sort bid_list by expertise in descending order

if the number of bid incltuding the greatest
value of expertise >= 2 then

{
Delete bids from bid_list except bids
including the greatest value of expertise
Sort bid_list including bids of the same
expertise by experience in descending
order
if the number of bid including the
greatest value of experience >= 2 then
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Delete bids from bid_list except bids
including the greatest value of
experience
Sort bid_list including bids of the
same experience by loading in
ascending order

}
}
Select Agent from bid_list(the first element)
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< Appendix > FV=Medium
IF CPU=Medium A
Fuzzy Rule Memory=Medium T H E N
FV=Medium
1. Feasible Test IF CPU=High A
Memory=Medium THEN FV=Low
Input : CPU =
Very_Low, Low, Medium, High IF CPU=Very_Low A Memory=High
Memory = THEN FV=Medium
Very_Low, Low, Medium, High IF CPU=Low A
Output : FV (Feasible Value) Memory=High THEN FV=Low
Low, Medium, High IF CPU=Medium A
Memory=High THEN FV=Low
IF CPU=High A
IF CPU=Very_Low A Memory=High THEN FV=Low
Memory=Very_Low THEN FV=High
IF CPU=Low A
Memory=Very_Low THEN FV=High
IF CPU=Medium A

Memory=Very_Low
FV=Medium

IF CPU=High
Memory=Very_Low
FV=Medium

IF CPU=Very_Low
THEN FV=High

IF CPU=Low

Memory=Low

IF CPU=Medium

Memory=Low

FV=Medium

IF CPU=High

Memory=Low

IF CPU=Very_Low
Memory=Medium
FV=Medium

IF CPU=Low
Memory=Medium

A Memory=Low

A

THEN FV=High
A
T H E N

AN
THEN FV=Low



260 BEZBEIEXHMTRE WXEE ' 2004. 2. Vol 5., No. 2. February

2000. 2. AT@dEa 4
g3 24 (FEAh.
2002. 2. Ao@dzu A7)

474 3 AFHIHR EY

2002. 3. ~ A AFAR
WA A AT

FAEF ¢ HEYZ H MBI, Y

1987 Fedista AAAL
gtk E (o]l FAh.

19889 3 HHFA FEA
2] 2 (DBA)

19959 Adddiga HEF
g3 (F 8 Ah

19963 AEAE 71&AHA
Hee #F) #5

19999 AR A2¥ Q@I AIY) A4 3

2002 4EBRSER AR L AFHFER
(B8hua})

19964 A& ogoistn WA 20
20014 A&TistE AHEBGTH 2nS
AR FFH L UELD B} EAA A
ol, ¥4 DB, Bet Alg oA



