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Abstract

In this paper, we designed a 128-bits block cipher, Circle-g, which has 18-rounds
modified Feistel structure and analyzed its secureness by the differential cryptanalysis and
linear cryptanalysis. We could have full diffusion effect from the two rounds of the
Circle-g. Because of the strong diffusion effect of the F-function of the algorithm, we could
get a 9-rounds DC characteristic with probability 27 and a 12-rounds LC characteristic
with probability 27" For the Circle-g with 128-bit key, there is no shortcut attack, which
is more efficient than the exhaustive key search, for more than 12 rounds of the algorithm.

7191 = : DC(differential cryptanalysis), LC(linear cryptanalysis), NIST, AES, DES, Rijndael
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2.6 MixCol
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2 (Dol oJetE xHy AAel g AP 24}
biase H2F 27011, modulo AA AL
ANYFTAE €A & & F+ Uk

5 dugFY F Fe=
FZAET 829 shortcut F2
A A= o Boh e tAAE s

o2 2 -y



412 REZREHEEHTEET WG
o B8 F

Circle-g¢] 9-
12-22E 4%

= é o oMz g

% 'ggz FHdu=E
Circle-goll g *‘f'—%"zi% 128-bite] H| Y 7]
2 HEPL HE 12-FLE oJHoH HFZE
Ab iR 39t gles € F g 29
U Circle-g® 9% ¢35 ¢udF&Fez 128
oA 256 bit7hA el Zt¥ w|LIE H &k
o2 Circle-g2 % g & = 256-bit H|
4718 HE&59S 4$ shortcut FHo] A
ZAET gg&¥olA] £3 ge=E £ AAE
o,

y_‘

et S 22 8L dE F U

*DESE &d File] 3-Fe= Fout 7t
53 A 9t Circle-g 2-22=1Hd o] Fojxm
2 Circle-g9 % &= F& 168+= o4
olm gt}

(2% 3) -84 A5

«18-gE=9 X
2 256-bit B)|Y7)|E 1 W Circle-go &
Z2E FE 18-l HGs

1. 33 ¥4

41 A& 34

& 2o g Ae5Hde] 7AHE &
2 ¥jdy EAE ZE s-box AE AR G
A Ao RE 54 &0 o) ZAdr

g Ge=e @ AR 540 FAHE Hd
BE P oot Zo] B 5 Qo

'2004. 3. Vol 5., No. 3. March

(5)

DPsmcvc : S_box'o‘] QEH 5‘}%5"‘3
I
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154, 48 113 158, &4, 15,

76, 226, 49, 128, 18 224, 189, 43, 9, 137,
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