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Abstract

This paper proposes a performance analysis model of security servers comprising IPSec accelerators.
model is based on a M/M/1 queueing system with traffic load of Poisson distribution.
defined to cover parameters characterizing hardware of security servers.

The proposed
The decoding delay has been
Decoding delay values of a commercial IPSec

accelerator are extracted yielding less than 15% differences from measured data. The extracted data are used to simulate

the server system with the proposed model

The simulated performance of the cryptographic processor BCM5820 is

around 75% of the published claimed level. The performance degradation of 3.125% and 14.28% are observed for 64byte

packets and 1024byte packets, respectively.
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Table 1. Specification of the security server™.
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Supermicro 370DE6
Mother board Server Works Serversetlll
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Table 2. Proposed simulation model.
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Table 3. Processing times per packet size.
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26 1% 980 99.333
512 98 490 50333
1024 49 245 2583
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Table 4. Metrics of security server performances.
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Table 5. Simulation parameter.

Security Association File transfer
metric connection/s metric | file transfer/s
Processing time Processing time
output | -RSA1024bit | output -10kB file
Throughput key setup transfer
DES+S
process | RSA | 125 | process | Sobay > | 308
. tme oo« | 05 | "™ [TTop | ®5
Response | metric ms metric ms
time output | Queue size | output | Queue size
Simulation step 1
Average step (unit time) 1000
Repetition times 100 times
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