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Abstract

Because the Internet diffusion has been increased, the service that used at the offline has been applied to the online, the
saving time and portability has been emphasized, and the service has been increased from the wire to the wireless by the
development of the mobile communication technology. There are a Pocket PC, Palm and so forth as devices that are used
for it and the services are already used. However, because it is used at only limited operating systems like PCs have,
there is the restriction to use for much more users. In order to allow various devices used by much more people the
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access services, the WPKI authentication should be implemented for devices using Linux OS.

Keywords : WPKI, Embedded, Linux

I.M &

AR 7)o wuE ooy o|&5A Aulx
egelgor Ay AFHen, 89 71
osto] Mulxe] AR FYE o FRAM FERY
Ago] o] o]FoiXm ok FEE A% T A

lo fu

A5, QA HFE TGS
(Dept. of Computer Engineering, University of
incheon)

" A, ANGA N tA "
(Dept. of Digital Information Of Sangji Youngseo
Colleage)

¥ 2 ATE A%r1eR A4 FHoL AAEF AT
AY s Aol 4% AU

Hedzk 200496918, LS Y 20043948

(731

2 QA AL Aol w2 BFe] A st
Feiok #He] wolA, ARFA 7eg AAAE A
& Zokl E=]dstel g uAelA B A&
AT ATstEs FAYol itk ol% B
of AR AFEEY] HOE A Aoz FAA
ATHA AR AE FAANE 83k A7 WE]
AAA A doA e} o] FAAME HHF ME|A
AsE A Wol dastA =ik

PDASH J=EE T TE7IE o] &3 Mul2E

ul o
B

-

93
o AL o] Fo] A, A A 2EL 238, F
A SoA AR ARKEIE st AMEE L ot
AHEEE 92712 Palmy Windows CEE 944
2 3t Aol FgtEo] Mu|2E AFd



68

(=]

E9E 2HAAZ 3= Aoy A 29A
A7b 718F s o] A1 WME AYEEE 873}
7] wjiel ddr] HA wE CPUS & §3E 7k o
27} ook sta, 2FAA A gre]Md A7) glojor
ALgo] 7hs3ith o] RE 2471 @Ry J1E Al
4<le] At

gdlel JHAAEke EHAAY goldx EAE
a7 A Wete® LinxE SFAAE st #
Hgo] AAHIL Jot. 22y A LinxE &9 Al
2 ARste AuEL AEY 37 59 Au|a7) ALS
Hi A &g

2 dFodAME A AHEER 9l SET 228
2 9433 H2e ¥4 87 Embedded LinuxE
o] &3t WPKIHA-& Fdste WS Altstsa 3
o

(s

o}

o. 2 &

1. SET ZE2EZ

FHoA AMSEE Z2EZE SET Z2EZEH
%433} 7]€ZE RSA, DES, SHA-1 ¢13FE AME
ato] Hb1sS AFsa gloed, F/07] 7|8 (PKI :
Public Key Infrastructure)ell ti3t <158 =3st7| 9
st} X509 Ver35HAE L3t 745 A8sl= ¥
S, HEHS, JiQ Al B JRE FeEpoldEA
A3t daeFE o] &8t AW AEEFI Aol
T AHEA] digk B3 58 B3l g FetoldE
A&3te WAS AHEgth

7t WPKI

#4374 ME(Mobile Explore), WAP(Wireless
Application Protocol), i-mode”’} gJ&=Hl, WAPS WAP
forumol A AEE ate] F2 BupY DUT|A ALE
51, METZ MS(Microsoft)®] 74 A& g B
SA A AHEE L TCP/IPE o] &8t} i-modes Y&
9] NTTolA 7W&sted c-HTMLE A3t

FAdF w2 FA AEUe] G Mul2E
AF 7] YaiXe 7194 (confidentiality), 24 (in
~tegrity), ¢1% (authentication), #¢1%=9} Z+& AjH]
AF37) 9% FHAPKIL gasich
A 870 Hgs)

AE
—=

24 PKIZ 7|29 #4 PKIg
A B4, A4 74
9 olgsl A4kl

1
o

FHAEHY H0A Embedded LinuxE 0|88 WPKIQ| 44 % 78

(732)

HYE 9

e 7]&olth B4 PKIE PKISH 2o] 71 %A
Ag olR3 T UENA AR AAHY E4%E
A AGA 7|9 Fxolth V|EH R 7 A
WTLS(Wireless Transfer Layer Security)®t WML
-Script(Wireless Markup Language Script) Crypto
Libraryol A A1 ¥38E signText() $48 o] &3l @
e Heks BAs)

0 oF ol

2. AH|C|E gl A (Embedded Linux)

7t 252 (Linux)

52T A 80386 oS A3t PCAA &9
He fHE F9AAY I delt. 7184 &7
2 POSIX A 2 SYSV, BSD$} 2oy Zx13¢ &
22 7EEAY. Linus B. Torvaldsell €& #de] 7
HE 1 AEUE Bt Ha BAEHA A HE]

B2, b wEe, T golHed, £ fx
g &g, TCP/IP VIEYA 5 275 f92 944

2 A gEolt.

Lt HICIE 2|54 (Embedded Linux)

AT E GEae F& A5 Z2AAMY e 2
719 WEeE 7k WAY Axggos sug g%
Zo|t}, = AR ZL A7|Y WEE whe
A & glve AGo R A5ty gEa AA Y A7) 9
7150l AAas), AFs}, RE3; ook 3, e AT
o] ZRAME A A%S FEI] At 4%

o H45 Holof Frhe 5L AT Yook B,

3. Embedded Linux E&0|A2 WPKI QI

74 PKI= 71&9 4 PKI9 784S JU=
ol &3tAvt, F &4 oY A% 2AS 1Y
Neg HA23 gk §4 PKIA AHEEE X 509
AFMETG F37t Zx 3ded +2& 7B WILS
(Wireless Transfer Layer Security)1ZA & Ap-g&3d
A &% vl 453 2 A5 JdFE g
AR F UEE T4 HA

=
| Z o}

7t B4M PKI &

BN PKIY TZ2E AMExle] ARE wo} o=
5 R AR AL #0E ddgshs §5718 RA
Registration Authority), AFAE LYstu 53 HXA

2 Hx 7158 =38 A=7]H(CA : Certification



20043 98 MXI 3=

1) ABT HE M3
2) SEJ130A
{D/PassWord 20
3) X AL HS
4) 3| SHHE 4 A
1S5 Aet 32 9

6) DA% A Hol
7 AUBA B3

8) HE UEM NE
9) URL &

10) QUSA 20!

82M Prigl 2=
Wireless PKI Structure.

Authority), 94 H4) B2e ARaE o6 D
-rectory), 2 QAFAES AR AL AFRA
(EE: End Entity)7} it 28 1& 71249 54 PKI

o Fzolg),

Lt M PKI 2H

24 PKINAE 927]9) g Aok 238
ME X500 Q24 WILS 224 EE 34

g, A%

Q%4 URLEHE o] §3p)=

o F
717} 24-48417Q1 Short-lived 9154 &
ME T3 g AP
=23

A darg %2 RSA(Rivest Shamir Adleman)
ey FTEe ECDSA(Elliptic Curve Digital
Signature Algonthm Atgel, 4o3t daudFoeR
T RC4, RC5, SEEDZ SEEDE AH&-3hw, A &ag
Fo =+ MD5 SHA-1% SH-12 ARg3it)

r°l'

1__

1,

=
W OT=E L.

AALGATE DGR E o]t
A& Xéi% Z‘ﬁj At dEr)e A=y &
Fo TARZ o], MWL AR AEII= AF7| Tl
A B4 & F AA Directoryd 15X E Ad3 +

ATHE AFEAL] 2% Aol o] & o] 835t ATAE &

=

.
L

st MRIAE AFeHs ok
A AEY WS o8 & W Aule HEE A

£2}= Xecure Clientghes ZTaa3o] Axxo] ¢ 3
o|Aell A Zdsthe gl st B FAYS g
Xecure Client® ActiveX9} SSLIF 94E o] -3t}
SSL& &7 71es AHEs|A] diole] F243 o]
B Zlo|HAIE AFsAE AT, Al 8E J1E
s 9 28% AWE wed o Ty 453E
AHE-3kal, a3 S SEED, RC4 28 ¢33t dugs
B Hd 715 B4 dolE FAAR G ZetelHAlE A

o
=

=X M4 HATCHI®

(733)

69

| rex,
[—— " CllentKeyExchangs
oo x  ~{promaster secrat}K | vt
;‘JSQ’ || cranoeCionersoe | Hast e - a
vas panis T erises | T
- ,’
L:A;:ﬁgla&v Ok Seweﬂ—he‘llebmex‘::‘;” frored FEEE :/(‘;o;eNo(;f;Alen‘
st c:‘""w -  CrangelicherSpsc - HTTPRIE = :
| memmaan | XswemM . T 280 o210
e
a8 2. Mu elEMTE HREE SSL
Fig. 2. SSL with only a Certificate of Attestation.
Tt
Auere] ASA S JiR171E 7HAE A, SSLE &
dolelert ANE AZam, SdoldEs A BE
7h &3 e v 71E GHEHA e U o AR
2 4 9o
m4 8
1. Embedded Linux 2H30|A 2] WPKI Q5oL

7'._ _;L%‘._;{ El:-ll

4 PKIA = 25A 834 Al AREAL A58 s
AREA} ofolt] 9} HAYEE ALESiT) o]uf olojris}
Hades Add dueEd o3 g5 Ho D
TN71E 7t F4 PKIEE] Aok &9, POP
(Proof Of Possession)& &3lojo} gt} POPE 95 -
A 83 Al AFAMA TEEE 371 B3
2 75 43 Joe AL A PKIZH FHse
BAgo g, AFAH 23 Z2EZ T8 3 AFAJ o}
2} of 2] Wyo] AREH I gtk

TaAAE MERAE o] 83t § 7igte Zo|d
143}‘2515} ALY HE S @REhe

< 529 BSDAA QIEHoj~
&t A]lE s, AFd Z2
WS ARS S A A
9} AFA Y E5E /AL e

a9 32 £

}:l

B g {m

(SO
)
N
2 o

o Ik

fr ool e %

>
oo
2
Lo
ol
f

x:]
°°‘:|1°ﬂ*1 TaEHE

4 o U
4o BN
o o
£

-4

i

_?{_‘

:L

2
2
>
¥
i)
ry
tlo
:L

gk HpHo g 802119 &
2folm Al (WEP:Wired Equivalent
ZHo| oA F/7]
ol Fo] oJulate AA
dofl Hujjste] Eof?



70

1) ASX 32 #ol
2) AIEM 48

3) IS MF

4) ASH ¥

5) URL &5

6) QIZAH &l

a3 3. 7P 7=E

Fig. 3. Implementation Structure.

AR ARE A B AFAB A E AR A

2 3ol ¥ AFME A Directory®’] £
AgE @k AFA Y AP F AR HEE T
AEA W& 83 Al AN AMEAY i3 SIS
A ste] AR Al A E3taL AEALE o] & o] &3t
A& & ARG LS 2T dPL o|FAHAE
g Fojrt

AHEA7E URLE o83t 4387 g Egko)d
E 23S Agstn Ad Y FRE SSLE o
SJSEED ¢33t dudFd THINE ol 8dto] &%
312 3t Ao AL Foh AF ¢ AWE v
Aol e vd 71& ol &3ty dEstd &S &
AFA ¢ izt AFAHRE AHEAAA M58

i
=

v.d E

.

rr

=RoAE P5AS 0SE FE Yugs Axd
dMel FH PKIZZE 71&d] A3tz Qe A
PKIS ol &3t 52 370 wA AMEA AA £
T8 39 @A AeHx Jde JdHY B Jles
a2 HEsrlde dids Al2"e 71EE A%
SIAAZ AR +9AAY T8 FAE Uk
Ao} ZefoldEY HEE AT ¥4

A QAo AE
Aol H&3he
Aujo) e o
A48t URLS 2319 AH&shes DY d49=
FAINE o188 G338 7Hel o3 dzstE e
Aud] Agake, AvelME ug 7% sHAn A
we Y ge Bl Az uey gz s
of A& ARE B PHS AR

o mlo wu o

YR AgAEel sxzee B3 ARLS
L7E AL o olel e UAs HAE S Tzl

A0l M Embedded Linuxg 0| 8%

(734)

WPKI2 A 5 7 HaE

e zzpo] oHrie Hol unt. 1Y A FEs
= 2 AHA A F 0|28 ATEEA AA R F
o] x4 AREATF O A

AHEAS] ARuE Z2adwE 9A ARZEE
7L Qe Aol Abdelth B39 AdS dofof B
T HFEA Zz2ade] glrke Aol

=g ARG Hojd Hx2d B Ve &8
33, A7k ©ivle] HEga AR A SupolA
Hoju7] ssire ASAHA A77} o] FejAof g,

4

(1] A44d, "PKI AA3EH AFAE",
pp. 53-69, 2003.01 :
A, A3 ARAE AF A3, FRFAF
ARE3, "5 PKI A3 w3, 2000.08

[3] o]&F, &&E4, "RSA A9 7|jl& o]&3 F4 A
AA ", =R RAE 8], 200211

ZHa) & olga AEH 2ot “‘HokS 93 A&
<) Hh PKI”, Addison Wesley, p.125-139,
2003.09

oldz, "JWts Fa zZEad”, PCBOOK,
2002.05

%37, "Trolltech Qt =2 ZZI1HY“ Dream
-Book, p.31-50, 2000.11

Michael Welschenbach, "Cryptography in C and
C++", Apress, p.390-399, 2003.01

Mattbew S.Gast, "802.11 Wireless Networks”,
pp. 185-190, 339-376, April 2002.

William Stallings, "Cryptography and Network
Security Principles and Practice” Green, p.377
-400, 2001.02

(2]

(4]

(5]
(6]
(71
(8]
(9]



20044 OF HXIZEt|=2X H 41 A TCH 9 & 71
PSP |

A S 5(R3Y) 3 (439
19793 73 & A3 gstu

AAE 8t} (F AL AxFsts (FHAH
19813 7 szt A3 En

AAE st} (384 AL AAE 8t} (F8H4 AL
1985 7 8 oj st 7 ] 7 g st

AR F & (FEAL £ ' A3 8t} (FEErA

1986 ~ A At AHFE Tt ag
<FRAEE AFEHEBA, ABAY, 45>

g & (A )

{ 20033 QA
AFE s eH (FAh

s <FBAEok HFH T4, oAl

VQEEH¢;%§§>

(735)

1989 ~ & A A GMUEm g AT ws
2>

<GF@yEoR dAA, AFYH 54, 433



