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Motion Sensor Fault Detection and Failsafe Logic for Vehicle
Stability Control Systems (VSCs)

Kyongsu Yi*

School of Mechanical Engineering,
Hanyang University, Seoul 133-791, Korea
Kyongchan Min
Department of Automotive Engineering,
Hanyang University, Seoul 133-791, Korea

The design of a reliable and failsafe control system requires that sensor failures be detected
and identified within acceptable time limit so that system malfunction can be prevented. This
paper presents a model-based approach to sensor fault detection with applications to vehicle

stability control systems. The effectiveness of the proposed method is illustrated through test

data-based evaluation. Vehicle test data-based evaluation results show that the proposed fault

management scheme can be used for the design of a failsafe VSCs.
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1. Introduction

Vehicle active safety systems and driver assist-
ance systems have been popular research and de-
velopment topics since the 1990’s for enhancing
vehicle safety and reducing driver work load. The
vehicle stability control system (VSCs) is an ac-
tive safety system for road vehicles which stabi-
lizes the vehicle dynamic behavior in emergency
situations such as spinning, drift out and roll over
(Van Zanten, 2000 ; Tseng, 1999 ; Ungoren and
Peng, 2004). The VSCs has been available for
vehicles with an electro hydraulic brake system
since the 1990’s and is evolving for robust per-
formance in combination with active front stee-
ring. As in any control system, fault detection and
failsafe operation of the VSCs is necessary for a
.practical system solution, The design of reliable
and failsafe VSCs requires that sensor failures
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be detected and identified within acceptable time
limits so that system malfunction can be pre-
vented. The principal tradeoff to be made in
designing a redundant sensor system is that of
hardware redundancy versus the complexity and
robustness problems of the software for analytic
redundancy (White and Speyer, 1987). A dyna-
mic model based fault detection scheme has been
presented in the literature (Tseng, 1999; White
and Speyer, 1987 ; Fennel and Ding, 2000). It has
long been recognized that an adaptive threshold
is an effective way to solve the problem caused
by model uncertainties. Fault detection based on
adaptive fuzzy thresholds was proposed by Frank
(Duisberg and Frank, 0000). In this paper, mo-
tion sensor fault detection and failsafe logic for
VSCs is proposed.

A three degree-of-freedom (3 DOF) vehicle
planar model and a bicycle vehicle model have
been used for analytic redundancy of vehicle sen-
sors in a VS8Cs, i.e, yaw rate sensor, steering
angle sensor and lateral accelerometer. The main
difficulty of the model based fault detection
schemes lies in the model uncertainties. In order
to improve the accuracy of the model-based pre-
dictions of the sensor outputs, effective tire radius
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and roll angle have been estimated and used in
combination with the 3 DOF vehicle model. The
proposed fault management scheme has been eva-
luated using both a validated vehicle simulator
and vehicle test data. Vehicle test data-based eva-
luation results show that the proposed fault man-
agement scheme can be used for the design of a
failsafe VSCs.

2. Vehicle Model

2.1 Full vehicle model

Simulation studies have been conducted using
a full three-dimensional vehicle simulator vali-
dated by vehicle test data [14]. The vehicle mo-
del used in this study is a full three-dimensional
vehicle representation with six degrees of freedom
for the vehicle body, four states for each suspen-
sion, one state for each wheel speed, an engine-
powertrain model, and a Pacjeka tire model. The
three dimensional vehicle model is depicted in

Figure 1.
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Fig. 1 Three-dimensional vehicle model
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2.2 Vehicle sub-models for analytic redun-
dancy
A VSCs controller uses the following sensors :

* a yaw rate sensor

* a lateral acceleration sensor

* a steering wheel angle sensor

* four wheel angular speed sensors

A fault detection scheme for the yaw rate sen-
sor, the lateral acceleration sensor and the stee-
ring wheel angle sensor has been developed in
this study under the assumption that the four
wheel speed sensors are proven to be fault-free
by other fault management modules such as the
Antilock Brake Systems (ABS).

Four redundant sub-models can be used for the
detection of faults in each sensor. The redundant
sub-models have been obtained using kinematics
relationships and a bicycle model of a vehicle.
The mathematical models for the yaw rate sensor
are as follows:

Urr— U
yaw rate sensor model 1, Y1, 71=——ﬂd =
_ VUrr—Un
yaw rate sensor model 2, Y2, yo="7
yaw rate sensor model 3, Y3, Yazday
Urer

yaw rate sensor model 3, Y4,
é Vrer

T (1 ()

where v, is wheel speed, the subscript f7, fI, 77,

Y4

and #/ represent front right, front left, rear right
and rear left, respectively, d is track width, ay is
lateral acceleration, vrer is vehicle longitudinal
speed, & is steering wheel angle, #s is steering
ratio, [ is wheel base, and v is the characteristic
speed of the vehicle. The four wheel speeds are
computed using effective tire radii and measured
wheel angular speed as follows:

V()= Ve(-) " W)

where 7. is the effective tire radius and @ is
the wheel angular speed. The effective tire radius
is estimated using lateral acceleration as follows :
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Voin =7, Fa
e(-)y— Vn(-) ™
K,

Fzﬂ=7_17< Ml b -g-d MZ b -h-am—Kr'k-ay>
Furmgir (Mol g gt Mol gt Ko b0
Fm=2—.1d~<Ml'Zf -g-d+M—l'i-h-ay>

where #x) is nominal tire radius, K. is tire
stiffness, Fy.) is vertical tire force, M is vehicle
mass, /- and /s are distances from mass center to
rear wheel and front wheel, respectively, £ the
gravitational constant, 2 roll center height, K,
roll bar stiffness, and £ is a roll constant.

Four redundant sub-models for the lateral ac-
celeration sensor can be written as follows:

lateral acceleration sensor model 1, Al,
Vsr—
alzvref_%l
lateral acceleration sensor model 2, A2,
Vrr— 0
azzvrgf TTd ri
lateral acceleration sensor model 3, A3,
az=UVrer* Y
lateral acceleration sensor model 4, A4,
8 2
V¥rer

()

where 7 is the yaw rate.

as=

Four redundant sub-models for the steering
wheel angle sensor can be written as follows:

steering wheel angle sensor model 1, S1,
— vs+ ! < ( Vrer >Z>< Ver— Ust >

51 Vrer I+ Ven d
steering wheel angle sensor model 2, S1,
=7’s’l < (Uref >2>( yrr_vrl>

52 Vref I+ Uch d
steering wheel angle sensor model 3, S3,

=02 )
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steering wheel angle sensor model 4, 54,

(2]

ref Uch

3. Model-Based Fault
Detection and Failsafe Logic

3.1 Redundant signal generation

Figure 2 shows the structure of the model-
based fault detection and failsafe logic for the
VSCs. The logic consists of redundant signal gen-
erator, driving situation decision unit, residual
evaluation unit, threshold adaptation unit, and
sensor fail decision unit. Four redundant signals
for each of the yaw rate, the lateral acceleration
and the steering wheel angle are computed by
the sub-models described in section 2 using the
measured signals. The signals used for the redun-
dant signal computation are the vehicle reference
speed, vUres, the lateral acceleration, a, the yaw
rate, 7, the steering wheel angle, d, and the four
wheel speeds, vr, Usn, Urr, a0d Un

3.2 Identification of driving situations

The driving situations are divided into three
groups based on the errors between the actual
signals and the redundant signals computed by
the sub-models: Steady Driving (SD), Transient
Driving (TD), and No Decision Driving (NDD)
situations. The errors between the actual signal
and the redundant ones are due to model error,

parametric uncertainties and measurement noises.
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Fig. 2 Scheme of Model-based Fault Detection and
Failsafe Logic
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The driving situation decision algorithm has been
designed considering validity conditions of the
sub-models. The errors become large in cases
when wheels are in slip, or when the steering
wheel angle is large or when the magnitude of
the longitudinal acceleration is large, etc. A dri-
ving situation decision unit has been designed
based on an investigation into vehicle driving test
data and vehicle simulation results for alternative
driving situations. The vehicle simulations have
been conducted using the validated full three-
dimensional vehicle simulator and a simplified
bicycle model. Identification of the deriving situa-
tions has been conducted using the lateral accel-
eration, ay, the vehicle reference velocity, vres,
the yaw rate, 7, the steering wheel angle, 8, and
the longitudinal acceleration, @, as follows:

The driving situation is the SD if
|Aay,s |<ay,e, | ax|<axc and | 8]< 8c(vrer)

The driving situation is the TD if
ay,aSIAay,fISay,cz, | ax|< @x,c and I ) | < 0c(Vres)

The driving situation is the NDD if
IAay,fI > Qy,c2, OF I ax‘ 2 Qx,c, OF I 0 | 2 0c(Vrer)

1
Aay.fzm(ay_vref' 7) (1)

where a@y,c1 and ay,c2 are critical lateral accelera-
tions, axc, Oc, and 7, are critical longitudinal
acceleration, critical steering wheel angle, low
pass time constant, respectively, which have been
determined and tuned based on the vehicle test
data analysis and simulation studies. It should
be noted that the critical steering wheel angle, 8¢
(vrer), is represented as a function of the vehicle
reference speed.

3.3 Threshold adaptation and residual gen-

eration

Since the model uncertainties depend strongly
on the driving situations, it is necessary to use
adaptive thresholds and different residual genera-
tion strategies depending on the driving situa-
tion of the vehicle. Alternative residual evalua-
tion methods such as simple threshold logic, sta-
tistical decision, pattern recognition, fuzzy deci-
sion logic, and neural networks can be used for
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fault detection (Duisberg and Frank, 0000). It
has long been recognized that an adaptive thres-
hold is an effective way to solve the problem
caused by the model uncertainties. An adaptive
threshold has been developed as follows :

small if SD
large if TD
very large if NDD

]th=

Since the magnitudes of the errors between the
sensor sub-models and actual sensor output lar-
gely depend on model uncertainties, parametric
errors and measurement noises and the model
uncertainties are largely influenced by the driving
situation where the vehicle is, the magnitude of
the thresholds should be determined considering
the driving situations of our interests. The thres-
holds have been determined based on the investi-
gation of test vehicle measurements and simu-
lation data under alternative driving situations.
Sensor characteristics have been analyzed using
the test vehicle measurements. The errors due to
the model uncertainties have been investigated
using the validated full three-dimensional vehicle

" simulator and the bicycle vehicle model.

“Majority principle” and “minimum of all”
schemes (Fennel and Ding, 2000) have been used
for the generation of residuals. In case of the
“SD” driving situation, the residual, 7, has been
computed as follows:

r=y—3a

where y is a measured sensor output and P is a
sensor model output selected such that

Ja<P9e<ia
and
|5=9al, |5=9al, |5—9al<|5—9l
j*il, 12,33 je{1, -, n, ntl}

r=srr(29+)
y=_Tg\ 29ty

# . the number of sub-models

$: . output of the sensor sub-model 7.

When the vehicle is in “TD” or “NDD,” the
residual has been computed as
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r=mjin{lrjl=|y*§jl, i=1, - n}

This implies that the residual is the smallest one
among all the available restdual signals.

3.4 Sensor fail decision

A non-dimensional continuous fault index is
used to evaluate sensor fails. This fault index
(FI) is computed using the residual and the
adaptive threshold :

FI=FI(7, Ju)=1—cTs

where ¢ is a constant. The FI is in between O
and 1. A small value of the FI implies that the
sensor is highly reliable and a large FI implies
that the possibility of the sensor fail is very high.
In this study, the sensor fail decision has been
made as follows:

If FI > a, then the sensor failed and system shut
down.

IF FI<ga, then the sensor is reliable.

where « is a critical index value and an ¢ of 0.9
has been used in this study.

4. Test Results : Vehicle Test
Data-Based Evaluation

Vehicle test data have been used to illustrate
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the effectiveness of the proposed fault detection
and failsafe logic. The test vehicle measurements
have been obtained for typical driving situations
such as constant steer input, lane change, slalom,
and step steer maneuvers.

4.1 Constant steer input maneuver

Figure 3 shows the test results for a constant
steering input maneuver with no sensor fault. Ve-
hicle speed was kept at a constant 71 km/h and
steering wheel angle was 43 degrees. Comparisons
between the actual and redundant signals for
the yaw rate, lateral acceleration and the steering
wheel angle and fail indexes are shown in Figure
3. It is interesting to note that sub-models I, 3
and 4 are very close to the actual sensors in this
driving situation while sub-model 2 shows sig-
nificant discrepancies. It is shown that all the fail
indexes are far below 0.9 and all the sensors are
highly reliable.

Figure 4 shows the test results for a constant
steering input maneuver with the yaw rate sensor
fault. It has been assumed in this case that the yaw
rate sensor fails at 4 seconds and its output signal
is reduced to 50% of the actual one. A compari-
son between actual yaw rate sensor output signal,
fault signal, and sub-model outputs are compared
in the first part of Figure 4(a). The residual
and threshold are compared in the second part of
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Fig. 3 Experimental test results (Constant steer input maneuver, no fault)
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Fig. 4 Experimental test

Figure 4(a). The fault indexes are also shown
in the third part. Similar comparisons and the
fail indexes for the lateral accelerometer and the
steering wheel angle are shown in Figure 4(b)
and(c), respectively. It is illustrated in Figure
4(a) that the yaw rate sensor fault is detected at
4.3 seconds. The fail index converges to 1 after
4.3 seconds and this implies that the sensor is
failing. It is illustrated in Figure 4(b) and (c)
that the residuals are far below the thresholds
and the fail indexes are far below the critical
value in the cases of the lateral accelerometer and
the steering wheel angle sensor. It is illustrated
that a yaw rate sensor fault can be effectively
detected with the proposed fault detection logic.

4.2 Slalom —no decision driving (NDD)

situations

Test resuits for a slalom maneuver are shown

results (Constant steer input maneuver, Yaw rate sensor fault)

in Figure 5. The steering wheel angle and vehicle
velocity are depicted in Figure 5(a). The vehicle
longitudinal velocity was maintained in a range
of 58 to 62 km/h. Comparisons between sensor
and sub-model outputs, the residual and thres-
holds and the fail indexes for the yaw rate, the
lateral accelerometer and the steering wheel angle
sensors are shown in Figure 5(b), (c¢) and (d),
respectively. In this case, the modeling errors
become significant and the sub-model output
errors become large. In this slalom maneuver, the
driving situation becomes TD and NDD, and the
thresholds are set high and very high at the
beginning and at 3.8 seconds, respectively. The
thresholds are set to be very high in the NDD
driving situation after 3.8 seconds and all the fail
indexes are kept at small values. These test results
indicate that the proposed driving situation deci-
sion logic works effectively.
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Fig. 5 Experimental test results (Slalom Test-No Decision Driving Situation)

5. Conclusions

A model-based fault management scheme for
applications to vehicle stability control systems
has been presented in this paper. A three degree-
of-freedom vehicle planar model and a bicycle
model have been used for analytic redundancy of
yaw rate sensor, lateral accelerometer, and stee-
ring angle sensor. Thresholds have been adapted

depending on the vehicle driving situations. A
driving situation identification scheme has been
designed. The vehicle control system malfunction
due to sensor failure can be prevented by the use
of analytic redundancy. The effectiveness of the
proposed method is illustrated through test data-
based evaluation. Vehicle test data-based evalua-
tion results show that the proposed fault manage-
ment scheme can be used for the design of a fail-
safe VSCs.
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