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Abstract

In general, operating system is offering the security function of OS level to support
several web services. However, it is true that security side of OS level is weak from many
parts. Specially, it is needed to audit/trace function in security kernel level to satisfy
security more than B2 level that define in TCSEC(Trusted Computer System Evaluation
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Criteria). So we need to create audit data at system call invocation for this, and do to
create audit data of equal format about almost event and supply information to do
traceback late. This paper proposes audit/trace system module that use LKM(Loadable
Kernel Module) technique. It is applicable without alteration about existing linux kernel to
ensure safe evidence. It offers interface that can utilize external audit data such as
intrusion detection system, and also offers safe role based system that is divided system
administrator and security administrator. These data will going to utilize to computer

forensics’ data that legal confrontation is possible.
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memset(object_path, \0', PATH_MAX);
if( SecuOS_Check_Base{dentry, SECUOS_WRITE) » 0 ) {
sprintf(error_msg, "rmdir error no permission
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SecuOS_Absolute_Path(dentry, object_path), error_msg):

if(ferror_flag)
path_release(&nd):
putname(name):
return -1,
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Fig. 3 DB store algorithm to log file
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