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Abstract

Very various intrusion by development of systems that is based on network is spread.
To detect and respond this intrusion, security solutions such as firewall or IDS are
bringing and management of security system that load these becomes more harder.
Moreover, because environment of systems that require security is various, hard to manage
establishing suitable security policy. Therefore, need model about enterprise management
of various security system and intrusion detection of each systems and response. In this
paper, improve PBNM structure that manage wide network resources and presented
suitable model in intrusion detection and response of security system. Also, designed
policy-based enterprise security management system for effective intrusion detection and
response by applying presented model to enterprise security management system.
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PBNM(Policy-Based Network Management)2 |
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Fig. 1 PBNM Framework

o]3g PBNM 71&& WEYA AMga} @ AMulid] of
@ 54 ¢ o3& PBNMe| BHoz FHoldla, Fold 3
Ho| we} Agoz A viEHF Aol T L Aot
7Fed S 7R it olsh o] ¥ AR 5§
He Aolg B3 B A MBS hsdhs V&Y #
T A 2 Aoy BANES dZ2E & ok =3 A
TR 5" P A, F71, A9 e AL 4
ggtoay Aulxe] EA 9 Aojd iz Wi £ sle
FHoln, #4% 725 7 £ Qi) olF AAEo] =
gdoz B39 AFkd ARl wel ddE =t ot
o, ARla E& Al2dRie] HolE FArt feolail
g},

2. ESM: St ott2|

E%td otz (Enterprise  Security Management :
ESM) 71&2 AR AlAR(IDS), 7VAPdF(VPN)
Alzd F Ot EFe HF AAHES A% A%
Z J%g BY sk $9E3Y #EAAY
(11)(12). o8& ESM Alzsle 314 zbzte] AFol o
g 2UEY 7j%Y THIRRAT B ZeEZe] &3}
& 53 e AEE X o)71F B AlzEel gt 2
HeEE 71%% 7HES dsta ok £33 ESM Al~d]

Enterprise Security Management

M;%Em Y

local unit job

security managemont

<] Escaiation & Automation l

Application
Security Event

Desktop Firowall [
urity Evi

s
nnnnnnnnn Seourity Event  Security Event  Security Event

I3 2. ESM Alag]
Fig. 2 ESM System

ESME ¥dl 7idslE ave IT $7dM 24 73
7% A3 848, & Al2® vEda Y, A%
=2¥ d¥& A&H o2 AAsR pishe Aol 13
W S ESM Al2de] 882 39js) vl £ wf of
AL T JehA] @en F2 e Bt EF4E
< 5% delske #eEE FE] AFo]l ditEelt

1 AR ¥ Hee iE 2oty Xguw
Atstuatehe Al~gle] LA 2 digE AT B

RARde SR A2del 34 A50) 584, B

o4 % ueW PAE B0z it T A2EE Do)




84 BE A FEEREE HLE(2004. 6.)

4553} AYDA 2 dg Bk 52E Ee e
43 slwe] B $Yg 2doz 9v o (39
3)e AYRA
& E434 Aol

1. JEA MHEAEE BT HUERD N
2. JEY AYEAEE B8 JUUS FRLU
3, Al2B D20 28 IE AAHN SRYY NS

1. REAZOR) Z0 2 AUAS Sie R RYW LY
2 HUYBNS UR RN U BEIUE s

h:
g R AD 2 N
3. BYEX Y EINUS HRY NARE PR

1. RASXNAA HE Y2EcAE BN AR
BANG Fmey @ AR 2. RER AWM SRE NSBIIZES AN SY R EH
3. D00 4B A AN REY ARFNO HF

08l 3, 2oty odle| ME chl
Fig 3. level of security policy model

2 wolmd Hg U 24 59

Azgel Adske AUw3 R AP AP S /¥
o) o1 Thepslel 2zl e AR S 2 o) Az
dolat FaAA 3 E3dAnt. ol EAE E
7] flEiME 271 FH8E HekgAe Alxw] 7—*1'3' 3y
g AW i} vl AEdln A2E ¥lES vad
At A2E FAFHE At

(A SR ERELR-TEL ] P
2. 202.30...00 ¥8 ¥A JY 76 Q2

. L F
TF=YF RoFy= <4 =%
& SIF:

&
1Pi= 3P
&

J [T A RPN NIRRT Y ]
2. WHSRN WG PUT. ALY BTN

03 4. 2eryse] nigitE
Fig. 4 Ratio computation of security policy

« 27| N2E0 HESls Hae) el

Zrzte] Alagld] i@ FEd R e Al2d 5
ZJ'% gpekel 4 gl7] wiel] Yukdel AYerx] ¢ et
BES BAse] 2] BeRAe AR

P:RAZF, Pi A9 FAFS, 1 A2 F
P = (Pl P2 P3 P4 P5 ... Pnl Pn}
Pi = { P1. P2. P3. P4. P5. ... . Pn-1. Pn }

" AAE N S H|E AS

HEES 7] RE A2dd 249 FA pd W@
HlE e Aagdz A4d FAd A ugdss 7
90 ol HleE FAEE P Bl 28dE &
Ao} sfofat aF Al2glol A3 FALS Fohled F4

o] it

" __F _ Fj
7P = 3P Febi= <~ =7F

=1 ZP;

$==1

TPi= 3 F FoFiy = <t ~

= X i .

Pt ZF;I;

O7 5. Ty A|AEM MiH|g AE
Fig. 5 Policy ratio computation

3 A Hobdd TEMNY ¥ £F

Ztzke] ulgate ol o8 =29 HleS AR B
AL FHo o] 8. olwf FAY v &aFH Al2d]
H ugag 2en Z1ENE A4S AW vgagy A
25 vlgagee ERe 449 4% #AE T A
2 Hegae YT

2] 6. MY, A|ARH HiM|SAE PN
Fig. 6 Ratio computation flowchart

2 RN A A, AR AL A u e
A4& B¢ 23} o3t 2oz /EE | 47 W
A2 29E B3 AR d sYd B8d a8S s
22

o)

B 1. AR APl OIS 2ot

Table. 1 Detection result for policy of systems

policy A | policy B | policy C | policy D
system 1 50 0 30 50
RoPi 35.7 0 214 35.7
system 2 20 20 30 20
RoPi 18.2 18.2 27.3 18.2
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Table. 2 Result of detection per policy
policy A policy B policy C policy D
system 1 50 0 30 50
system 2 20 20 30 20
system 3 0 10 0 0
system 4 10 30 20 10
system 5 30 40 50 30
system 6 50 50 50 50
system 7 40 50 10 40
Sum(P) 200 200 190 200
RoP 20.8 20.8 19.8 20.8
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Fig. 8 Ratio comparison graph for policy
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