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ABSTRACT

The rectangle attack and the related-key attack on block ciphers are well-known to be very powerful. In this paper we

combine the rectangle attack with the related-key attack. Using this combined attack we can attack the SHACAL-1 cipher

with 512-bit keys up to 39 out of its 80 rounds. Our 59-round attack requires a data complexity of 27

498.30

chosen plaintexts

and a time complexity of 2 encryptions, which is faster than exhaustive search.
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