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ABSTRACT

The home network environment can be defined as a network environment, connecting digital home devices such as
computer systems, digital appliances, and mobile devices. In this kind of home network environments, there will be
numerous localjremote interactions to monitor and control the home network devices and the home gateway. Such an
environment may result in communication bottleneck. By applying the mobile agents that can migrate among the computing
devices autonomously and work on behalf of the user, remote interactions and network traffics can be reduced enormously.
The mobile agent authentication is necessary to apply mobile agent concept to the home network environments, as a
prerequisite technology for authorization or access control to the home network devices and resources. The existing mobile
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agent systems have mainly used the public key based authentication scheme, which is not suitable to the home network

environments, composed of digital devices of limited computation capability. In this paper, we propose a shared key based

mobile agent authentication scheme for single home domain and expand the scheme to multiple domain environments with

the public key based authentication scheme. Application of the shared key encryption scheme to the single domain mobile

agent authentication enables to authenticate the mobile agent with less overhead than the public key based authentication

scheme.
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(1)s : D, = H(execution code of A)

(2) : HPID, = PID

(3) :GA =E, (AID, | HPID, | D))

(4) A> B: AID, | HPID,, || GID, |l execution code of A |l GA
(5)B : D, = Hlexecution code of A)

(6) ra=AID, \\ HPID, | GID, I D,’
(7) : verify(GA, a)
(8) : b = find(GID,, HPID,)
9) :ifb = false)
(10) : finish agent migration
(11) s else
(12) . perform agent migration
(13) . : getIAT
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a)s : D, = H(execution code of A)

(2) : LAT=E, (AID,\ AGID, | D)

(3) A> B: AID, | AGID, |l execution code of AW\ LAT
(4)B : D’ = H(execution code of A)

S) : verif(LAT, AID, || AGID, || D,")
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