BHRABERERUS
14 % 5%, 2004. 10

Side channel attack on the Randomized Addition-Subtraction Chains

Dong-Guk Han®', Nam-Su Chang®*, Sang-Woon Jang®, Jongin Lim®

Korea Universitya), National Security Research Institute®
o] oF
4 =

Okeya-Sakuraie B34 A Adled digh HaAd 3739 -8z AslE Oswald-Aignere] A3 B41-2
Al 7l (Randomized Automaton 1, 2) o)<kl [18]0] SPA TR Hae ™ g1} B =FoaE= Okeya-
Sakurai®] F7 dm=]F [1516]°] F 7FA) AR EAZE de-g 2ok 223 F 7] EAC W fZAE A
AlstE [15,16,19]1¢}= 12 A2 EEAQ 24 duaES Addr) EF Aok=le] gl 163|E 8U7E AL
43} dye|Ed B 3o EAubie A4 7Y 23, 4o dd9 Agl 5424 A QRandomized
Automaton Dell A& 20719) ADSER w2 94% FEE FAo] A3 30712 ADFdRe =t 9%2] HER
o] Aggch =g, 2]t 3 ei(Randomized Automaton 2)oll A= 407H2] ADF~E 2 94%°] #HE2 70712 ADFY

= 9%22 FEE FAo| AFYr)

ABSTRACT

In [15,16], Okeya and Sakurai showed that the randomized addition-subtraction chains countermeasures (18] are vulnerable
to SPA attack. In this paper, we show that Okeya and Sakurai’s attack algorithm [15,16] has two latent problems which
need to be considered. We further propose new powerful concrete attack algorithms which are different from [15,16,19].
From our implementation results for standard 163-bit keys, the success probability for the simple version with 20 AD
sequences is about 94% and with 30 AD sequences is about 99%. Also, the success probability for the complex version
with 40 AD sequences is about 94% and with 70 AD sequences is about 99%.
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