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ABSTRACT

According to the improvemnent of electronic commerce, the requirements of security devices are becoming increasingly
pervasive. The security APl must design easily and securely to support a compatibility feature between security devices. It is
chosen the PKCS #11 interface by RSA Labs that shows the compatibility and extensibility standards of many application
product and implementation, and supported KCDSA mechanism which is a korean digital signature standard. And the PKCS
#11 security API defines new key management function which provides more secure key management ability. We suggest
the object attributes and templates of KCDSA private and public key object, generate and verify digital signature using
KCDSA mechanism. The PKCS #11 supporting KCDSA mechanism is designed, implemented using C-Language, tested a
performance, and analyzed the security and compatibiltiy feature.
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CK_DEFINE_FUNCTION(CK_RV, C_WrapKey)
(

CK_SESSION_HANDLE hSession,
CK_MECHANISM PTR pMechanism,
CK_OBJECT_HANDLE hwrappingKey,

CK_OBJECT_HANDLE hKey,

CK_BYTE_PTR pWrappedKey,

CK_ULONG_PTR pulWrappedKeylen
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. HMtsl= KCDSA HFHUES AISsh=
PKCS #11 &3

3.1 M22 7| 24H Heo|

3.1.1 MZ2 KCDSA 7Hol7| 245 Ho|

KCDSA ArAR& AAshe Z5oe 2.3.1°0
A AR detrly Folx A28 setely p, g,
g9} AHSAL ety x7b 283l 1A, p, g
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E 1. KCDSA 7Hel7| 24z &4

T 2. KCDSA 3707] A4 &4

%4 tlolEl Elsl e &4 HolH &4 g
CKA_PRIME Big integer Prime p CKA_PRIME Big integer Prime p
CKA_SUBPRIME Big integer Subprime q CKA_SUBPRIME Big integer Subprime q
CKA_BASE Big integer Base g CKA_BASE Big integer Base g

CKA_VALUE Big integer Private value x CKA_VALUE Big integer Public value y

AA ZW2E CKO_PRIVATE KEYZ Aelsla,
7] ek3l-& CKK_KCDSAR Aot KCDSA 7
ol7] AA &AJe] W42 goksld = 139 7‘%5}'(17]

A3 ey AA &A AA FA, 7] B
o2 745 KCDSA 7H°17 MNA Gl ohe
3 e},

CK_OBJECT_CLASS class= CKO_PRIVATE_KEY;
CK_KEY_TYPE keyType = CKK_KCDSA;

CK_UTF8CHAR label[] = "A KCDSA private
key object";

CK_BYTE subject({] = {...};

CK_BYTE id[] = {123};

CK_BYTE prime{] = {...};

CK_BYTE subprimef] = {...};

CK_BYTE base[] = {...};

CK_BYTE value(] = {...};

CK_BBOOL true = TRUE;

CK_ATTRIBUTE template(] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keylype, sizeof (keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_SUBJECT, subject, sizeof (subject)},
{CKa_ID, id, sizeof(id)},
{CKA_SENSITIVE, &true, sizeof (true)},
{CKA_SIGN, &true, sizeof (true)},
{CKA_PRIME, prime, sizeof(prime)},
{CKA_SUBFRIME, sukprime, sizeof (sukbprime)}
{CKA_BASE, base, sizeof (base)},
{CKA_VALUE, value, sizeof(value)}

}:

3.1.2 M=2 KCDSA 37H7| 24| Fe|

KCDSA AAARE Z%shs A$ole 2.3.1¢
A AR stetelE Follxd Alxd steblE p, g,
gt AH8A metle] y7} desie g, p, g
g y& A% AAEAH o2 CKA_PRIME, CKA_
SUBPRIME, CKA BASE. CKA VALUE®Z #

ozt 71% AAsH= KCDSA 2707 AA9
AF Fe)rx CKO PUBLIC_KEYZ Ao,
7] 4] OKK_KCDSAZ #ejgc} KCDSA 2
MW7) AH &) Uj4-g gokst & 29 o1?

Hojgk FANFl AA &A1, AA Fx, 7] g8l
o2 FAHE KCDSA 347 AA dZele s
3} 7},

CK_OBJECT CLASS class = CKO_PUBLIC_KEY;
CK_KEY_TYPE keyType = CKK_KCDSA;
CK_UTFSCHAR label (] = "A KCDSA public key doject";

CK_BYTE prime(] = {...};
CK_BYTE subprime(] = { .}
CK_BYTE base[] = {. }
CK_BYTE valuel[] = {. L)
CK_BBOOL true = TRUE;
CK_ATTRIBUTE templatel[] = {

{CKA_CLASS, &class, sizeof(class)},
{CKA_KEY_TYPE, &keyType, sizeof (keyType)},
{CKA_TOKEN, &true, sizeof(true)},
{CKA_LABEL, label, sizeof(label)-1},
{CKA_PRIME, prime, sizeof (prime)},
{CKa_SUBFRIME, subprime, sizeof (subprime)}
{CKA_BASE, base, sizeof (base)},
{CKA_VALUE, value, sizeof(value)}

}:

3.2 M2E 7| 22| &+ J|

KCDSA 715 A4ste] vlEd=as F3 o
B3eb] o V7] e A, 229 o
23z Adstd eelo] A7 Fd drE me A

A% +4% 4 At KCDSA 7Hasg s
A r3psy) fsle] d5EEd Afele C_Wrap-
Key ¥ hKey #H&rlEo] AES(Advanced
Encryption Standard) #l#AUZe diA7E 9
H3le KCDSA 7Nel7)E ¢a3sic}t. AES #AY
2 719} <33 glole] &9 Alo| =y} 22 A
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of sh&sststaal s o] sbestnE, J1E o
okAsA gtz slele] B = gl 2w oY
2}, AES wlAUEY] o] Ru FollA] ukAY &9
9] tuslsl dolele] s 7w WE FHe] ¢
o]}~ CBC(Cipher Block Chaining) Z=%
Agste] 7|15 stastale Zlo] Fof

z8]x, PKCS #11 ®3 APIE F7R719 30
gepelel S A2 Bastr] @AV Tl g
A% A=E s et ¥4 el p, g, g,
5 WAste] F7N7] Al oo FaE T
C WrapKey &5l 370717} a2 ===
A7l A ARE A I e 49 AMAle
AAEA 7] FHdE JR WERE 4 Ut 2
ez FA7IE A9 A5 s)Ad F71e o
g Q1Fo] wtzA] d sl

C_WrapKey &9 hKey s2|rigd 717} 2
2 JH=H 7] B )] o)) dIs &
T ez B E=fodlie C_SeucreWrapKey
A2 7] 45 A3t 715 o A B
ezt gk, hKey FHetelgle] 718 ¥ste
C_WrapKey &<t &2 A2} PINE 8l2 9
Halod AAE 7|2 7] 2 e &S
Zelrl, zad gEssls 718 o2 ARE 9
3o 718 okdsA 2 4 Qi

CK_DEFINE,_FUNCTION(CK_RV, C_SecureWrapKey)
(
CK_SESSION_HANDLE hSession,
CK_MECHANISM PTR pKeyEncryptionMechanism,
CK_MECHANISM PTR pKeyDerivationMechanism,
CK_OBJECT_HANDLE hWrappingKey,
CK_UTF8CHAR_PTR pPin,
CK_ULONG
CK_BYTE_PTR pWrappedKey,
CK_ULONG_PTR pulWrappedKeyLen
)

ulPinLen,

7]+, hSessione A4 AEo]x, pKeyEncryp-
tionMechanism< 7] 4% #AUZ oigk 24l
glo]t}. pKeyDerivationMechanism2 AH&-#}
7} iEsel PINSZRE 7|18 AAdste w#AHUS
i3t E<lgjo)3, hWrappingKeys 9333 7
o] AEolt} pPind AHSAF PINe| ohgh Z<lEfo]
i, ulPinLen® AH:A} PIN9] Zolo|t}, pWrap-
pedKeye ¢33td 7|8 $AlskY Ratele Ax

o gk :‘E‘LHO]T_ pulWrappedKeyLen< 3
735 7] ol & 4A150e] RASIE kol vigt X
glojc}

3.3 H|gksk= KCDSA MIZIUESE
#11 MY 4o iy

H338l= PKCS

2 ERelAE wWAYZe] e CK MECHA-
NISM_PTR hMechanismel =] Axiqu zF
KCDSA WAYUZ 7]5¢ 27402 At
gl SHA-1 #4ldmelEe2 43 dole s
KCDSA AAA= waloz M9s sty 35
e Zlo] dutdlelelE MHshe Axg of whaa
obdsleh i, SHA-1 WlAYE3 KCDSA
AYEE AEslE CK_MECHANISM_TYPES
CKM_KCDSA_SHAL=Z AH&jsle] Ag3lct CKM_
KCDSA_SHA1 dlAUESY A% A digh A
iy

O ¥ =2ddA Atete
3= PKCS #11 Hel AP/ A 3]'% &
4 %9858 CK_FUNCTION_LIST &
Aol 7}x12e}. (C_GetFunctionList)

® AAH"E $1A-e config ol A HA
ol config o] glod FAHLE WA 7}
Ae), g, BEE EMHEM—E— 27133}
a, B2 g £5& 55 (Register)dich
X 194 A8 KCDSA /Maly) AA &4
& "WE8d Skl KCDSA wWAVEE
PKCS #11 Eot APIolA AlEE 4+ Q&
gk, aelagA Az AAES 2|3
t}. (C_Initialize)

@ AHFd Alxdle RE X frEE HY5F
t}. (C_GetSlotList)

@ Z7te] &3] digt WAYS g2EE HEG
t}. (C_GetMechanismList)

® WS 27133 Fol, Legacy AZE $l4
CKF_SERIAL_SESSION £z} TRUE
2 AAEo] oA gl CKF_SERIAL_
SESSION Z#a7} TRUERZ AAs|ejo}
Parallel #|¢e] 7}53lch. E713H8 2|13}7]
A3l FHaE Agsta, £5E 5 EES
7kt KCDSA wAYEE AlFsher] &
gk Fol A2 AR AAe WS A4
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C_GetFunctionlist
(XIR8l= Cryptoki & 4~ g 45)
4
C_Initialize
(Ceyptoki =28}
C_GetSlotlist
(=X Hp SIS

C_GetMechanismlist
(2 Udsts WAHUE B 25)

AL == CKM_KCDSA_SHA1) i

C_Opensession
{(BEMAHD E221Y 97 84)

|

C_QGetAttributeValue
(KCDSA JHeI3 Ml ¢ 4]

4

C_FindObjectsinit
(KCDSA WP MR 2148 ED|18)

C_FindObjects
(KCDSA o2 285 204}

J

C_FindObjectsFinal
{KCOSA JHe13| Ml &M 58)

U

C_Login
(EE0 2202

1

C_Signinit
(KCDSA AT Jiz &318H)

&

C_Sign
(KCDSA A g M4 4+

i

C_CloseSession
(M E8)

i

C_Finalize
(Cryptoki & X2 S H)

13 2. KCDSA HiZi4&E MJst= PKCS #11 MY

4y 2y

Aol dlolelE A%}t (C_OpenSession)
® Ade] AAE Fof, FAY AAo] gleA A
Yalo] Mol ARE 7Pt A A4
2] sigielo]Eolld 71 AAE 2H=c} (C_Get-

AttributeValue)

@ 3.1.1e14 AYste] ks AE KCDSA
a1y AA wEgle] EE3 AA-E 5]
8] 271338}, (C_FindObjectsInit)

KCDSA 7ely] A slZals 7As)e] Ba}
g2t} (C_FindObjects)

©® KCDSA 7ial7l AA €53 AHN& £33
t}. (C_FindObjectsFinal)

o PINS 9 W 2% J¥sid ¢seds
ol88 = 9lAl Hrl (C_Login)

@ 3.1.1¢14 A3 KCDSA 7ial7] A =&
2, 3.2¢04 A28t C SecureWrapKey &
Foll oJ3) <kAsiA RiE 7)E B33
g A4ake) PIN, Awstas) she dolH
= ql¥3lod KCDSA HWAUZ 2 x93y
98k 27]8kgck. (C_Signlnit)

@ KCDSA "lAYZL2 A7 AYS ¢33
(C_Sign)

® Fe=F Y3l Al dEgE AAst=
24 A€ F858c} (C_CloseSession)

@ =& AL diAlsPEA PKCS #11 =lolBe
glg 8%} (C_Finalize)

3.4 Mtsk= KCDSA HIZHUEE MEshk= PKCS
#11 MY A MY

CKM_KCDSA_SHA1 ®AUEY Mw 3l
g AA duelEE 2§ 39 A

O B =& Aetsl= KCDSA wAYZS Al
st PKCS #11 23t APIZ} #|91sle 34
X958 CK FUNCTION_LIST =4
o] 72t} (C_GetFunctionList)

@ AAR $1A el config o] gl Az}
config stlo] glo FFWGE WA 71xL
o, a2z, BE ge|HeEE 238, B
2o & £3E 55 (Register)dtr}, x 2
o4l Aeol3k KCDSA 27 A £42 €
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