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Performance Analysis for
Reducing Authentication Time in Hand-over
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Abstract

In this paper, a conventional key exchange method simply performs the key exchange
setup step based on discrete algebraic subjects. But the mutual-authentication procedure
of wireless PKI for reducing authentication time uses an elliptical curve for a key exchange
setup step. Proposed handover method shows reduced handover processing time than
conventional method since it can reduce CRL retrieval time. Also, we compared proposed
authentication structure and conventional algorithm, and simulation results show that
proposed authentication method outperforms conventional algorithm in all environment

regardless of call arrival rate, queue service rate, queue size.

» Keyword : Handover, PKI{(Public Key Infrastructure)

s H1KA} - AEF
+ ¥ 1 2004.08.09, MA2EY 1 2004.08.21
P EYdEn AREAARYR Fdag, v AIASEANE AFREAIA nF



164 @@ 2 FEEREE WC3E(2004. 9.)

.82

AR 5 AT A9 grE 3 I 4
7S A4 AFA shiel FNF) 7w FR(PKI:
Public Key Infrastructure)”} &) 2% o) 71 &
Aol Y& Hhdolth. PKIolME ARgAle] Alabgxel
NE Y F U=E A AU AFVIW(CA:
Certificate Authority) 225€ <QIFAME g et}
aey 712 22 QFA dgez Esheke] Fole Hl&
g2 Al AR, 7] B § 53 A7} 2Asia gl
upba] ARARztel AAHQD BAAl Al 379 A9
HZE glo] EYH oz A AR AT 2 7] Bulst s}
T8 Aladlel] tiF A7 Hasih(1).

dxle] =N PKI Z2EZdMe a%E HH3)
Ingress YEE, °]FxE9] ol #el9 volel A% 7Y
55 2L 7145 BAeL 1A EASe] 3] ol
ok a2 F4 PKIY 7P 2 29 dle 3EdF
BAleltt, RE BAA 2395 AT 53z 2
#o} & R¥o|tk T4 PKIME AxM3A, dlelel%
A, AAY T G A2 4gs AFHT] Q3
M 2EUF BA7L siAsolop gtk 53] Ul
AR FQ gt A5 TRET X PRIV 32 + 4
2 3] f% At A4 A= k. 74 PKIY
Bobge FAFI) EiMe 2EE AZEAS delH
B3E g AT AdFvl%el et T4 PKIAE
IAEZS o] AUE A3l TN #HE A =
2 FA 870) A QF L2 EZo] FHF oo} it

il

Il 7|= 24 PKI 915 238

HY7)E 7o st Ao B4 PKI 9% 87
Psthe ool rh E=@ AaAdN FF B

B AHl2E AZE & Qivk. weA ol@ EAHE o

XN,
i
:
4
=3

e 22 Aajz Qe

(1) olojdE &1
(AA) : Agent — MN :

-1
Ml . <<M 1>>K Agent . Cert Agent
M | = (Advertisement , Agent p,

MN cos )
(2) o5 2
(EHA 1]
MN — Agent © My . {M S yn- agen
M,=(Request, Agent p. Server pp,
MN gy, MN coa .
[message in AA) )

N Server: NMN'

(CHA 2)

Agent — Server : [message in step 1) .

N Agent
(e 3)

Server : (upon receipt of step 2)

« validate (M 3> S yn— server USINE

S uN- Server

* check whether Agent ;, in AAl
= Agent pin M,

* validate Cert g, based on existing

PKI at Server
* validate KM WK A;relm‘ using

authenticated K 4z0n

(Al 4)
Server — Agent : M4, (M »
1 Cert
Server -’ Server
Myz=M;. N pen



A=A AE dIINL BE

165

tlo
o
ol
ox
ofr
Mz
12

M, = ( Reply. Result, Agent .
Server . MN gy . N gorver .

NMN ’ <M4> S MN—Server]

(CHA 5] @ Agent
e validate N ggens
° validate Cert g,,.., based on existing

PKI at Agent

o validate (M 0 K using

1
Server
authenticated K g,
* log this message as a proof of serving
MN(perhaps used in conjunction with
the billing protocol)

(=l 6)
Agent — Server — CA : &4 AZ87F
(CHA 7)
CA — Server — Agent : (upon receipt of
step 6)

o AgentolAl A5H FEAS EX

(Al 8)
CA — Server — Agent — MN : 48] IR

PKI 2I&+=x

i 54

230%FE FEs] S8 A2 4 PKI 7|wte] 1%
TEE AgstnA ek A T4 PKI 9FFRe 9
FTEE CA, A, oolHE Telx Bl =2 o] o
A3, do]HEE CACERE Ja3 HHE IA5FH Fo
CA 9%S& #3% & sivh. 53], A=z 74 PRI 95+
ZolA 4% Q59L& SRP(3) T2EFS ulgtoz A3
"}, SRP Z2EZL Diffie-Hellman 7] 2& el 7]
B3t Z2EI2 Aqulol olo]dE Alold 7] w3 A3t
Al olidtis ZAE ol &3sled FAstm, At ol
E Alojo] 43152 TS o8l g 71E
9] SRP& 7] w& DAL B3] o)l RAlol A

do FAAUAT A P PKI A57EY HEAF
Hgole 7] 28 AFANN B8 S Agant.

e

31 eEM uEY

(¥ 3-1) 9] 27] AFA AR A
Eold xE7} olojdES AHE FRel 7] ASAE
7

ARshe A4S e

[
& By

el=A ]

g 3-1. = =] oIFA| AXDPY
Figure 3-1. Certificate request procedure of mobile node

BlORE
| 2, oM ZoE IR EG)S e

[ somereeg)mes |

]

l e ORRIE Q! BBt SRS (e 1 EPnQs): ¥
b
[ Password B &1 j

:

s sat 2t K188 x=his, pad)
Cex-P B it

;

[ E P Qpwd p q: 2

2| 3-2. E20IAES} MpfZie] MEchH)
Figure 3-2. Setup step between client and server



166 wE ZFEEREE HmGE(2004. 9))

7188l SRPe 7] ¥ A} sl ol &
Aol ZAsK FAAYAT A2 T PKI d5729
3EATHY oM 71 2@ AFeAM BFdS 28
gt 4z IFAFL (2 3-2)% (¥ 3-IAHH 4
st dgTA 2 gt

=PRE A
. XEF
woacimns]| A% |[esmsuennie
sess ) - =
= Alm::(x, v P (EBIS, BPICHK, ¥)
i
i=a' {nQ +x} St -w="modn Sk
(A AR i &
whare, r=x medn ? -y =HYwrodn
x=Hs pad u,=Awnodn SH6t
YP+uQ=t¢, )
v=x,modn
v=A
K=H9 XK=Hg

22 3-3 S2lo[ES} Mezie] AlSTA|
Figure 3-3 Execution step between client and server

33 OCSPE ol &%t 21EAM Al npd

(28 3-0)e 34 BATEE Yeid Holth. 934
BATP e BHkY wEs} CAZYE AFNS BF we

- R

S

FErELEE]
. ZRma

oEK NHRE User

erver \

8| 3-4. OCSP 712 QB AP
Figure 3-4. OCSP-based centificate renewal procedure

Client

% i xovh el IRe T OCSP EdoldEHA
AAMEE 235 OCSP Feo|QEE Fajdl Toez
OCSP MuloliAl 34 FeHBERE st AAxEE
£33 3 3 Ao dF S OCSP ZHo|IER
YASo 2N AAeR ASAld] Ud KEY AANE F
Pt

A% 2 HEPHS ECDSAS o884 shte 37H7]
& sl = shhe YIS dskedl AEe F
HES &+ AAE FEdhe 2ol skt

uj27e gl o8 st WARE Bast &
o AR A $99 BAeRE SR 3
718 #e g 2 IWIE A Blle vAAE ¢
333 & glvt. ke 23S Wb, A9 viET|2
Hastetd doh. Zefo|wAlg A a7l 8] wiAA
& d3gste A Yoz, A HU7IE AREl A
g MEE dEsiid A BeEM, O MAAZE &8
fo] Hi2 HIAAN & AYE FAACIA EAAAS
3o

AR Az $4 £k SR dixA %
A Apd AFA IFE AN AS7NE ARt
Tl A esRy vaA fARE 59 F
7F ARE wAR Y siHaE MR MEEd A5 8
gkt vimale] Azt A 9 vARe] Wz 9% 2
gt

35 HELRHA| 2151ty

B 719 FER(PKDE AMshe 54 879 AMEAt
7} Z71el mel A5A HA £5(CRL) 2% AR A
o, ol & AFAIZE] FVIE uig) geix muied
E(MN)Y F=oWA] QIZ#HA CRLE »d 223t
B AL BE AlZlo] AvlEo] AEAQ T Mu|AE A
8 5 gk " 2eld ez AFFHFA CRL A
Aty dojekg w2A Heshexlzt LA A
AT 283 FFS vlAA ot

2H}d wey} o]58 o ofjoldES] SNR(Signal to
Noise Ratio)@kol 71&3] o|st2 "ojA|d 22 oo]A
EE 7] gsle] 27dE AFEH 71 & SNRE Ze
dolAEE At o|5E Jo|HES A Fole B
Hid =9} olFE olo|HETle| AFHA | FPHrt. of
A do]HES} 0|5 do|HEE oln] 435S F3F




P

4 4 167

ofr
Mz

d=onA AF AT E5E AE

2A2& £ e YA Eo|7] W&ol o] ofo|HES} F35t
2t ks gig 1ZTA ]l Furl A7RE oA o]
HES} AAE A% #A8 1G WM d=ew & 7
$oll olo]HEE OCSPE Z3lA Tnld = QZA9
CRL EE 718422 #Qlst CRL ¥73AK}e] A7|d
g 2l rsdA MulAZ AFsln Y& do|HEd
A AR IF FEE BRI webA Bl we9 ¥
zouwA QAZHdlM CRL Z4dl 45 & AZletE &
il k=oA w2 d-ewE AFY ¢+ A "Eu o
o) ALEA}F Q122 ololdES) BulY il QIFHE B
8 53 IS A dRo] FAASe] igshks
QHAG AFH S FaslA et (2d 3-5)2 A9 el
A R=oHA] AZHEE vepdc

PNewok

8 3-5. X9 U e oy
Figure 3-5. The intra-domain hand-over

IP Network
Sub—Network 1 A

Server

I3 3-6. X|d 7+ e TPy
Figure 3-6. The extended inter-domain hand-over

A 7N dz=on & A5l M= OCSPE 53
A ojoldEe] 91%M CRL RFEE F7|gez #lsim
CRL #7AR o] A71A alF olo]dEedAl MH]| 28 AF
atn sle MY AeAt QIFFAE FRIL oepy
dolAEe] F=omA] QAZIAHA CRL Ao A0EE
AR clo|AEAl wE Ao E ATY 5 IA
(38 3-6)2 AY M R oMl AFEE Ug
¥ Zojt},

2

ik
He
0z
ofr

AE
J

41 A

2 =Rl Ae 74 PKI 729 4% Sk 94,
712} A2 Sufatrio, K. Lam A% dn2Ed} =2
HA] Q1% ti7]AIgte] B3 A5 vl B4l

e B8-S AdA Wy Bl 7S (504 AReg
718 % TAIL 719& oj83l5on, o] 7L vz iz
< FEY 5T AYske TF aoBE 199 ke
0 < k< B-1ot}. 9714 ke 7oA di7]E =2
v 39| 7§5E duisln, By & k=oAd wwe] 7
o|t}.

P oW AFUZINEE B8k ke EAle A
Well &g A T4 ado] szt O, d=on e
PSS ASsin, 74 aAde Mulagg g, d2ln F
oA 9] M|~ whE-E FIFO=}F 7P 9ttt &4 wnd) w2

o] == At 713 HFlo] MH|AE W Al B
£ #iZlo] $dditla sFPE =3 HHd e AL
(2% 4-1)¢8 22 vl=2Z A2 5 birth-death TZAx
£ g,

38 4-1 AlARIe) e ol
Figure 4-1 Movement of system



168 @B AFEHFHREE wE(2004. 9.)

Z, W2 A8 koA Aa(k)e) $x2 $85D, u
(kEQoR)e &2 Addh 74 e ke 7
oA 71 d=oH 59 AFE uiFrt. metA b
3 W8] B BX= thed Zol Addtt

x (k) = 7(0) o* jj;a(z) s (4e1)
714,

© =3 o* T
x(0 —-[;Op 1]‘;'[0&(1)] ............ (4-2)

getA, Z e=o] Fol nhe] o] YA, 7 =

of FollA ZldEe A=A AF MRS OE3 &

o] AFET.

D:

® |

T a+R ak) k) o @)

42 HELHA| 2F thI|AIZ

7] 71 F2(PKDE AMshe ¥4 8739 ARAt
7t 7Kl wet AFA A EE2(CRLY 2= AR
Aoln, ol F AFAREE F7HE ouldn. wbq =h
d ==(MN)9 F=eHA] dFHFAM CRLE 1Y A
Ak AL B2 ARkl aMlso] 38 FA Mu|=E
ATE <+ fict. wepd 2uid =0 AFHYIM CRL
AR & Lrinks w2A AjskeAlzt A8 Myl
Agol F2F L vAA Ao

o 02 03 04 05 06 07 08 09 10
o EdpE YR

08 4-2. S=2HA| 2IF TP |ARKB=10)
Figure 4-2. Certificate waiting time in hand-over

. & ARERE BS B 29t 0.59 WAle ¢

(18 4-2) Edg 2= pdtel o2 A=oHA V&
du2lEY A% di7|AAE A AFAZE FEE A%
4 PKI 729 J=2WA] 9% di7|Az v 23
g HojZrl wige @7 10d o Edg ZEE el
02 7 sl AT oM A 1T th7)AIZHE Ve

V.ZE

E ERoA ALY AFTRAN d=emA AF i)
12 EdY 2=rt SR we dFirIAREE St
£ ¢+ Aok ZEY AL WA FEomAl Y

>

ugl_:

th71AIZbe] 71&9] dmelEst ¥ Aeolr} gloit Y ¥
=7b 0.501%8 o dRE A5 7Rkl Rolrt F3iE
AolE Bdvke A& € & i

71E daelEF ALY AFTFEE vlwsl] dEs) B
Sk o 3 2AE, 7o Aujag, F Alol= W] B
flol A AF 7IYe] BE AN Ve dalFE
e 452 Bk, B PKIGAM f=ewA] o3 7}
2] AFEAAl Aot oleE 9L A Zsiord EAME
o] FF APsojo} & Aot

ita]

rat

k=)

(1) R. Anderson and T. Lomas, “Fortifying Key

negotiation schemes with poorly chosen
passwords,” Electronics Letters, 1994, Vol. 30,
No. 13.

(2) Sufatrio, K. Lam, "Mobile IP Registration
Protocol @ A Security Attack and New Secure
Minimal Public-Key Based Authentication,”

I-SPAN’99. June 1999..



dE9dA A WAL BEE AT 45

&

Al
A

169

{3

(4]

Thomas Wu, “The Secure Remote Password
Protocol”, Internet Society Symp., Network
and Distributed Systems Security Symposium,
1998, pp. 97-111.

M. Myers, R. Ankney, A. Malpani, S.
Galperin, and C. Adams, Internet X.509
Public Key Infrastructure On-line Certificate
Status Protocol-OCSP,” RFC2560, 1999,

S. Bellovin and M. Merritt, Augmented
Encrypted Key Exchange’, in Proceedings of
the First ACM Conference on Computer and
Communication Security, pp. 244-250, 193.
oY, olX4. "WAEMHI} 2 AFIATF, OA
&3], A54A 3%, 2000, 9.

age, Y, 49 Y 2z {F5 € BE
£ AT 9% A2d 44 £ 79, 0A%3], AI8d
33, 2003.

nE

20014 29 FE0sw
ez ofsheat

2003 94 ~ ¥A|

Sogta Adas

Mo

20034 29 FudiEtm AT
a3} gohila)

2002 ~ 84

AR o AT

2 1%

ofl



