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A Study on the Secure Prescription Transmission System based on the XML
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ABSTRACT

I propose a prescription transmission system based on XML in this paper, and it is not to attach a former
signature to only a XML document for encoding of XML/EDI, and it is construction, one with the prescription
transmission system which is safer with what use a way to attach a digital signature to DTD. I defined sub
element to manage information prescription DTD defined prescription information, patient information, medical
care organ information, prescription details information, compounding of medicines details information element
according to for each a component of a prescription I went along, and to have looked up, and to have
obeyed information transmission at he low rank. I read a DTD file for safe prescription transmission, and I do
element or property, the entity which I do it, and is extracted here, and Pasing is saved in a table while
being a field. If Pasing is finished, I read and lift a hash table and carry out message a digest. I compose it
with an early private key and create a digital signature.
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<?xmnl version="1.8"7>
<!DOCTYPE memo SYSTEM “memo.dtd™>
<memo>
o> 202/ te>
CFrom H 2R < From>
<date>2088 8E23Q ¢/date>
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Fig.1 XML document that digital signature is inserted
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<IN YE A< i
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</meme> - .
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Fig. 2 XML document of DTD base
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<?xml version="1.0" 7>
<IDOCTYPE memo (\Wew Source for full doctype... >
~- <memo>

<tor2A 2R </to>

<from>20 2P H </ from>

<date>200441 g@23% </date>

<p>AMUB WR</p>

<sign>llampmmM e knzfk2j3kfcCNIQnd ke/sign>
</memo>
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Fig. 3 Normally XML document including
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Fig. 4 XML document that DTD is deleted by attack
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Fig. 5 Flowchart of Prescription
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Fig. 6 Structure of Prescription Element
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