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Abstract

Crypto-systems have difficulties in designing hardware due to the various standards. We propose a programmable and
configurable architecture for cryptography coprocessors to accommodate various crypto-systems. The proposed architecture
has a 32 bit /O interface and internal bus width, and consists of a programmable finite field arithmetic unit, an
input/output unit, a register file, and a control unit. The crypto-system is determined by the micro—codes in memory of
the control unit, and is configured by programming the micro-codes. The coprocessor has a modular structure so that the
arithmetic unit can be replaced if a substitute has an appropriate 32 bit I/O interface. It can be used in many
crypto-systems by re-programming the micro-codes for corresponding crypto-system, or by replacing operation units. We
implement an elliptic curve crypto-processor using the proposed architecture and compare it with other crypto-processors
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Table 2. Internal instruction set of the proposed ECC
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