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A Study on Security Requirements Specification in an
Object—Oriented Development Environment

Gi Han Kim* - Soo Young Chae*
Myeong Ryeol Choi* - Sangseo Park*

ABSTRACT

Security requirements must be defined well to reduce software vulnerabilities in requirement speci-
fication phase. In this paper, we show how to specify security requirements in structured manner for
object-oriented development methodology. Our method specifies security requirements through four
phases: defining security objectives, identifying the threat, construct attack tree, and specifying se-
curity function. This method would help developers to specify security requirements and functions
which software have to possess clearly and systematically.
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