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Abstract Recently, VoIP technology is being accepted as are the most promising Internet
telephony service, due to the substitution effect of traditional telephony service. Two standards, i.e,
H.323 and SIP, have emerged for signaling and control for Intemnet telephony, of which SIP provides
far lower complexity and rich extensibility. It is important to secure components of SIP in order to
develop various services. Generally, open source codes provide basic functions of SIP as well as
complicated structure, but are difficult to extend. In this thesis, we focused on offering interface
mechanism between application and SIP User Agent to easily extend for various VoIP services. This
thesis describes what function is needed for SIP User Agent, how to define the internal data structure,
and how to define the internal processing procedure. The check list derived through participating the
interoperability event for stabilized SIP User Agent is also suggested.
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Priority;
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AuthenticateInfo_t *AuthInfo;

L Point2Point Internet Telephony Application ;

} L

Cags;fupkcq(). c«llwuplnd().—[
ci?l Rifl‘a”;féﬁ?o CallSetupCnf(),
CallCoreth g InformationInd(),
celReq(), A CallReleaseInd(),
CallModifyReq(), InitializeUA(), CallCancelInd(), |
coColMeditRe). || UpdateUAD, caltiyinal. |
isfnrR IReq0 " A, CallModifycnf0, |
RegisterReq(, CalliodifiCancelInd0),
CapabilitiesReq() RegisterCnf(), ,
CapabilitiesCnf(}
CheckParameter T
CheckStatus& ProcessReceivedReqM:
FindInternalInfo - Invite, Ack, Bye, Cam:!q Opst?ms
- ColiInfo, SubCallInfo,
- Transaction
l ProcessReceivedRspMsg
- 1xx, 2xx,3xx.4x%x 5xx 6 xx
Make_SIPMsg
- Makernv::esIPMsg() Reglest
-MakeResponsSIPMsg() ™~ R
——<_MessageType?
SaveStatus&
Iermatinfe |1 | 00000 _
l CheckSIPMSg
GenerateSIPMsg()
—_—-1**—— ParseSIPMsg()
SendSIPMsg f
- SendRequestMsg(y ( { | e —=
-SendResponseMsg()
OnReceive()

l UDP/TCP

I8 3 5 A% 38 g ol 124

a9 32 3 A% B AR do|HES 34319
olE|#jo)2e] AMREE CallSetup t T+&2A AHHolo)
CaliSetup_t9] 7l(key) & Destination® & 35 HA<L
Y3te= A% CallSetupReq()& FZA] SIP URIV}
Addressoll 9= 27k oW, Agx} Hshe
vieje] Al the Jrot Ak PRz x3E & 9l
o1 o= SDPMessage 2ol XA} 0}9] Authinfo
o QFo] ad A% ol WY FRE Fu B F
UAEE St AHERL dojHEA  F9 HwEd
CallSetupInd() eI\t CallSetupCnf() 22 Fui =71
ZZ% "X Destination®] Addresso] 1= SIP URI
FA2E 7] #e® A3 DestinationdolEs ARER}
qolHME §R9) F(call), THol¥E I(dialog), ENAM
(transaction)®] 287} wig=lo] ARE ARE Fd
A B 5 UA=EE Pt

3.3 AFZX} GIOIEEQ LHY Xz| Mk}

O 48 AR do]dEY WE AHY AzE B
ok AHEAL Se|HES] A Fae A FRE B
3 o]fojAh RAMAE $8S Fd A8 5 7
& ARA SEAA AR oo|HES API T3S

29 4 A48 SlolhE R AYAA

FalA olRoFth FHAE Hd AAHo2RE SIP
WA 7L Bz o)FAR) a¥ 4oM fZe
HollA otz E2E $80] ALEAL do|HES]
APIE 3 %A Asks Aalolzm, 2EZ9 olfdA
29 ZE9E U AAHozHE SIP HAANE 5
AL Agste §80A #E" V%S dHFe A
ojct.

AREZL do|HENA AT APIF 3EHE ARE
7 deldEME 7 SHHE TR dF Ags
2 AW Az, @A 529 AP 5828 5 dEA
£ wdste e AR 2 WP 3 @8 F2A A3z,
T AP/l 328 o o 98 FYsk) S8 A4
g SIP #AAE fg UiR 724 g9, T SIP v
AAZE AEEE 43S A7) AT A8 R W
3 @ 7xA AR WA 92 HF, SIP AAAS
A R 724 FHNM SIP WAA 2EY A4,
AAE SIP vAA] 2EYEL 39 $£4 T2EIL B
3 At Aalzl ) of9} withg, SIP WAA|
2EYE 39 F4 TEEFZL i FAEE £49

WAA 2EYS Yol Wy T2A Fue) 97, =



SIP 715t Al W3} M 2E 9

Ag SIP AA A7t AR (mandatory) Sl $< 2E3
I JeA T Adx A=, faRe el uiet A
4 colAEY HEF AL FH3e vlAA Ay B
B3 37 WA we) g-89 29 F5E 5Ese
A7 Pk AREAL oolAEL 3-89 a7d o
2t Ee A SIP AR wel A% o] 55
Ao Zzbe] a7l ulet AFHe Uewolx, SIP H
AAE &3] A3 R F2A, FAY FARE $
folu AdiH wAAe] o AR T4, &Y 5%
Z2EZY 594U 5F4L AFdh

¢ AHg2 dolAES) A % 7 355
a3
9
X3

She ThE XdA) $Hol & WE BYsln o)
A2l g Tl thal 1&ska Atk ole Zzte
ol B4AA Azst A FFE vide] A&

@
(RSP(300{ 3021305} for invita /
ACKrg, I

, INVreg) |
CaliSstupReq / INVrwa (RSP(30)) for lnvita /
Informationind,

ACKreq, INVraq)

inviteRetransTimar Off
CancsiRstranaTimer On

3.4 SAI0| HSEE & H2IE 98 & B2l wor
AHg} ol RENNE 7 FHa47} YENAZ o

A=) EAsty] MEA QA otiM %A I HA
A7F AU A 2 £ ik webA, BPAR AR

4 dlojdEs Fae

Ags7 FeNE TFe B

ClientCall
Canceling

RBP{&0x| Si0x 6300
for Irvite /

ACKreq

|

InviteRelransTimer Off
FinalRapforinviteWaitingTimer On
RSP(100) for Invits |
ClientCall
Terminated

CaitCancelReq/
CELreq

Informationind)

Invite
Proceeding
RSP

(20
for Invite /
ACH

far irvite /

ACKreq,
CaliSetupCnt

2 BT F e & 4A #dd JFrt AY=Y
of Bt} o] A3 & =EME E 20) FAS] A

He Fd i AR dolHES

ATl st

Invite, Cancel &#:
0,581 tor Ivite 4 &IAI
Canos!RetransTimer Off

(RSP(18x) for invits /
e g:) CrlSetupCnt

71&%t ol F93% Fog mE vlE Fom 3 A
el S §89 277 A & ©), N2 g A

A7} mE

TLE AHAE A = 4Fes 879
o, TF2Z A3 A (FET AHEALY

REN PN

pfl fell g Faid

185 3 HAY #¥

ClientCall
Established

ClientCall
Terminating

CallRel Req/BYErq

TS JHE

# 2 A9 JYPHE 59 A7

25 3y AYud 71 7 Az)
FYE Fo& F | CallSetupReq() 874 AEEH) L& SIP
A1 W ol B 43 | Favk WRdA BsE To Fhd & | 28 | o2 AWoE PUT A RS A
27E e A% | A% )
# 37} 39 % o | CallSetupReq)E 53 571 A= AHgA ool HE URAME o2 gl ofY
392 & #o2 3 4| At 44 3ol UE SP F2E CallSetup- | S8 | U S8 me} FA Yol gEE A
A o783 29 | Rea0E 53 = ¥HS a7sE 3% b
N2 g AR | - - B Aol 24 ¢ Ye 4Bos A8A
A8 278 S| e S e o) @t S0 S8R 2] Sish whe gy
e A = T v (busy) o2 e 71=
TYYE AHEAE | @ ABAERE INVITE SIP dA)g AP
gea| TH FAA 5| R3] A2 B FAY SP Fael AT 0T | O 4ReR BuE $84 g T
T 8% 278 $4 | SASRH INVITE SIP HARE 4| | JlE A ol e A2
e B¢ e 3y T
= =
= Al A | e B Ve | an | 19 3922 A8a80l v=aasdl wa
o ) E 4F a7 o o s ool Ho) 917 Wi FA T 4Y aFE Be
B35 2 o aim 2l A7k B9 INVITES i3 3F ggo] | do] Aol wAE & R 4Po o 989
e T | 271 2 Bae AeAzeE Az 4| we | 210 STE T Ses Mal
e 2 BAE INVITE SIP X RS £S48 29 R FF ) Asses He
AL WA NS BeE $24 ¥Aom
A3 TUF AR Azdze) HFEE o
_ o | INVITE SIP #Axg 3% F 883 & AR ool HENM A0 $84 Sl
296 25 tuk on | THE 20 $98 2 48AY B a8 T ee 2t2 g awel o ole 34
o aete Ae | SEFE FUE T AL R x| g0 | A AN SR 93 AR ojoldEAN A
TUTOTT | eamnE oAl 200 $RE £49 A% | T | %02 HYrt sbsein 8 ALY AR
doldEdNE ol wus) THd AsHE
Sl dis] 38 $2I5E Ay




356 AR =R ARFA A 32 W A 3 QB

o)3 g, SIP ZEEZ oA FAY 4 de 9
8 Age Ayste B datd redch

3.5 % M3 HH MelT '

13 5% 3 AR BE S AR ] E JH
Lo adng wdFth oy, AW eold, HF &7
& JldEe goln 5& Fol Al Alzawe] F&w
o3 As Bstd ugAEA Hed diEieg F¥E
= V)5S BRAFETh 53, 84 3261 HECAME
44¢ 9% INVITES A$3li 1IXXE 4 ¢e
o} 3 final response’t 2% @uigl:s 1 7ok
webd, EWRA 9] S-&olA old g 1y
of gtk &3 A$E AMgAE HAF SHol A &7
g2 7t 23 B 2497 A & deE=
olo] W3 tinizt Baditt ol CANCELS o
24 oty AEA ge EdANS Y & Aok
A 71&stn JE =FdMdE °1E 9F FinalResp-
forlnvitngWaiting Timer7} 2250} gtk o= Non-Invite
client transaction® AHIEZAAE 1xxE FAEHS
FHgE FHE ¢l LEAE 7 HelHE o
g3k B389 KA

4. AF2Xt OOIMES| 7 &3 U J|5 AF
e

4.1 78 83 ¥ 7S HE YY

Al W3} 8L T AHEA dolAEE thIF
$7o] ¥Elo] Lo|BlTE ANSI C ¢ols} Posix 22
2 o]&3td MS Windows 2000/XP$} g]& 2ol
TP 28 62 TE Ay AF &89 EF
& Bz 7¥8 Jded M3} 4L F2 SIPYA
Holale AMEA do]AESY 7i5g HAUF HAgE: £
Q= AAFYL. (a)9] ‘URL R Azsluz} &
Adtel SIP #4248 9¥sla staRe ‘SEND H
S F2u 3 23 877 B3 9gE AEEHA
% 237t 71584 ek (e (@A MENU #
59 Hugle © Jephe gl (Wl ‘NETWORK'
el M3 &89 #RFL A AP FEL
olgsle ZFPA ANu FL49 deyl HF &89 IP
4 TEEF ZE SIP F4 FRE Jelth O
(a)olA REGISTER WES A8y o vehie 3
Hog AN HA AXNE TEI= FEolth (d<
(a)olA ‘CAPABILITY' ®#HE& Adgld o Yehls
spdoz o JEY Ad duoA Qe FEE
gotr wal & o ARSShe Fiolth

FHE AR dolAES] 7)5E AZEHY] st
ION-SIP W 25284 A1d oWEs SIPit IA

i or

(o)

—_

flo

@ ®) © @
2% 6 7EE e Mg 38

B84 ANY olfEd FM3le thgdt AlPE 3§t
Aok 88 AP 4§ Eolu oZF Ay a7
24 7% A8, J¥A AP(conformance test), ¥E
£.94 A¥(interoperability test) B& ¥t Uth
[13-21). o3 AF AP B3l AEA dolHE
VRN SIP WAlx] A AledE 7Fedtd Rede
2, £A AdE st AREA £+ U=S
WA A] pRA 2 ARER dlo|AEY] Xy FAo] vy
3ok

4.2 oreslE MASREE 98t D2iAE

B =FoxE ® 39 47 2 7dE AR deolA
E7t g AEe 2 9 HAAH7IAA AFH
oA 2R LAAGES 71Edh AR o0
AES Aste} FL X 23 AwFd delM=
A e AREHA FEHE FASES e AL
Gt SIP @A EFEO] AN RE A%E
BAE Augl et EA3ThE, B HelA =2d 95
o YRE vy AEE F Y= 827 Utk T,
A Ag" FE LA AP Adeles wWe 723
9l 7159k 71&dtm UrH22,23] webA, B =&M<
AR AESEA AEL 53 222 FEE AANEA
B =544 =29 2ol FF SIP 7W ALEAL oo
ABE AL A AR ¥7E E5o= 45 F o ¢
A A8 dolAES} Hied dxstee A4

5 2B ¥ g% AT IA

JEW AHlA BFo] Fsgel wet VoIP 7i&ol
A% Z3e wn ok 53], AHUE 53 VoIP 7]
o] 71E A MuAZ dAT = A= A J3
Ayl zo) tE BAlo) =k 0§ Y Al ZEE
22 7]& H.323 WAl SIPE AHshs FAolth o]
= SIP 71%o] thekg Mul=g 5t ggAdo) folet
i, A2 Aula AE: A 7R A 849 Al
sbssitke Age 23 g7 WEoch B =EdAe



SIP 719t B st Mul2g AT AMERL ool HES HA B 2E 357

%3 oY 4E2ES AT TeAY

Ay 3

e et

Ea9] Q152 243t 401 (Unauthorized)o|W 407 (Proxy
Authentication Required) 82 FA8he 4%

4010]u} 407 -85l E3HH challenge FXo 39
ZEwW el ALER} D9} HAHEE ARRALZRE ol )
A=k Wte] wiste] zEsiof dr.

3xx 39S A UEHOR FAFE B

PAAA AN=G AAAE seisor fok

8% wAAe ¥Hoz SIP URIY AAEHAER2R
200 €HS FA3E B¢

i)

B39

ofF $HE 58 AAA) skl nAsjor P,

From #H9) 334 To #ti9) o] TUF & 44 478

FAE A9

o $&& AEY AU Wt naisior gt o, 486
(busy) €% A%

A€ INVITE dA12]¢] vie] REo] Xe@ & gl EAY
i

ofd HE AEY AR thate] zEsjor sk o, 415
(Unsupported Media Type) & A4

WilZo] SDP HEE At Atale)n, S A SDP
At FEe} SDP §F Fr7F XA @ AY

ol $ES HEY AU thate] mfshol o) o, 488
(Not Acceptable Here) €9 4

Z21Z&0] SDP ARE Ak AgkAte]al, waZd A SDP
At AHe} SDP 29 FEU nit]o|E 93] AH8E 3EF
AR Qe 3%

ACK A% ¥ ol"d 53 Y AUA ) izt zasfor
gk o, ACKel 93}= SDP $® AR E H4dtq ul=
BYE WA AE 53 32 £8

tel¥2 38 FA8R= Call-ID, From, To 3t7} 8.3
WARE B A9 g ¥hos 33 o9 WARAES

S RS

sjupdez Ze tord Fele) tste e stk

FAE WAA7} oldEA] Fale dasy dn Ex wug
23sia e A%

7Fsd ool g SHe AL 099 A= FAEE

ol skl zejsfop dok

HaE Ao 2 s e szt TEEA gE

fe)
39

AR APl ofF Fa% FRo| ofietd EaE
ol chated mmelsio} gk

SIPe] AR 7% EZydoz tfd Mula ZFZo]
Vsl 3l7] $1g AREa) ool HES 2z X 283
9] QlEHo]A W, ALER}L o|HENA A FE oo}
g F8 7% B R He 2a 58 ANsw, ook
FEEER AEE 53 =29 AsE AR 9o
AEE 9% 34 5258 ANt

£ =% Z7E ngoz Aot & &5 Apa
Az o2 #e Ugo] addd. AAZ, SIPE o]
3 AA AMuaE AFsuA & o S AFE BE
o] Egt REolty, walr, TLS(Transport Layer
Security)tt S/MIME(Secure/Multipurpose Internet Mail
Extensions)& % E WAUES AMEA do|dE
woll Al $=83t7] 943t wieto] Basith 53], TLS W
AUEE o|gA REstE Yog HEAZD A2l
A A7rl Basich X2 AR dlolEETL A}
A FA4E AL B9dE 3 4L 8317 93
wete] Hasith AAl Hulart AFHEe FRAME
AREAL Co]MEGA AlE FAE dPie Bl ©
o] At} SIPAME F A4 FFdAM mtio] MM
g AR Ao dolgls AT FAE YgHsh=
BEo] &A%k wEbA, SIP #AIx7} NAT(Network
Address Translators)& 334 £ - 40 & 4 9l
< Wetd gt |47 2asi,

2 =FdM 8 A7 294EL SIP VI A
VolP AMulA Mz g T35 A] ohFgt Mula FEo)

7FsstAl 8t7] 943 Y A8 oo)HE sfrle)
€8E & g Aoz yudnt

[1] J. Rosenberg, H. Schulzrinne, G. Camarillo, A.
Johnston, J. Peterson, R. Sparks, M. Handley, E.
Schooler, “Session Initiation Protocol,” rfc3261,
June 2002.

[2] H. Schulzrinne, ]. Rosenberg, "A Comparison of
SIP and H.323 for Internet Telephony,” proceedings
of the 1998 Workshop on Network and Operating
System Support for Digital Audio and Video
(NOSSDAV '98), July 1998, Cambridge, England.

[3] M. Garcia-Martin, "3rd-Generation Partnership
Project (3GPP) Release 5 requirements on the . SP”
draft-ietf-sipping-3gpp-r5-requirements-00.txt,
October 2002.

[4] M. Handley, V. Jacobson, "SDP : Session Description
Protocol,” rfc2327, April 1998.

[5] J. Rosenberg and H Schulzrinne, "An Offer/Answer
Model with SDP,” rfc3264, June 2002.

[6] A Johnston, R. Sparks, "Session Description Protocol
Offer Answer Examples” draft-ietf-mmusic-offer-
—answer—examples-01, June 2003.

[71 Vovida Open Source Code, July 2001, available at
http://www.vovida.org/

[8] Hotsip, February 2003, available at http://www.-
hotsip.com/

[9] Dynamicsoft, February 2002, available at http://www.—



358 ARSI =EA

dynamicsoft.com/

[10] RadVision, February 2002, available at http://www.—
radvision.com/

[11] Hughes, February 2002, available at http://www.—
hughes.com/

[12] J. Franks, P. Hallam-Baker, J. Hostetler, P. Leach,
A. Luotonen, E. Sink, L. Stewart, “An Extension
to HTTP : Digest Access Authentication,” rfc2069,
January 1997.

[13] Pingtel phone, March 2002, available at http:-
//www.pingtel.com/

{141 Cisco phone, March 2002,
//www .cisco.com/

[15] Siemens SCS-Client, June 2002, available at http:-

available at httpi-

//mysip.ch/

[16] Microsoft messenger, August 2002, available at
http://www.microsoft.com/

[171 TTA SIP ION, February 2003, available at

http://www.tta.or. kr/Home2003/ittl/ION_sip2003.jsp

[18] IMTC InterOp, November 2001, available at http:-
//www ttc.or.jp/winter2001/

[19] 10th SIFit, March 202, http://www.etsi.org/plugtests/-
04History/2002_sip10.htm. )

[20] 12th SIPit, February 2003, http://www.hotsip.—
com/sipit12/

[21] "Part 1: Test Suite Structure (TSS) and Test
Purposes (TP),” DTS /TIPHON-06021-1 Draft
IETF SIP rfc3261, February 2003, available at
http://www.etsi.org/ptec/

[22] A Johnston, S. Donovan, R. Sparks, C. Cunningham,
K. Summers, "Session Initiation Protocol Basic Call
Fow Exarples” draft-ietf-sipping-basic-call-flows-
-02, April 2003.

[23] Dhulipalla. S, Meyer. G, Ross. C, IMTC SIP
Interoperability Scenarios Test Plan Draft 0.1, July
2002, available at http://www.imtc.org/Interops/-
Portland/sipsig_interop_lstdraft.doc.

8 1) o

19909 29 Foldigta AREFEH(E
AD. 20041 29 s ARENF
Stk (AAD, 19909 29 ~EA] B2 AR
ENATY E2ATAY AYdrd. @
. Al¥okE SIP, VoIP, IMPP

& A A

19974 AR AFEHR(EZES
o183 AL 19999 FHWsE e
(AAA ) AAE 20009 59 ~2002
d 108 (PEEAd FEdTER AT
420023 12~FA FFAABADT
9 EFATAE a7 BEeRs VoIP,

‘ i .

SIP, IMS, MMS

AREA A 32 A A 3 5Q0066)

a s

1999 29 4 Eﬂgh—l’- ARENTEH
(3HAh. 2001d 2€ & g JrEA
FIH(AAD. 20008 11~EA) IF=AA}
ENATY EFEATAE A7 THE
ok SIP, VoIP

&

1999 MeAgdigte AEA A
248 kAL 20021 d Aot A
B - A% AFEENZ HAL 2002
d 29~8A AFHAENATE TR
GREATE d7¢Y. #HEkE VolP,
. SIP, Internet Protocol

VAR Ry

1987 ~1998'3 gl AAL, HRAL 1984
d 3~8A FFAAFAATE BT
F2ATEY/AYATL. 19959 129
RAEEA J|&Al 199739 ~dA ITU-T
SGE7 Q1(End-to-end Multicast) Rapporteur
20008 ~&A QejddEHTUEYE 29
/99943 2003d~3A ANF VolP WG 9% 2004
d~&A TTA VoIlP PG 94 2005d~8@x) /MLIAF
EHZAAT7E 4golal #AEols VoIP, ZEAXE, 2
Elut]o]-g-§, QEulRt

2 g3

1975 Agdisty o AxFsa g
A} 19779 ~1983d KAIST A7 2 A
Agata AAL gk 19839 ~EA B
qgte A FREAFEH uF
2003 A AZHAEE  AA]lolr}
20033 ~@A) [EEE Region 10 Treasurer.
20039 ~AA FTFHTFHAINANF) FPALY. 20049~
&z APAN(Asia Pacific Advanced Network) Vice
Chair. 19881~1995'3, 2001'd~&4 ISO/IEC JTC1/SC6
2 994, 199598 ~&A ISO/AEC JTC1/SC6 ECTS &
ECTP Editor. 20043 ~&A) FHEANE ARFLEHY
23 99, BBk HEFIAE, ABY ZEEF, QoS



