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Abstract Stateful inspection devices must maintain flow information. These devices create the
flow information also for network attack packets, and it can fatally inflate the dynamic memory
allocation on stateful inspection devices under network attacks. The memory inflation leads to memory
overflow and subsequent performance degradation. In this paper, we present a guideline to set the flow
entry timeout for a stateful inspection device to remove harmful embryonic entries created by network
attacks. Considering Transmission Control Protocol (TCP) is utilized by most of these attacks as well
as legitimate traffic, we propose a parsimonious memory management guideline based on the design
of the TCP and the analysis of real-life Internet traces. In particular, we demonstrate that for all
practical purposes one should not reserve memory for an embryonic TCP connection with more than
(R+T) seconds of inactivity where R=0, 3, 9 and 1=T<2 depending on the load level.
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