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(On-Demand Tunnel Creation Mechanism in Star VPN Topology)

Boa AT ofo®"

(Haesun Byun) {Meejeong Lee)

® 9 A38(Star) VPN(Virtual Private Network) F+ZoX= $418le F CPE(Customer Premise
Equipment) VPN GW(Gateway) 7+ @Asle Ezigo] 34 Center VPN GWE AXA AFHEE 4
829 EfT A4o] o]FolAr}t Td Center VPN GWoIA #zl ZaAdez A% ARsx &
A&} o|& #|AFy] Wete = IPSec(IP Security)®] IKE(Internet Key Exchange) WIAUESE ]88}
o] EAlsks ¥ CPE VPN GW 3+ AFEEL YT ¢ Aot o] Afede 8d 49 ¢ #7 537
stz ews=sl Atk oo B =RdAE E48E CPE VPN GW zho] AEx oz RIS A4
2= A = SVOT(Star VPN On-demand Tunnel) ¥¢He A|QHgtch SVOT #RbolX= CPE VPN
Gw7t Efd® RUE" ARE 7oz AARHYL AYE AAAE #d¥T. CPE VPN GWe
Center VPN GW22H Hd 43 2a§ APRESL AFwol 4 CPE VPN GW3 AHede
Ay A EgolAe Ea Addle et sl A% AL, olg A VIEHeE Center
VPN GWE& 53l 2E E#Zo] A$H= A¥ VPN F&F EE CPE VPN GW7E Z-1A)
(Full-mesh)2 Bld 942 ARE 2513 + E-vA] VPN 729 A5& ulasiych. A Edeld 2
#}, Aokl SVOT Higte] 71239 A8 VPN 720 wa] 44z =49 45584, Center VPN
GWe] FEFE WAEs WA $43 A%S Holdr Fuzk AQ 2 A& YoiMe E-vA
VPN 729 A n£d 452 HYS A8 5 YAtk

719 = : VPNOPIAMED), B B4, 3-Ed

Abstract In the star VPN (Virtual Private Network) topology, the traffic between the
communicating two CPE(Customer Premise Equipment) VPN GW(Gateway)s may be inefficiently
transferred. Also, the Center VPN GW may experience the overload due to excessive packet
processing overhead. As a solution to this problem, a direct tunnel can be established between the
communicating two CPE VPN GWs using the IKE (Intemet Key Exchange) mechanism of IPSec(IP
Security). In this case, however, the tunnel establishment and management may be complicated. In this
paper, we propose a mechanism called 'SVOT (Star VPN On-demand Tunnel)’, which automatically
establishes a direct tunnel between the communicating CPE VPN GWs based on demand. In the SVOT
scheme, CPE VPN GWSs determine whether it will establish a direct tunnel or not depending on the
traffic information monitored. CPE VPN GW requests the information that is necessary to establishes
a direct tunnel to the Center VPN GW. Through a simulation, we investigate the performance of the
scheme performs better than the SVST scheme with respect to scalability, traffic efficiency and
overhead of Center VPN GW, while it shows similar performance to the FVST with respect to
end-to-end delay and throughput.
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