| siel7|z 02 |

1. Introduction

A Radio-Frequency-Identification (RFID) tag is
a small and cheap device which combined IC tip
and an antenna for radio communications, and it
emits an ID in response to query from a reader
which is a radio communication device. For this
reason, a RFID tag is used for management of
goods and its circulation, and it is used as a
substitute for a bar code in the future.

However, since a RFID system has a strong
tracing ability, it may infringe on a consumer's
privacy. Since RFID tags have fixed ID, you can
find an object attached an RFID tag. Moreover,
a location of a tag's owner can be leaked by us-
ing strong traceability of RFID tags. The privacy
of owner's location is called as location privacy.

To these problems, there are some privacy
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protection schemes which can change ID in-
formation by using encryption circuit. In [1],
RFID tags can change ID information by using
one-time pad. [2] uses hash function to change
1D information. [3] is a re-encryption scheme
called as Universal Re-encryption. Moreover, we
introduce Blocker tag which doesn't use en-

cryption circuit [5].
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(Figure 1) Basic RFID system
2. Privacy problem on RFID tags

The communication between a reader and an
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RFID tag is performed by radio. Thus, it is sim-
ply tapped by an attacker. The reader can simply
derive information from the RFID tag and it can
be used to infringement of the privacy. There are
two privacy problems on the RFID tag. First is
the leakage of ID information. Since the RFID
tag has unique ID, if the attacker obtains the ID,
he can get information about objects that the tag
was attached. For example, the size and the
price of clothes, the contents of a wallet, the in-
ventory information about the goods of a store
etc. can be leaked. As a result, it infringes on
the owner's privacy. We can protect this problem
by using anonymity of ID information by using
encryption scheme. Therefore, the attacker can
not know what encrypted ID means.

schemes which can change ID information pe-
riodically to protect location privacy. Since ID
information is not fixed by using these schemes,

the attacker cannot trace specific tags.

3. Implementation of cryptography

Because an RFID tag is inexpensive and small
device, it cannot perform complex calculations.
For example, public key cryptosystem is too
costly to perform by RFID tags. The cost of
RFID tags is 0.05/unit, and tags are small as
0.4mm*0.4mm and thin enough to be embedded
in paper. For this reason, the processing capacity
of RFID tags is limited. There are some Te-
searches on implementation of cryptography on
RFID tags or some tiny devices.

In [6], the Advanced Encryption Standard (AES)
[7] is integrated into the existing ISO/IEC 18000
standard [8]. The implementation has a chip area

of 3,595 gates and has a current consumption of

8.154A at a frequency of 100 kHz.

In [9], mCrypton designed for ubiquitous com-
puting device is implemented. Crypton is a candi-
date of AES [10]. Crypton is designed for vari-
ous implementation environments. The mCryption
is a small version of Crypton to implement in ti-
ny devices. It uses the parameters of 64-bit
block length and 128-bit key length. The proto-
type implementation requires 4,262 gates for
mCrypton encryption and decryption processor.
Moreover, it requires 3,082 gates for encryption
only.

On the other hand, sensor nodes in sensor net-
works have more powerful capability. In [11],
public‘ key cryptosystem is implemented in sensor
networks. In [11], sensor nodes can perform pub-
lic key encryption architectures with power con-

sumption of less than 204 W using optimization.
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(Figure 2) XORing using Onetime pad

4. XORing using one—time pad

Juels proposed a scheme which uses one-time
pad to change ID information on RFID tags [1].
One-time pad is a table of n elements. The ele-
ment of one-time pad and ID information are
used for XORing and generate a different output.
1D on RFID tags is encrypted to prevent from
leaking.

In this scheme, RFID tags have one-time pad
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A=1{6,0,,-.0,} which is generated randomly
and encrypted ID information «. Therefore, ith
session is done as follows.

® An RFID tag receives a query from a reader,

mThe RFID tag selects ith element 9 in a
one—time pad A, and XOR it and o .

®The RFID tag submits an output % of the
XORing.

We show the process of RFID tags in (Fig. 2).
When you retrieve ID information in a database,
the database retrieves by using ciphertexts @ and
corresponding one-time pad.

Since one-time pad has m elements, RFID tags
reuse an elements which is used before after m
session is finished. Therefore, we should update
the one-time pad. Then, we should prevent an
attacker from altering the one-time pad. So an
RFID tag and the database must authenticate
each other. In this scheme, we use ciphertexts
@.f,y which is encrypted by using different

keys. Since these ciphertexts are shared with
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(Figure 3) Low—cost hash chain

the RFID tag and the database, we can update
the one-time pad securely.

In this scheme, RFID tags calculate only
XORing. Therefore, we can implement this
scheme on RFID tags low cost. Moreover, the
retrieval cost on database is also low. However,

since the one-time pad has limited memory ca-

pacity, we should update the one-time pad
frequently.

5. Low—cost hash chain

Privacy protection scheme [2] uses two hash
functions to change ID information on RFID
tags. In this scheme, since RFID tags calculate
hash function by using internal variable, you
cannot find corresponding outputs from previous
outputs. Moreover, RFID tags use two hash
functions, one is used for changing internal vari-
able, and the other is used for changing output
value. So you cannot predict next output from
previous outputs even if you know the hash
function for outputs. We show that ID in-
formation is changed by using two hash func-
tions in (Fig. 3).

In this scheme, an RFID tag processes follow-
ing calculation in ithe session with a reader.
Here, H and G are hash functions, s is an in-
ternal variable in the RFID tag, and 4 is ID in-
formation which is submitted from the RFID tag

to the reader.

8 The RFID receives a query from the reader.

® The RFID tag submits % =G(s.) to the reader
® The RFID tag calculates S = H(5;) and keeps

8

i+

An attacker cannot get Si by using % be-

cause the hash function G is a one-way function.

Since she cannot get Si+1, she cannot get Fi+i.

Therefore, we can protect location privacy.

Moreover, even if the RFID tag is tampered and

the attacker get an internal variable S:, we can
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protect the history of outputs {Si»-5} because
of the one-wayness of the hash function A.

Since RFID tags calculate only hash functions,
we can easily implement the scheme on RFID
tags. However, a database should retrieve ID in-
formation until a corresponding ID information is
found. For this reason, the database should cal-
culate hash functions by using all ID information
the database has. If the database has a large
number of ID information, the calculation cost
on the database is very high.

6. Re—encryption scheme

To change ID information on RFID tags, there
are some schemes which use re-encryption of
public key cryptosystem. Unlike the usual re-en-
cryption scheme, universal re-encryption does not
need knowledge of a public key in the case of
re-encryption, but re-encryption is performed by
determining a random number [3]. Moreover,
re-encryption does not need the information
about plaintext unlike encryption. The ciphertext
which was processed re-encryption repeatedly can
be once decrypted to the original plaintext using
the private key.

If universal re-encryption is used for RFID
tags, we can request a reader to update ID
information. Moreover, since universal re-en-
cryption doesn't need public key and plaintext,
we can request third party's reader. Therefore,
universal re-encryption is more secure than other
re-encryption scheme because we can update ID
information more frequently.

The protocol of universal re-encryption based
on ElGamal is shown below.

uKey generation: Output secret key x and
public key (¥=g").

m Encryption: Ciphertext C=[(a,5):(a,8)] is
generated from the following formulas using
message m, public key y, and random

number r=(k0,k]). C=[(ay, By )i, B

@y =my", B, =g",a =", =g" Ciphertext C
is written in a RFID tag,

u Decryption: A reader receives ciphertext C
from the RFID tag,

database, A database calculates decryption

and sends to a

algorithm described as follow, Compute
my=a,/B, and m =a,/fusing ciphertext
C=[(as:B)i(@, )] under a public key y
from the RFID tag and a secret key x, If
m =1 then output message ™ =M, QOther—
wise the decryption fails, and a special

symbol L is output, A given key can be
decrypted only under one given key, It will

get the message " as ID of the RFID tag,
Even if the ciphertext C is re—encrypted
many times, it can return to plaintext by
decryption at once, And the database
searches the information on the RFID tag
using its ID, and transmits it to the reader
for reading ID information,
= Re—en
mcryption: The reader derives Cciphertext
C=[(as:B)i(@, )] from the RFID tag, and
sends it to the database. The database
selects random number *'=(.4)  And the
database generates new ciphertext C' by
calculating the formula described as follow,
C =[(ag, By)s(a), B = (o, B B Vs ', B,
Re—encrypted ciphertext C' is written in the
RFID tag by the reader,
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In this scheme, we can change ID information
on RFID tags by re-encrypting. However, if an
attacker can alter ID information on a RFID tag,
she can trace the RFID tag. Even if re-encryption
is performed, ID information is not changed if
C=l(a, B, B)1=[A13LD)). Therefore, we need
a check scheme which prevents the attacker from
altering. We proposed a re-encryption scheme
with a check [4]. In this scheme, RFID tags
check ciphertext to prevent from altering when a

reader writes it.
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(Figure 4) Tree—Walking

7. Blocker tag

Blocker tag exploit the singulation procedure
called as the binary tree-walking. The binary
tree-walking is an anti-collision scheme. When
two or more RFID tags submit different signals
at once, collision occurs and a reader cannot dis-
tinguish the signal. Binary tree walking is com-
posed of reader's next bit query and tag's
response. We assume there are three ID in-
formation (001, 011, 110). In the binary tree-
walking, IDs are located at binary tree's leaves
like (Fig. 4). First, then the reader queries the
first bit to RFID tags, the reader recognizes that
collision occurs. Therefore, the reader queries the

next bit to RFID tags whose first bit is 0. By

repeating this process, the reader can recognize
all ID information.

Blocker tag always submit / and 0 signal to
cause collision. By causing collision on purpose,
the reader can not.know ID information in the
communication range of blocker tag. Therefore,
if you have blocker tag, you are not troubled
with privacy problem on RFID tags any more.

(Table 1) Comparison of privacy protection schemes

Calculation  Retrieval i 7
Update iD Location
¢ cost on costt on a leak )}
requenc: eakage rivac
a i RFID tags database 9 P Y
Each output
XOR
XOR (Depgn d on T ’ ) One-time
the size of XOR (Using all ID | Encryption
(1 ] ) ) pad
one—time information)
pad)
Hash Hash
. Hash One—time
chain [Each output Hash (Using all ID -
) N function pad
[2] information)
Noting .
Re—enc Decryption of
X Depend on | {Require to y,p ___IRe~encryp
ryption public key | Encryption X
3] a reader protect cryptosystem tion
tampering) yplosy;

8. Comparisons

We compare schemes which use cryptosystems
about these update frequency, calculation cost,
retrieval cost, and security. About update fre-
quency, XOR scheme and lo-cost hash chain
change ID information every at each outputs. On
the other hand, re-encryption scheme needs
re-encryption process by a reader to change ID
information. Therefore, update frequency of
re-encryption scheme depends on the reader.
However, we can change ID information more
frequently by requesting a third party.

Next, we compare about calculation cost on
RFID tags. XOR scheme and low-cost hash
chain need XORing and hash function on RFID

tags respectively. These calculation cost is very
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low. In re-encryption scheme, RFID tags don't
perform any calculations because the reader per-
forms re-encryption. However, RFID tags must
check altering ID information by an attacker. If
RFID tags checks ID information by decrypting
re-encrypted ciphertext, the cost is too high to
implement on RFID tags.

Finally, we compare about retrieval cost on a
database. In XOR scheme and low-cost hash
chain, the database must retrieve ID information
until corresponding ID is found. The database
processes XORing or hash function by using all
IDs the database has. Even if the calculation cost
of XORing and hash function, the retrieval cost
on the database is very large if the database has
the large number of ID information. On the oth-
er hand, we can get ID by decrypting ciphertext

at once in re-encryption scheme.

9. Conclusion

In this paper, we introduce some privacy pro-
tection schemes and compare these schemes. To
prevent infringement of privacy, we should hide
tag's ID and change ID information. We think
not only the calculation cost on RFID tags but
also the retrieval cost on the database is

important.
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