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Design of the Kemel Hardening Function for Stability the Linux Operating System
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ABSTRACT

This paper is based on the study to reduce a system panic state. A panic state could be caused by a programmer or an
administrator’s careless mistake. The proposed hardening Operating System of this paper stops the process which is running in the
kernel with an error. The error process for the value type and the address type of a certain variable have to be restored. Installed
with kernel hardening, Operating System checks the recovery possibility of the process first and then restores the process which
can be recovered. When it is possible to recover the kernel code with an error, it is to be recovered in ASSERT() function.
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Algorithm Recovery-Address-Type :

Input : The set of the E = {exprl, expr2, expr3, exprd4} and
process id(Pid)

Output : kill process or execute panic()

Step 1. if 4 & then Step 2.
else goto Step 7.
d

en
Step 2. if exprlo] FALSE(4#] ZZg
744%) then
goto step 6.

en
Step 3. expr29h expr3o} BAAHA F 71 4HA
aAxE v
if expr2 o exprio] AHHY FAFY
then goto Step 4.
end
Step 4. if c{’id = user process then Step 5.
en
Step 5. force_sig_kill(Pid)
Step 6. Panic()
Step 7. Stop
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#define ASSERT(expr) do {\

iftexpr) {\
printk("\n case of true ASSERT \n");\

Jelsefy »
printk("\n ASSERT check false routine\n”);\
printk("Assertion[ %s]failed %s: %s(line=%d)\n"\
#exprl,__FILE__,_ FUNCTION__, LINE_ );\

} }while(0)

[28 1] LetEel ASSERT() & &4 AE
{Figure 1] Source Code of ASSERT() Function
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