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Abstract A Mobile Ad Hoc Network(MANET) is a multi hop wireless network with no
prepared base stations or centralized administrations, where flocks of peer systems gather and
compose a network. Each node operates as a normal end system in public networks. In addition to
it, a MANET node is required to work as a router to forward traffic from a source or intermediate
node to others. Each node operates as a normal end system in public networks, and further a
MANET node work as a router to forward traffic from a source or intermediate node to the next node
via routing path. Applications of MANET are extensively wide, such as battle field or any unwired
place; however, these are exposed to critical problems related to network management, node’s
capability, and security because of frequent and dynamic changes in network topology, absence of
centralized controls, restricted usage on network resources, and vulnerability of mobile nodes which
results from the special MANET’s character, shared wireless media. These problems induce MANET
to be weak from security attacks from eavesdropping to DoS. To guarantee secure authentication is
the main part of security service in MANET because networks without secure authentication are
exposed to exterior attacks. In this paper, a multistage authentication strategy based on CGSR is
proposed to guarantee that only genuine and veritable nodes participate in communications. The
proposed authentication model is composed of key manager, cluster head and common nodes. The
cluster head is elected from secure nodes, and key manager is elected from cluster heads. The cluster
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head will verify other common nodes within its cluster range in MANET. Especially, ID of each node
is used on communication, which allows digital signature and blocks non repudiation. For
performance evaluation, attacks against node authentication are analyzed. Based on. security
parameters, strategieé to resolve these attacks are drawn up.
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