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Abstract

In this paper, we introduce a generalized synchronization method and secure communication in the State-Controlled Cellular
Neural Network (SC-CNN). We make a SC-CNN using the n-double scroll. A SC-CNN is created by applying identical n-double
scroll or non-identical n-double scroll and Chua's oscillator with weak coupled method to each cell. SC-CNN synchronization was
achieved using GS(Generalized Synchronization) method between the transmitter and receiver about each state variable in the
SC-CNN. In order to secure communication, we have synthesizing the desired information with a SC-CNN circuit by adding the
information signal to the hyper-chaos signal using the SC-CNN in the transmitter. And then, transmitting the synthesized signal to
the ideal channel, we confirm secure communication by separating the information signal and the SC-CNN signal in the receiver.

1. Introduction

Recently, there has been interest in studying the behavior
of chaotic dynamics. Chaotic systems are characterized by sen-
sitive dependence on initial conditions, making long term pre-
diction impossible, self-similarity, and a continuous broad-band
power spectrum, etc. Chaotic systems have a variety of appli-
cations, including chaos synchronization and chaos secure
communication [1-6].

Chaos synchronization and secure communication has been
a topic of intense research in the past decade. However, se-
cure communication or cryptographic using chaos has several
problems [7]. First, almost all chaos-based secure communica-
tion or cryptographic algorithms use dynamical systems de-
fined on the set of real number, and therefore are difficult for
practical realization and circuit implementation. Second, se-
curity and performance of almost all proposed chaos-based
methods are not analyzed in terms of the techniques devel-
oped in cryptography. Moreover, most of the proposed meth-
ods generate cryptographically weak and slow algorithms.

To address these problems, we need a SC-CNN circuit to
increase the complexity in secure communication or crypto-
graphic communication. In this paper, we introduce a SC-CNN
synchronization method called GS (Generalized synchroniza-
tion). We make a SC-CNN using the n-double scroll [8] and
Chua's oscillator.

In order to make a SC-CNN, we used identical n-double
scroll or non-identical n-double scroll and Chua's oscillator-
with weak coupled method to each cell. Then we accom-
plished a SC-CNN synchronization using GS method between
the transmitter and receiver about each state in the SC-CNN.
Then we accomplished a Sc-CNN synchronization using GS
(Generalized synchronization) method between the transmitter
and receiver. We accomplish secure communication by synthe-
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sizing the desired information with a SC-CNN circuit by em-
bedding the information signal to the hyper-chaos signal, using
only one state variable of the SC-CNN in the transmitter.
After transmitting the synthesized signal to the ideal channel,
we confirmed the actuality of secure communication by sepa-
rating the information signal and the SC-CNN signal in the
receiver [10, 11].

2. SC-CNN model[12,13]

In [12, 13], the follow generalized cell was introduced:

X, =x;+a,y;+G, +G, +i, 6

where j is the cell index,X;the state variable,);the cell

output given as
yj=0'5(|xj+1|_|xj_1|) (2)

where, 4;a constant parameter and f;a threshold value. In

equation (1), G, is linear combination of the outputs and G,
is state variable of the connected cells.
Generalizing the output nonlinearity (2), the following new

output PWL equation is considered

2n-1

1
yj=“2‘znkqx+bk|_|x_bk )] 3)
=1

where b, are the break point and the coefficients #, are re-
lated to the slopes of segments.

SC-CNN cells required to generate the n-double scroll in
accordance with the state equation (1) and output equation (3)
are given by

3
X ==X Ay, Ta,y, Hapy, +2Slkxk +i
=
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3
X, ==X, + 0,0, + 4,9, +ay ), +2S2kxk +i, 4)
=l

3
Xy =—X;+ayy +a,y, +a,y, +2S3k'xk +i
P

3. The Synchronization of SC-CNN using
generalized Synchronization

In order to apply to generalized synchronization theory in
the hyper-chaos, we compromised to state equation of di-
mensionless type of SC-CNN is written as follows:
The state equation of transmitter
X =Ax+ g(x),
g(x) = [g(xl)aoao, g(X4 )5030]T (5)
X'=Ax+g'(x")+ F(x,x")

The state equation of receiver
y=Ady+g(y),
g(») =[g(»),0,0,2(»,).0,01" 6)
V'=A'x+g' (P)+F(p,y)

where, x =[x, ... x1, y=I[ Py eene ¥, ] are state variable of
2-double scroll circvit, andx=[x....x' T, Y=V T are

Chua's oscillator, g(x)represented as equation (4) is nonlinear
element. The Matrix 4 and A' have the following structures:

- a 0 0 0
I -1-K 1 K 0
0 -8 0 0 0
A=

0 0 0 -a a 0 ~(7)
0 K 0 1 -1-K 1
0 0 0 0 -5 0

-a' a' 0 0 0 0

1 -1-K' 1 0 XK' 0

0 -5 =y 0 0 0

A'=

0 0 0 -« a' 0 ®)

0 X' 0 1 -1-K' 1

0 0 0 0 -p -y

The function vector F(x,x')is used to assure the GS [14]

between the 2-double scroll and Chua's oscillator by means of
a proper linear feedback action. This action is characterized by
the difference between selected state variables of 2-double
scroll and Chua's oscillator and by a feedback gain M.

F(x,x")=[M(x, +x,-x')0,0,

M(x, +x,-x',-x',)0,0]" 9
F(y,y) =My, +y,-»)0,0,
My +y,-y,=-5,)0,0]" (10)
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where in order to solve M, we consider equation (5) and
(6), have different initial conditions. Following the auxiliary
system approach, the time evolution of the differences

d =x,-x",i=12,.6 (11)
are described by equations.
d,=a'(d,-d)~a'lg(x)-g(x")]-Md,
dy=d,—d,+d,+K'(d;—d,)
d3 =-pd, - yd,
d,=a'(d;—d)-a'lg(x)~g(x")]-Md,-Md, (12)

ds=d,~d,+d,+K'(d,-d,)
dg=-p'd,—y'd,

The asymptotical stability of the response system (7) occurs
if the dynamical system (12) possess a stable fixed point at

the origin d=0, where d =[d,,d,,d,,d,,ds,d;]"

After choosing the following positive definite Lyapunov
function as [15]

V(d)=d?+a'd} +%d32 +df+a'd52+%d62 13)

Thus the derivative of V{(d) along the system trajectory

can be expressed as:

V(d)< (—a'-M +a'max{ |a|,[p])d?

f ' g2 a'l
+2a'dd, - a'd} - y' - d?
B

+(—a'-M + a'max{ |a|,|p}) 4} 14)
+2a'd,d, —a'd? —y'%dj -Mdd,
-a'K'd] -2a'K'd,d,+a'K'd?

By considering the worst case, equation (14) can be rewrit-
ten as a quadratic form [16]

V(d)=d"¥d (15)
where ¥ € R®® is a symmetric matrix given by:
(M-p -a 0 0 0 0
-a  a'(k'+]) 0 0 -a'k' 0
0 0 —y% 0 0 0
Y=l m 0 0 M-p -o 0 16)
0 -a'K' ] - ' (K'+)) 0
0 0 0 0 0 —pZ
L £
with p = ~a'+a'max{ |a},[p]} .
Equation (16) can be rewritten as:
. = 2 —y'—d>’
V(d): —dyr(//ld}/ _ }/' (id; e ﬂ v 6 (17)
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Where d, =1[d,,d,,d,,d,1"is a reduced difference vector and
W' e R**is the symmetric submatrix obtained from ¥ by de-

leting the third and the sixth rows and the third and sixth col-
umns, respectively.

By imposing that the matrix W!be positive definitive, i.e.
that all principal minors be strictly positive [17], the parameter
M can be derived. Finally, it can be concluded that V(d)is
strictly negative for every 4,(i =1,2..6) when

1

a
>
K'+1

+a'max{| al|bl} (18

The block diagram of the proposed SC-CNN synchroniza-
tion system is shown in Fig. 1 and the result of SC-CNN syn-
chronization is shown in Fig. 2 respectively.
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Fig. 1 The Block diagram of Sc-CNN synchronization.
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(b) Slave Subsystem(x'(x'l »%'35,%'3)) of transmitter vs. slave

subsystem (V'(¥'1:'2,'3)) of receiver

(d) Phase plane of master subsystems (%1, %5, %)
vs. (V1:72:03))
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(e) Phase plane of slave subsystem of transmitter
(x'l 7x'2 ,X'3 ) VS. (y'l 9y'2 ay'3 )
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(f) Phase plane of master subsystem (¥1>%2,%3) s,

slave subsystem (V'15¥%,¥'3)
Fig. 2 The synchronization result
In Fig. 2, we confirmed that effective synchronization result
between the transmitter and receiver in the SC-CNN circuit.
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3. The Secure Communication of SC-CNN
using embedding Method

The method we used to accomplish the secure communica-
tion was to synthesize the desired information with the
SC-CNN circuit by adding sinusoidal signal as an information
signal to the SC-CNN. After transmitting the synthesized sig-
nal to the ideal channel, we confirmed secure communication
by separating the information signal and the hyper-chaos sig-
nal in the receiver [10,11].

In order to achieve the secure communication, we propose
that method using only one state variable embedding instead
of use to all state variable driven-synchronization method in
the transmitter [11]. To information signal embedding, we

chosen x; and x;term as a state variable in the transmitter

state equation with SC-CNN and written as follows:

The state equation of transmitter

X=Ax + g(w)
g(w) =[g(x, +0.1sin(27/)) 0 0 g(x,) 0 0]  (19)
X'=Ax'+g(x"y+ F(x,x")
The state equation of receiver
y=4 +g(y)
g(y)=1[g(y,) 00 g(y,)0 0] (20)
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Fig. 4 Information signal

Fig. 5 and 6 are shown that the result of adding the in

formation signal to state variable x; and x;.
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Fig. '5 The result" 6f adding the infoﬁ;étion signal to state

y'= Ay '+g(y' )+ F(y,»") variable X,
Proposed secure communication diagram of hyper-chaos is
shown in Fig. 3.
In Fig. 4, we use sinusoidal signal as an information signal
and shown Fig.5, and add it to state variables X, and X, in
the SC-CNN.
Information Recovered
Signal Signal
l Hyperchaotic Hyperchaotic T
v Subsystem({x') Subsystem( y') v
Nonlinear Nonlinear
Function GS GS Function
Hyperchaotic Hyperchaotic
———— 1 Subsystem(x) » channel ——p»  Subsystem(y ) f

Fig. 3 Block diagram of SC-CNN secure communication
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Fig. 6 The result of adding the information signal to state
variable

After synchronizing the transmitter and receiver in a hy-
per-chaos circuit through the ideal channel, we separate the in-
formation signal and the hyper-chaos signal in the demodu-
lation part. Recover signals in the demodulation part are
shown in Fig. 7 and 8, respectively.
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Fig. 7 The result of recovery information signal of state
variable X

In Fig. 7, the first part shows state  “with information sig-
nal embedding, the second part shows the result in the re-
ceiver, and the third part shows the recover signal.
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Fig. 8 The result of recovery information signal of state
variable %3

In Fig. 8, the first part shows state X3 with information
signal embedding, the second part shows the result in the re-
ceiver, and the third part shows the recover signal

We show that the superiority of the recovery signal for
state X3 to state X;. This is significant because we can not

use the current component I;in Chua's circuit or Chua's oscil-

lator, which is replaced by X3 in the hyper-chaos circuit us-
ing the SC-CNN. It is clear that state variable X3 is superior
to state X or X, as a carrier signal in the SC-CNN. In or-
der to increase secure communication complexity, we can
choose better transmitter signal which is X3 when it is com-
pare with X and X;.

4. Conclusion

In this paper, we introduced a SC-CNN communication
method which is called GS (Generalized synchronization) and
embedding secure communication. The method in which .after
we accomplished synchronization between the transmitter and
receiver in the SC-CNN using GS method, we used to accom-
plish the secure communication was to synthesizing the de-
sired information with a SC CNN circuit by embedding the
information signal to the SC-CNN signal by only one state
variable X3 embedding from the SC-CNN to the transmitter.
As a computer simulation result, we confirm embedding se-
cure communication method by separating the information sig-
nal and the SC-CNN signal in the receiver.
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