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(A Cost-effective Control Flow Checking using Loop Detection and
Prediction)

A2 A AY AFE A2 W Z2ANY A% S 3 J1E9 2de TY dulolx A7) AAE A A
WE AEY % §22 I3 SEUlsingle event upset)® ¥ HE Holugoz g o7 %¢ 58 F dg 24
7tbeidel d¢ EolAT gt Adse WAL ZaAMZE Addte I 7] 3834 dHE FEsE adAd
watchdog Z2AHA F22A, 718 Wo] 7Hv LHFHSE FolHA Z2aY WieA W3 S E= FZE v 3
A o, F9¢ F&4& wan:hdog ZZAAZE dEgo e A7l MAaLA duyg FI, v FF ZATH 2e Y
A A2" FE9 HFEE Fole ME2E PEE ALSATE B =FL 7189 2AT £7] R Ao 28 dvelde o
A A9d F= HE: 2 dﬂ" N1%e FNFoEA AA N Agd Bt AR wE 5&HY T2E AYs ok

Abstract

Recently, concurrent error detection for the processor becomes important. But it imposes too much overhead to adopt
concurrent error detection capability on the system. In this paper, a new approach to resolve the problems of concurrent
error detection is proposed. A loop detection scheme is introduced to reduce the repetitive loop iteration and memory
access. To reduce the memory overhead, an offset to calculate the target address of branching node is proposed.
Performance evaluation shows that the new architecture has lower memory overhead and frequency of memory access
than previous works. In addition, the new architecture provides the same error coverage and requires nearly constant
memory size regardless of the size of the application program. Consequently, the proposed architecture can be used as an
cost effective method to detect control flow errors in the commercial off the shelf products.

Keywords : On-line test, Watchdog processor, Transient fault, Loop detection, Control flow error
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Table 1. Hardware implementation results.

CPM, LDM,
622 16 61.77
RPM
Memory
. 24 16 2.38
interface
CPM_FIFO 76 8 7.5
RPM_FIFO 285 8 28.30
Total 1007 48 100

F1 3tk WLDE 100M gate, 4M logic cell®] FPGA
development boardo|A TS ddA WLDQ
E4¢ Ags 2a UL 2o

- 16bit-embedded memory, memory interface

- 8bit-microprocessor address processing module

- 16bit-loop detection, central processing module

- Dedicated retiring address line of target processor

- Synchronous operation with target processor (50Mhz)

4Ye A% W T2ANE Fa A7
A48 Z2ANZ ASHLE 0% nizﬂvu
eS| Aese ohes 2o,
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Adg
54

- 4-stage pipeline architecture

- 32bit instruction set and 32bit data-path

- 32-General Purpose Registers (32bit), 64-read/write Transfer
Registers (TRs)
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Table 2.  Error types and description.

Proceeding node Address error at non—bmnc!'ﬂ

Type 1

Starting node node
Address error making illegal
loop

Cond., backward branch| Address efror making illegal

Cond,, forward branch forward branch
Uncond,, backward | Address error making illegal

Type 2 branch ‘ subroutine call
Uncond., forward branch] Address error making illegal

Subroutine call return from subroutine

Return from subroutine | Address erfor making illegal
branch from the inside of the
loop to the outside

Address error making illegal

| Type 3 All types branch form the inside of nodd
to the inside or the outside
E 3 o et ¥ oofly vl ¥ ol dEE
Table 3. Error coverage. -
000 16 | 100% 100%
Type 1 | 001 137 100% 100%
010 4 100% 100%
011 129 100% 100%
Type2 | 100 1 100% 100%
101 1 100% 100%
110 2 100% 100%
Type 3 | 111 2 100% 100%
All nodes| 1044 100% 100%
. R HEE

E4c 4 F2EY 8 FE2 A5 R FZ HE o
59 A2E, 191 FZA Q9 B9 E ool
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E 48 T F= HE 4 dF W] F7HE T
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Table 4. Loop detection coverage.

100%

Single 10 Yes 100% | 100% | 100%
Overlapped} 2 Yes 100% | 100% | 100% | 100%
Doubly
65 Yes 100% | 100% | 100% | 1009
nested
Tripple :
34 |(Only two | 9% | 100% | 100% | 100%
| nested
Total 111 - 99.75% | 100% | 100% | 100%
3. WDP2} WLDS| M2 2 Hlw
FE A& A dE 253 dEo X HES
Fo Aug ke me) P2 gavh A o= AR
QA AFsAh A A FE BHYLS FE AEE
Aol AR FX YT FUsh 1 X*%o}‘iiifﬂ ®
T olEd FZ Ejlel tisiA F 9HE 3¢ F MR

A2 231
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WLDE A 3dA, 452 A3 71 AR A7 48
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E
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Table 5.

Analysis for memory access reduction.

Single 100100100 | 4| 4 | 4| %6 | %
2
ovedpped | 27 | 27 |27 | 6| 6 |6 | f2| 2 |w3
outer] 15 |15 |53 |3 |3(%]e] 2w
Doubly 3
%
nestedly ol 60 |60 |60 |5| 5|5 o] B | B |68
Outer]
13 llwls|s|siss| 8| 8 les
most
Triply 34
% Lals|12| 12|12 u| u |9
nested Inner +12
T
! e {as {8l % | % || 2 |2
most +36
Total 569 | 560|560 | 7| 7 | 71 |569] 498 | 498 |o11
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