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ABSTRACT
192-bit, or 256-bit key length. The cipher is a substitution and

1 . R
ARIA is a 128-bit block cipher having 128-bit, -bi
permutation encryption network (SPN) and uses an involutional binary matrix. This structure was efficiently developed into
light weight environments or hardware implementations. This paper shows that a careless implementation of an ARIA on
smartcards is vulnerable to a differential power analysis attack. This attack is realistic because we can measure power
consumption signals at two kinds of S-boxes and two types of substitution layers. By using the two round key, we extracted
d2g 543

the master key (MK).
Keywords : ARIA, Differential Power Analysis(DPA), Smartcards.
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