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Abstract

Fast scalar multiplication of points on elliptic curve is important for elliptic curve cryptography applications. In order to
vary field sizes depending on security situations, the cryptography coprocessors should support variable length finite field
arithmetic units. To determine the effective variable length finite field arithmetic architecture, two well-known curve scalar
multiplication algorithms were implemented on FPGA. The affine coordinates algorithm must use a hardware division unit,
but the projective coordinates algorithm only uses a fast multiplication unit. The former algorithm needs the division
hardware. The latter only requires a multiplication hardware, but it need more space to store intermediate results. To
make the division unit versatile, we need to add a feedback signal line at every bit position. We proposed a method to
mitigate this problem. For multiplication in projective coordinates implementation, we use a widely used digit serial
multiplication hardware, which is simpler to be made versatile. We experimented with our implemented ECC coprocessors
using variable length finite field arithmetic unit which has the maximum field size 256. On the clock speed 40 MHz, the
scalar multiplication time is 6.0 msec for affine implementation while it is 1.15 msec for projective implementation. As a
result of the study, we found that the projective coordinates algorithm which does not use the division hardware was
faster than the affine coordinate algorithm. In addition, the memory implementation effectiveness relative to logic
implementation will have a large influence on the implementation space requirements of the two algorithms.
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Fig. 2. Addition and doubling in elliptic curve points.
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el e 3 A
}%

ol
54

$0] G5k ZEE XA BYFA
2 73 el g A
infinity 402 TAYL &
71818 A

+ T (group):>
2 Zg3ke
(add1t1on)° <Y 1> ®BQl wie} 7ho)

Aejdr.
AP QU & AS P+QE 2P 7 HH ©]

agdA @7t Pl H2E W P+ 9
B 4 9tk $19) 7lskebA el oot B
NS o]l g3tH <a¥ 2>¢ ol & FAMgroup
addition) A3} 2wl(doubling) H& #3A AR L o
&3 A Ao s Yekd ¢ glr:}

B3 A ol A P&
2t FAIEHH ol A& Aidste
g Folet Far. 27
Double-and-Add & 18Fo2

@*& 258 Z7A7AY A =

7Sl B=4go E.Z‘__&E*ﬂ’ﬂ%

A hgls F b S8 Qa

jo & w1 o2 X
o o

it Flf

“:[:‘
A
5!

-

=2 A 42HSDHT = 59
contro logic "l;;ds up/down counter
L Sn MultRU
Reduce {
Switch
2:1
-, D s !;w_j
e S .
TITIT 4
Iﬁ
L : D, k| St U,y : M, : Vet
TITIT 1ITIL
) - = =
S - = K
TTT1T IITl
1 1 = =
— ] - k1
TV¥eT Y¥vvT]
TR o Y S A B o 1 M [ o«
e o oL — |
2 4, Galois FekA A8 AHAMEZS st stEHO 2=
Fig. 4. Hardware architecture for Galois field inversion.
2ES o83 EIIFA dE Z2AAM T HES
kil

(59)

2. Affine ZtEA ECC ZZ2MA &
7t et Lk el AL

b=
g4 of %*394 5&%% 1

F(27) 3 %*ﬂ:‘ g Aol @?}o}_‘ié—
Bo] 289t} o}

:‘i"?ﬂ [8l¢] A+ éﬂr% &gstod

g AH83kE B %5 =
ZAME 24 0}‘31‘4 FA 27 mol PE%M &l A
2H z7] LAY 32 49 {32 g2 MSB (most
significant bit) &[N FE Al ztete] A4t 7pd
Zo] Al A9 B FEA Y 7] mo] T+EE
dA2E 27) LY 22 g9 folug <y 4>
o] #A&(feedback) ATE FH3=Y oJH Rl AUtk
A% A7 A% AsE EE HE Ao ddst= A
& oA AZE A ¥(critical path delay)S AU A ZA
TEo] Al & FuE A FAaAZIh

2 =EdAe <ad 5> BQl upeh o] 459



60 37| JHH [t HMIE
44— m —»
< N »
< L >
MJItU—| IMIMlMIWIMIMIMIWIM MM W]M MlMlWI
|
E <« W »
[o 3}
a8 5. 7iH Zo| M AMY| 2=
Fig. 5. Variable length division arithmetic architecture.

A NS E ddstA wEste] AR vE X7
AZdsh A NEE 24 W HE YXnig dF3s)
H 299 {3 27 mo] FoAA W <a¥ 5>
9 N&

N=[m/ W|*W,|N-n|< W )
2 A & N 718 m+WED FAY 24 +
A3 4 Ak

<2 49 #% Fuclid ¢xdEe <19 559 7
HoUxA A7 2 AelA sstE AlE AEst
LSB (least significant bit)dll 2d A4 o] 9= 7]
7ol Al das A3 A2 ARENAE
et g9 F@H U U4 A= MSB
WEgo R AFEEo] glojof StRE gt X7 4
23t o] TAEE Ad YALHE $2 N-mH
AZEZ g A2 N-m¥ FZESH #Hr) o] 3}
He) satd Gage [ A3 dmEel oo o
g YrAds gssted dEle 85 = 2Nl d
t}h o]9} Zo] ¥AHE dolEldi A Aol feA A

ueFE FANY FAS N 50| $8Y 5

1

H
o
A

T

Of

ot AZehg AE

<a¥ 4>9 dolHAAE e UdtelA B upet
Zo] A7l 7PE /A Qe b BAT F
glue logice F7Hte] F4s} SldE 7HestA o
ZuEd Bl <ad 4>9 WA dit 7EE o
&3] m 2FA FAE &4 LSBF
(LSB-first) &4 €¢ud&S F7H st=4o] §lo]
TEY F dSE BAd /A M) B8 <a¥
4>8 A Fx A f4A FEE F Yo gE =
EAM 2AE st vpolazzz a3t {3 7
g o83t <Y 2>9] = 2 AN I <2

(60)

INPUT :Anintegerk > 0andapointP.
OUTPUT:Q=kP.

L. set k « (k. ki, - kik ).
2.5t B« P, P« 2P
3. for i from 12 downto( do

if k=1 then
set < B+P, P« 2P
else

set L« P +A, Bb<2P.
4. Return (Q=P))
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Fig. 6. Montgomery scatar multiplication algorithm.
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M cell 2 2 4 5 0
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Cecel | 2¢D 2¢D 0 8 0
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Fig. 10. Affine coordinates FPGA implementation result waveforms.

T 4. Afine ZEA 78 M Hol (W=8) E 6. Projective ZHEA 73 M Z3} (D=4
Table 4. Synthesis resulis of affine  coordinates Table 6. Area results of projective  coordinates
implementation (W=8). implementation (D=4).
function blk |# logic cells |# registers |# mem. bits # of LUT's |# registers |# mem. bits
arithmetic 6270 1624 0 arithmetic 4350 1031 0
register file 31 0 2043 register file 278 260 4096
control 272 10 0 control 362 43 0
front 2151 441 0 front 1629 585 0
host_int 51 18 0 host_int 33 14 0
amba slave 9 24 0 amba slave 79 15 0
Total 8874 2238 2048 Total 6736 1948 4096
ine =i 3 gMo| o A Rl - - < A
£ 5 Aﬁlng HEA 7o el A , ,Tuh— ¥ 7. Projective ZHEAH P9 Z Fale
Table 5. Maximum clock frequency of affine implemen . -
) Table 7. Maximum clock frequency for projective
~tations. ) : X
coordinates implementation.
W Max. clk. freq. # of LUT's D clock freq. ¥ of LUT's
1 31.1 MHz 11624
1 481 MHz 4714
2 29.9 MHz 10840
2 490 MHz 5391
4 377 MHz 9020
4 468 MHz 6657
8 394 MHz 8874
3 4896 MHz 8169
16 443 MHz 9108 16 1223 MHz 11950
32 40.1 MHz 9118 -
S 9o} 2t} At AIZHe 4F mZAMA AL B 2 Slave A2 QUARTUS-IIY) A7 dAz8g &
oF A2 E Al2E ZES 1L ES AgT) S 4 Jdth <E 4>Z HEW arithmetic ¥, front &
<3P 10>oe AW 256 BE {IAE XY= & 181 register file EF0] g E HHE AR
affine ZFA FPGA F@olA QA thabd] x'+x°+1 S & F Atk <E 49 vAT o 2048 HIE HR
S AME3E a6=0x9d ERIFA A A (0x23e, g Z AAE 1536 B ER ALEHAT
0xd6)E O0x16c0v} F3t] (0xl14c, 0x10e)E T3l 2 <E olle 4= av] Wl digk 43 Z2AA FH
3 shado] Ul gtk 2ol NS AYF BE & o 52 FI5Y 28 LUTY $8 etk FolA
A @2 MSB o2 AHEHo] Qlrh & Qe uke 2ol AR Wl St wet §
Affine ZEA 78S <a§ 5>0A HQl vleh 2o & &7t A8 LUT e 228 ¢ ¢ ok
9= 37| W2 AFstEo] gk Wob Fow W A <X 6> projective ZEA T A Aol

3} E A9 71 Z13th S9Ao g W=1°H BEE <E 49 Az}l vwsd LUTY & 5% o
HE 9|7t W Az E A2 FA=Y gtk dA #A RAM w|=2] vE =& 20jo|th. ASIC AAY 4§ &
2H Z7E WxK=25622 1A 9o K&+ W 8% HAL AMgste W=A 7|17 CAD AZEQ ]
Ao} F2 JeERdth <FE 4olE W=8% A% affine o wet tht2A Yehd Aotk 53] wRE F3Ho| &
HEA 78 &4 A9t e ook &7old affine HEA LuEFo] 58 Ao}
Front &% host_int E5& &7 S2E LR AA <E 7>olE YAE 3V DI 190MEE 16714 9
A FH o] AE FEET Amba slave B2 AMBA H s o 2Zdebg Z2 XY 3 £59 LUT 57}
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Table 8. Total number of clocks required for scalar Table 9. Comparing with other versatile processors.
multiplications.
P Dual basis] ] ,.
affine | affine proj. proj. proj. (6] wl x w Ine projective
m
w=l | w=8 | D=1 | D=4 | D=16 CMOS .
S 6928 698 | 1338 966 1967 technology 05um FLEXI0KE |[APEX20KE |APEX20KE
65 28414 | 30990 | 62363 | 22859 | 12938 arithmetic |64 bit 82x4 bit {256 bit  |256 bit
7o | 30229 | 37249 | 81727 | 28359 | 15017 structure |serial partial  |serial digit serial
111 76365 | 76985 | 174292 | 55436 | 25364 Clock
128 | 104329 | 104329 | 194304 | 71051 | 31115 50 MHz |3 MHz |40 MHz |40 MHz
129 | 105074 | 110282 | 234773 | 73281 | 33033 Speed
130 | 105819 | 110283 | 237777 | 73847 | 33287 Scalar
131 106564 | 110284 | 239748 73932 | 3334 mult. N.A. 80 msec |6 msec 1.15 msec
134 | 113467 | 115019 | 250465 | 77365 | 34090 (163 bit)
155 | 149874 | 154354 | 333587 | 100117 | 41682
o Toee [ zom Do i T | L 20 o8 Askeh & =) 443 499) 2ok
=) =y A 5l OF& i = A
233 | 331528 | 340092 | 738058 | 211007 | 77731 St WA ol EEAM AEE d= *‘i‘f‘“’qe At
TZ Ao A vlusta <E 9>9 Ao st d=3
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