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Abstract As the evaluation for the information security has been an important issue, numerous
security evaluation methods have been proposed. Those security evaluation methods can be
categorized into three different aspects in large including product, process and control.

In this paper we identify the possible problems that may occur when one-sided security evaluation
is conducted that is on the aspect of product, process or control alone, present with the actual example
of threat, and propose an approach to resolve each problem. Based on these approaches, we propose
the security evaluation model, which incorporates these three aspects of product, process and control.

Key words : Evaluation Methodology, Security Product Evalution, Security Evaluation Model
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Security Practice category

Security Practice

Security of third party access

Security Organization

Outsourcing

Personnel security

User training

Secure areas

Physical and environmental security

Equipments security

General controls

System planning and acceptance

Protection against malicious software

Communications and operations management

Housekeeping

Network management

Media handling and security

Access control

Mobile computing and teleworking

Security in application systems

System development and maintenance

Security of system files

Business continuity management

Aspects of business continuity management

Compliance

System audit considerations
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Families Components

ACM_CAP

Version numbers (ACM_CAPI1)

ADO_DEL

Delivery procedures (ADO_DEL1)
Detection of modification (ADO_DELZ2)
Prevention of modification (ADO_DEL3)

ADV_IMP

Subset of the implementation of the TSF (ADV_IMP1)
Implementation of the TSF (ADV_IMP2)
Structured implementation of the TSF (ADV_IMP3)

ALC_LCD

Developer defined life-cycle model (ALC_LCDI1)
Standardised life-cycle model (ALC_LCD2)
Measurable life-cycle model (ALC_LCD3)
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Well-defined development tools (ALC_TATI1)
Compliance with implementation standards (ALC_TAT2)
Compliance with implementation standards all parts (ALC_TAT3)
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Security Practice Category

Security Practice

Physical and environmental security

Secure areas

Equipments security

General controls

Protection against malicious software

Network management

Communications and operations management

Media handling and security

Exchanges of information and software

Operation system access control

Access control

Mobile computing and teleworking

Security in application systems

Systems development and maintenance

Cryptographic controls

Security of system files

Business Continuity management

Aspects of business continuity management
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Class |Families
Configuration automation (ACM_AUT)

ACM Configuration scope (ACM_SCP)

ADO Delivery (ADO_DEL)
Installation, generation and start-up(ADO_IGS)
Functional specification (ADV_FSP)
High-level design (ADV_HLD)

ADV Implementation representation (ADV_IMP)

TSF internals (ADV_INT)

Low-level design (ADV_LLD)
Representation correspondence (ADV_RCR)
AGD | Administrator guidance (AGD_ADM)
Development security (ALC_DVS)

ALC |Life cycle definition (ALC_LCD)

Tools and techniques (ALC_TAT)
Coverage (ATE_COV)

ATE |Depth (ATE_DPT)

Independent testing( ATE_IND)

Misuse (AVA_MSU)

Strength of TOE security functions (AVA_SOF)
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BP.13.02-Identify Configuration Units Uniguely
Identify configuration units that constitute identified baselines uniguely.

Description
A configuration unit is one or more work products that are baselined together... (abbreviated)
It should provide_a reference TOE label, TOE is only reference ithout vagueness.

Example Work Products
* baselined work product configuration
» identified configuration units

Notes
Configuration units in the area of requirements management could vary from individual
requirements... (abbreviated)
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BP.09.03 - Identify Security Alternative
Identify solutions to security related engineering problems.

Description
The purpose of this base practice is to identify alternative solutions to security... (abbreviated)

Example Work Products

security  views of system  architecture -  describe at an  abstract level
relationships...(abbreviated) using semiformal or formal style depending on requirements.

... {abbreviated)

Notes

The solution alternatives include architecture, design, and implementation solutions...

(abbreviated)
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BP.20.02 Determine Support Requirements

based on organizational needs.

Description

Example Work Products

s requirements for systems engineering

Notes

Determine requirements for the organization’s systems engineering support environment

An organization’s needs are primarily determined by assessing competitiveness issues. For
example, does the organization’s support environment hinder the organization’s competitive
position? Does each major element of the organization’s support environment allow systems
engineering to operate with sufficient speed and accuracy?

support environment__BS77992] Physical _and

environmental security, network management 3&-& 3z3le] @ FAMELS A ojdl}

Determine the organization’s needs for computer network performance, improved analysis
methods, computer software, and process restructuring.

19 3 BS7799¢19) ul-g Ao we}l 428E GP o

YE| 29 FY3|E

BS7799e0 41 Al2=dle] 987 Hob sgdEHE AR
22 ¥FRE ZHEAEES B
SSE-CMMeIBP.20.02 - Determine Support Require-
ments, BP.20.03 - Obtain Systems Engineering Sup-
port Environment X ElXo]A 7 49 o) FZ2E
F UEE gk

4.2 8 2otEo}l R4, CC_BS7799_SSE-CMM

HE 2 4 AAZRE AF Z2AML 54 BF
€ TS HAHst mdg oy o] Atk B
H EUHsr Bde Qe 7]gdtEe] SSE-CMM&
CCS BS7799¢] H@Psi=& g Hg Aoz "CC
BS7799_SSE-CMM"ojgtil k. CC_BS7799_SSE-
CMMe 23/ Z2Ax 999 7|12 Zde|ze) Avt
ZAY2ZH T2 o] AT
» Part 1: CC_BS7799_SSE-CMM

(1-1) 71% =HEj2x BP9 Al TAE] A GP

(1-2) CC 7% AXTYES} BS7799 HQY 715 #A

ZHE A

«Part 2: CC, BS7799¢9} : CC_BS7799_SSE-CMMe)

0-s A

(2-1) CC 2% AXJVE ¥z g$=He= CC_BS7799_

SSE-CMM9] BP¢} GP

(2-2) BS7799 H3gl ZHE]A @2 digsE CC

BS7799_SSE-CMM ¢} BPs} GP

Part 19 $% REH7t WHES 41139 AF, =
2AA BA a7 e A4E BuE Ei3ld AF B

A a7t BEHA ge R ual TaAA
FAFS) WE& 41287 Bo| FAAY Foie
goltth. watd Z2AAs Hrl 7182 SSE-CMM
el &S oig AT g FAHSAL F)
o 5% B PHES 449 2379 PAY V)8 =Y
Elagt Z2 ALY 58 U W 9 ZdElaE 7
gtk

CC_BS7799_SSE-CMM# SSE-CMM¢] Z e}~
9 #AE Y F4, FUE TEY WELS E 10, 11
I 2ot gAY #37% F7R1 A 2 2A7 He Y
&9 Brt eFANES AEste J1E SSE-CMMe X
HE2E FHHAY 2L ZYE|AE IS v
Wi, 99 A$E SSE-CMMY Zdgsd 9%
& vEhdch

Part 2t CC B3 HIXUE, BS7799¢ 2 =g
¥z gHE CC_BST799_SSE-CMMe] 712 =
a9} gyt THEAE ¥ 129 o] 7|&Foh

K oo o

4.3 24
2 =844 Atd HARZF md CC_BS7799_

SSE-CMM2 H<t AEFH 239 BQF T2, Het
A &F& A BtE 5 A sl Brh md=
A, Hb GriqA A kA B S BT meisleor &
< HAAHE BFE F Avke daAel dsto st
Atk CCst SSE-CMM, BS77999) 33 84& Eu
2 49 7 Hagrt 2dg ARbskgh

Bt 554 AL PHES HBsko A 7HA B
< 7 HRTE 3FCA ARG BE Hrie] EA



204 AR} =FA AFHY AA A 11 A A 2 TQBA

3 10 CC_BS7799_SSE-CMM$¢] Z2Ax 447} 7|F el

PA BP v ZA)
PAOL BP.01.03, BP.01.04 Y
BP.01.01, BP.01.02 FR(BST799)
PAO2 [BP.02.01, BP.02.02, BP.02.03, BP.02.04, BP.02.05, BP.02.06 =4
PAGS BP.03.01, BP.03.03, BP.03.04, BP.03.05, BP.03.06 4
BP.03.02 4R (BST799)
PAO4 |BP.04.01, BP.04.02, BP.04.03, BP.04.04, BP.04.05, BP.04.06 59
PAO5 |BP.05.01, BP.05.02, BP.05.03, BP.05.04, BP.05.05 54
PAO6 |BP.06.01, BP.06.02, BP.06.03, BP.06.04, BP.06.05 4
PAO7 |BP.07.01, BP.07.02, BP.07.03, BP.07.04 59
PAO8 |BP.08.01, BP.08.02, BP.08.03, BP.08.04, BP.08.05, BP.08.06, BP.08.07 59
BP.09.01, BP.09.02, BP.09.04 59
PAOS |BP.09.03, BP.09.05 BP.09.06 £A(CC)
BP.09.07 F7} (CC)
BP.10.01, BP.10.04, BP.10.06, BP.10.07 =4
PA10 |BP.10.02, BP.10.03 FA(BS7799)
BP.10.05 F3(CC)
PAIL BP.11.02, BP.11.03, BP.11.05 54
BP.11.01, BP.11.04 A (BSTT99
PA12 |BP.12.01, BP.12.02. BP.12.03, BP.12.04, BP.12.05, BP.12.06, BP.12.07 =4
PAI3 BP.13.01. BP.13.05 54
BP.13.02, BP.13.03, BP.13.04 +A(CC)
PA14 |BP.14.01, BP.1402, BP.14.03, BP.14.04, BP.14.05, BP.14.06 4
PA15 |BP.15.01, BP.15.02, BP.15.03, BP.15.04, BP.15.05, BP.15.06 54
PA16 |BP.16.01, BP.16.02, BP.16.03, BP.16.04, BP.16.05, BP.16.06, BP.16.07, BP.16.08, BP.16.09, BP.16.10 | &%
PAL7 BP.17.01, BP.17.02, BP.17.04 Fd
BP.17.03 S (BS7799)
PAIS BP.18.03, BP.18.04 54
BP.18.01, BP.18.02 A (BS7799)
PA19 |BP.19.01, BP.19.02, BP.19.03, BP.19.04, BP.19.05 54
PA20 |BP.20.01, BP.20.02, BP.20.03, BP.20.04, BP.20.05, BP.20.06, BP.20.07 9
pA2L BP.21.01, BP.21.03, BP.21.05, BP.21.06, BP.21.07 )
BP.21.02, BP.21.04 FA(BS7799)
PA22 |BP.2201, BP.22.02, BP.22.03, BP.22.04, BP.22.05 54
PA23 |BP.23.01 F7HCC)
¥ 11 CC_BS7799_SSE-CMM9] #8158 w9} dvl THE A
Capability | Gp ulag @A)
Level
1 GP1.1.1 Y
9 GP2.1.1, GP2.1.2, GP2.1.3, GP2.14, GP2.1.5, GP2.16, GP2.2.1, GP2.22, GP23.1, GP2.32, 24.1, 9
GP242
5 GP3.1.1, GP3.1.2, GP3.2.1, GP3.2.3, GP3.3.1, GP3.32, GP3.3.3 Y
GP322 A (BS7799)
4 GP4.1.1, GP4.2.1, GP4.22 9
5 GP5.1.1, GP5.1.2, GP5.2.1, GP5.2.2, GP5.2.3 4

AE AT 5 Uk ols Y 49 2o] 3FA AA
g EAE g AV T 7FERE olft AFE Bt
wogEs 3 EZI2A29 HAAS HFEU] oy,
Z2A2 Grigte e AN AT HAHE BT
& glen, B2 Wrke 49 #y AP 2HLE Fo

zzA29 AFY BAAPLE 2FE = glus HolAN
71371 W&olrt. 3golM AAE A B o R
& Hed F# Qe CC_BS7799_SSE-CMME] H7}
A8 E 137 o] velidat 7 EAlFel CC
BS7799_SSE-CMM¢] ojdl ga7A13e s 348 ° £

fo



AF, Z2A

A 3 7HBST799)

5 g 7HCC)

/ \/Q

1% 4 CC_BS7799_SSE- (,MM——] HeE

{22 §7HSSE-CMM)

A a2

H 12 CC ¥ % JdEviEEE #HE CC_BS7799_SSE-

CMMe] g3
CC B3 JEVUE |dAH: (#d BF H FJ7) Pye
ACM_AUT.1.ID |FULL PA13, GP 2.2.2
ACM_AUT.1.2D |FULL GP 2.1.3 applied to PA13
ACM_AUT.1.1IC |FULL GP 2.1.4 applied to BP.13.04
ACM_AUT.1.2C |FULL BP.23.01

ACM_AUT.1.3C |FULL GP 2.2.1 applied to PA13
ACM_AUT.14C |FULL GP 2.2.1 applied to PA13
QA $AE 5 ek

=
B =T Atd CC_BS7T799_SSE-CMM2 A&
W7t Z2A2 W7Y FA BW7HE 25 Aok It

= gagel 9stCC, SSE-CMM, BS77999] =l
L ARRE AT Al 7R BHY HIME FAl

TP 5 Y& ] 57 BP7F mdojtth

7189 Hl&g d72 AAWGY e ok Ha
WHEY CCE WeAI7l 1 ZAE EdE 2%
HEDY CC 37l A3538498 AAstuA s9n 2
gy RS WHE s ot $A3] 3EA g,

2, 54 #39 F3d 2997 =4 205

AAP3/SSE-CMM& HZ WHEDR CC Hr7le 43
BT 2HE $FT s 9 B HU g AA
3y T ANE A7 wIsa A Wk

23] AR Bt JUE 7] A A2d
€ T AFEG opE 2F 9] XEAX7HX I
HE "Wart lerz CCo BS7799 7 AHE BF
#F13tdol Fol= "An Approach to Combine Pro-
cess Certification And Product Evaluation” A4+
AFol AHEE IT #7o] Fdsiche o]l AF =
2ZA2E 25 188 da4e WA ASEA 2
ek =3 CCY BS7T799 Br/HE g3 o2 33)7)
A% Wikl W AF7}E FE3ich

AMEALe) HeE BF 9EA77 H8 IT 274
€ CCE 71322 %H7F8a, non-IT {7ANR IT
Baseline Protection Manual® H7}ete 9390 "Mee-
ting User Needs by a Combination of Common
Criteria and IT-Baseline Protection"& RHSHS £t
T 7 1EE 2T 2B ¥ 2es ANIAeY
agdog Yitg FYPdv YAE AMFANE 23
At
BEzaue Y Z242d SSE-CMM$S PA
d2A7 P |7 RExadd /Y =2 A2
Fshe SSE-CMMe] 3399 E vdshe Ao o
F B omZgAa J4re] XE/F He SSE-CMMe
71 ZdEzd disiMe dFstn A ¥oRzE o
DA Rz s T Aol B £ U
AE @7 P = REzT o] g TaAx
o SSE-CMM®} PAS #&3td A B Hrte] A
Aol 7193t Zirke ddel Ut

71&el AFEL CC 7|ute] MW Hrie /s

it

H 13 &= 37 EAAH CC_BST799_SSE-CMM9] 8d <A

2% [2A4 e Bebshe CC_BS7799_SSE CMMe) #7h 274K}

Pd 1 CC_BS7799_SSE-CMM PA 14, 15, 17, 18

Pd 2.1 CC_BS7799_SSE-CMM PA20

Pd 22 CC_BS7799_SSE- CMM PA17, 2021

Pd 2.3 CC_BS7799_SSE-CMM PA?1

Pd 24 CC_BS7799_SSE -CMM PA20

Pd 25 CC_BS7799_SSE-CMM BP.01.01, BP.10.03, PA20

Pd 3 CC_BS7799_SSE-CMM PA20

Pe 1 CC_BS7799_SSE-CMM BP.09.03, BP.09.05, BP.09.05, BP.10.05, BP.13.02, BP.13.03, BP.13.14, BP.17.03
Pc 2.1 CC_BS7799_SSE-CMM BP.09.03, BP09.05

Pc 2.2 CC_BS7798_SSE-CMM BP.09.03, BP.09.05, BP.09.06, BP.10.05, BP.13.02, BP.13.03, BP.13.14, BP.17.03
Pc 23 CC_BS7799_SSE -CMM PA 15, PA20

Pc 3 CC_BS7799_SSE CMM BP.09.03, BP.09.05, BP.09.06, BP.10.05, BP.13.02, BP.13.03, BP.13.14, BP.17.03
Ct1 CC_BST7799_SSE-CMM PAL17

Ct 2 CC_BS7799_SSE-CMM PA17

Ct 3 CC_BS7799_SSE CMM BP.09.03, BP.09.05, BP.09.06, BP.10.05, BP.13.02, BP.13.03, BF.13.14, BP.17.03




206 AR NI =FX:

71 f8 g2 #de wHES A nyse iUkke
ggro A mEsfol she HAHY o|RE AAF
A Z3AT, AAR B2t FrpdA A 4 gle 7
AHoln AEHA EFE B 7 2dE AAERA
2t gy 2 = N A2E 3ot 2de A
teted gA © e KB BEE A e 33
o} Het BE WHEELS 3 msjor € "aeAg
gelsta FA A EAHY AHEE BT a2l3 o
23 Yaidd) wa CCY SSE-CMM, BS7799¢) 43
S8E EUE 58308 HtE S5 A 3
tg AMwEin} sgon, 1 ARaN FAFHo|n A
8 7153 CC_BS7799_SSE-CMME A|¢talyr).

5% Hwr WyEs Uen e FHdA 88
& & glth CC 7Ivte] H7tE &gty £Ao] B B
¢t BEE Y3tz dod CCo BnF PIYES
g5 CC_BS7799_SSE-CMM¢] BP$} GPE #a
3l CCY EALY &i3stes ZEAA gdLe XA
g Ak HriRe AT Z2Ax g9 hkem
SSE-CMM$} F3%E dAg wEAl7le BS77999
B4 ZdE2E #9g § ok o 3 o &
SSE-CMM 4358 vA2 wsy] 93 Azg
2% 4 9lon, ¢z e BS7799¢ BA G4 F
7t2 FHEel e ZHE2E IRY F U dF
9] CC EAL32E /L& wgithd, CC EAL3Y 3)
Pee Z2A~ ggoEs PAOlL, PA04, PAOS,
PA(8, PA(S, PAI0, PAll, PA13S 43 2 Stk
AR Z2A2 G999 Hr} Aoyt o2 1y 59 2
o gyl 23 A4E 947 12 U2 PAOS, PAlLL
7S Aex dAE FAse db =delxg Fus
o As4E gA7 271 HEE Z2A2 A A8E A
< & Stk

CC_BS7799_SSE_CMM 7123}

PAQO1 PAGS PAG6 PAO8 PAGY PA10 PA1T PA13
TZM2 39

18 5 CC_BS7799_SSE-CMM %7} Axle] 4

T3 SSE-CMM 7§ty Br1e wgtd x40 5%
B WHES dolEolmal sE BFL CCo
BS779991 wa} $4, 718 CC_BS7799_SSE-CMM
9 Y2 &S sty 25 992 #lsin
CC 7} E& BS7799 A= diwigd &= 9t

FEo A4 A 11 A A 2 ZQ0054

5848

AE ®H3o dado] AXEN B PR BRI J|F
o] Ao} AhdAY ALz Uk o]#F v W
HEEL A Z2A2, AE, FA #ddoez BFS
T ok 28y Al JkR] B B g WHEL A
4 W, B diAd, dA Fol Aeldmz 1 sl
o= Fhehe THIAME R HEd Ajo] EA)
g Aoz o e B BHEE 93 ey §
o] Hgdjct

 =RdMe & 714 #de wHEwe mesly
BHoks Brhe o) e 4 de AR 1 AEE
FAHeZ AAFA olHF EAFE AFE G5 H
74e] Ae uRE 22 PYrrg neEkA] %L 249
ol1, ZRMA GF Hriel A9 AF HrtE nHIHA
%o Aot EF FA VE9 Hrls B Al2H
el 2F& Fol AAE A £ FdHgold. ¢
X oA FAFE sAWUezR, CC, SSE-
CMM, BS77999) 435 @849 BHL Edlg &L
A EH HE I3 = =S Fe NELS EE H
SRz mdel CC_BS7799_SSE-CMME A gtalgch.
A mde FAIo|nT 4 75T ZHHE B
2 74€¥t

3 ALY CC_BS7799_SSE-CMM Rdo] kA
AAG Het EAAE AXE + UL FAd|Y 2
23 CC 7)4te] Het e Btd 2o B Hot
B3-g FP3auAl s 2499 SSE-CMM 7)ute] =
ZA2 B B9k o] B Ho BE WURES
WolEoliA st F-E 7HAE AtE 2de &
Sels Rash

£ A7 SHUYHEY )R olejtye] ug IF
(1115t 974 v ul itk olol © velrt B =&
A9 Fa VUL 589 Hade FHIA L%
< g &F Hrlel FANE FAHes votalm, B
=R AE BF HARZE mdo) dobg EAH
& 42T F YL FAHeRE BA% o Uk FE
B3 Byl 2dS AA Bgrlde HgdTst
gasitk o|g 3t Y HrE Ystan s A
w2 g @z}, HoE A% ARSI «Fo)
t}.

[1] TCSEC: Trusted Computer Evaluation Criteria,
DOD5200.285TD, 1985.

[2] ITSEC: Information Technology Security Evalua-
tion Criteria, V1.2, 1991.

[3]1 CC; ISO/IEC 15408 Information Technology -



AF, Z2A L, TA #HY FHE HAHrt 29

Security Technology - Evaluation Criteria for IT
security V2.1, 1999.

[4] SSE-CMM: System Security Engineering Capabi-
lity Maturity Model, 1999.

[5]1 BS7799 - Code of Practice for Information Secu-
rity Management, British Standards Institute,
1999.

[6] AAWG Task 1 Report - An Alternative Assur-
ance Package to the CC's EAL3 assurance level,
draft v0.9, 1997.

{71 ISO/IEC 15443 Information technology - Security
techniques - A framework for IT security assur—
ance, 2001.

[8] MM. Eloff and S.H. von Solms, ”“Information
Security Management: An Approach to Combine
Process Certification And Product Evaluation,”
Computer and Security Journal volume 19, Issue
8, Pages 698-709, 2000.

[9] Markus Mackenbrock, “"Meeting User Needs by a
Combination of Common Criteria and IT-Baseline
Protection,” 3rd International Common Criteria
Conference, 2002.

[10] Jeffrey R. Williams, Karan M. Ferraiolo, "P3I
Protection Profile Process Improvement,” 22nd
National information System Security Conference,
1999.

[11] Jieun Lee, SungHee Lee, Byoungju Choi, "A
CC-based Security Engineering Process Evalua-
tion Model,” 27th International Computer Software
and Applications Conference (COMPSAC'2003),
ppl30-135, Dallas USA, 2003.

o] A &
19973 ~20014 o]l 4=8t7} o]ga}
AFEIstE AL 20024 ~2004d 9]
sty ZAFeIa FeAl 20033 ~3
A LGAR FUA Y A7 BHEk
© Software Engineering, Testing, Pro-
i duct-line Engineering. Software Qua-
lity Assurance, Embedded Software

A

19799 ~1983d ol sata} ghat
19843 ~1985 Purdue Univ. Compu-
ter Science AR, 19861 ~1987d
Purdue Univ. Computer Science 1A}
19873 ~1990'd Purdue Univ. Compu-
ter Science HHAL 1991d~19923 &4
Z37&9. 1992d~1995d Rl HAEAS s
1995 ~ @A olgtodd] AFHTH F. BAECE £X
Ego]3E, AnEY0] HAE, AZELo] B Holg F3

A

A

207



