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ABSTRACT

Traditional access control models like role-based access control model are insufficient in security needs in ubiquitous
computing environment because they take no thought of access control based on user’s context or environment condition. In
these days, although researches on context-aware access control using user’s context or environment conditions based on
role-based access control are emerged, they are on the primary stage.

We present context definitions and an access control model to provide more flexible and dynamic context-aware access
control based on role-based access control. Specially, we describe the conflict problems occurred in the middle of making an
access decision. After classifying the conflict problems, we show some resolutions to solve them.
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In conclusion, we will lay the foundations of the development of security policy and model assuring right user of right

object(or resource) and application service through pre-defined context and context classification in ubiquitous computing

environments. Beyond the simplicity of access to objects by authorized users, we assure that user can access to the object,

resource, or service anywhere and anytime according to right context.
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.M B

] thalo|Age] @A Al AmEe] As
AR T, AZ-AFE-AR 7ol oA, ofrixut BA
o] 7}5& fuAE A 8 (Ubiquitous Com-
puting)-& AH-2t 4 #73-& X (context aware)
s, A ot od tiule]aE Bl = #o]
A %e(seamless) ARI2E AlFR | ARgate}
AHEAY] B8 qlAlste] Al Alog A o
3 AR ghe ARE AFEA LR AT 5 ol
o} zeid AF7Ee] Ak glo] AR HTehe A
2 Aro] oiF wekd gl

AHEALS] g QiAlEhe] AbSlel] Ay AH2A

& F3s7] SlalA 71Ee] AIAA e A%
HEE kst HZAAE #4E + sid dE
o], Wl BE AHHAAHI s|7)Ee] 250
2 HEE $ e A5d 5EA A 5HE 2
g #ANA ARERte] w2t o2 HIZA] &
AFd 5 slvh 58 AL} 7)7]d i
o A&E e SR dx, 89 ALE
4= 9lr}. olzigt AL AMEAY] odlel| wel A2
AlE TP 4 glck e B2 FAYZHe
AR AR 53 o] T2 78 HH dde
7H AHgAter @xjetE QA U AR AHE
o] #gHolxe o Heb ATsluAt she AR}

223 Aol 7 QI7HE AREAell Al A Pe] 345
of 3}aL o] ARgAle} T A AR E o] &3}
Aeldt 4= it

2 gk 712 9% b Aol A3AHRE
o] gah= Al AHH T Aok a2t B o] Ee
AlolAdS $13t A Mo S o]fsle] Unks}
H Aeje} TxE AREA wa olvh. =g, AE
ARE o] 43llS ¢ WA F=ol g 1
7F 3, AWl AXEA F3ta gl

B EFoAE A ARg HIAold o]&3)r]
Aste] odnkstel Absk AH A9} AZFTEE o
43 T2 Hostz, U Yoo} F2E o] 43}

<]

w2
%N :

'
2, ¥ op (&

i po mlo i i

1

A BTANE FA] Aled 19 AN, =
. ol W 1T FBAIE Slstel 43 A
B olg3l] AR AGAE TSNS 5 B
35S Avny aAwte AN 33

TES AR, X A7, g et
Az A4l 71 AAste, S5 £7s% &
= 2 74l B ASED 4ddAe ol
Adsts A WS FE $24 o8 A2A
ol 7} wlmsle] Hrigho}, whA|HoR 534
€ AE 9 35 d7E Vet

I, BEST

Ao g H2AE AT d7e 2
ATso] gon A3 7k AITAAE A
TEo] gt HZelle MBS f9FEE A
7oA AHARe] e 3’ A2A el
7k A= 2 gict

>
<z
2 T

.-E::{Fl

2.1 M8 My (context information)

Anind K. Dey# Gregory D. Abowd® A3
ARE AR} 8 AMu|x Ale]o] A4S AHg-o®
ols] Hagh ARgal, AL dAE 5o AA AdHE
Jehile Az A9sel®® Thomass A8
ARE Algziel AAe] & AL HZ 8Ao
ubgel oAk AL AA Y $xe} 2 HA HR
o} A aAo] LAF Azl Azt 744 %«1 A
Zb Auyar opel B35S $ls 8=
dlolEl & A Wala, Maserats AZAlS -’Faﬂﬁ}
7] S ApolE, molddsh g 92 AuE 4% 3

ol

-

m_



W RO R

ZE (2005. 4) 39

22 A4z, A7 AMIGE Tt 5 913
o A7t ARE olg3t] ATANE 9 Yok,

2.2 osty|dt HZHIH(RBAC : Role-Based Ac-
cess Control)

RBAC 2d& A2 2ol /A AHgAE0]
AR 24 27HE qel 278t o] iz}
AL g2 4% ol w=t 253 slu, ol
Aol 1Y dFH AT Aol wet AR}
oAl Fojgomm A9 o]go] AfHet FILE
A S8 qEE AHgshe AL 719 B4 %
= Hok S A sty Bl #e)E 5E
5t shed) mgpdel ZWo] Wt my Zéi‘ﬂl
gk AL A" e At o3 s
A ARSARE Hids] B AA 7| #Ae BeAe
2 A48 4 9le § RBACe] 7HE 98 714
Ao g <8 ds| ATHAY

— H
UA ROLE
USER ; ‘; HIERARCHY
ASSIGNMENT
U — PERMISS
USERS IONS

PERMISSION
ABSIGNMENT

user

S ¢—
SESSIONS

I8 1. RBAC96 =28

23 13} zbe] A& F-3 4] (partial order)
5 Ma A rad Y943 old ATz
oA A9 ke 8¢ dEe) WS v A ‘i'%
-“AE} A4 (Session) & & AMEabe}l o7 A9 o
o] Ao g yaE el AEals AldE E8
7<Ml°ﬂ711 AAE &85 F A4 wm= A4S X3
(Activate)ste] 813 4 9o} AeAjsle wdle)
7} A% wigel] -85 FAoR o)FHe](SOD:
Seperation of Duty), & Hstd] A= 5 Q&
He)/2H 4 Ak F(cardinality), HAaWge)
f12](least privilege principle) o] $it}.
vheksh A AR g o EeAlolddA 28 5 gl

€ frolel2 2§ $7 RBACE A-43}7] 9]
g A7Ee] APz it

2.3 &% HEE 0|38 HZH0

[] GRBAC : Generalized Role-Based Access Control

7189 g7l Aol Aol wE AHIA
o] 53 o] Al ZAL HIAAE $AYL
Aol Aol TAZ AHZAE ] $)ele]
GRBAC =%-& Alekslgtt. GRBAC 22 A&
Aol AAd] AR} F¥(subject role), AA o3
(object role), 37 <¥(environment role)-&
AHgste 2 71E vk LA S At
AHERE, AA, 87 84F JdR Fxdtos
A2Ae] AA ried] S (simplicity) # 554
(flexibility) g #13-gc}8Y

o] el A3 ARE A JYE FIs A

ZAE A A ZA Vet A 3 A
*‘LEM AHEAEe] A2 24 e, o A2
Wik AR E WA= APE *PH 5 o
of i Wt AAA| ek md, AR A
421e) wAlEE 7 984 7‘34%‘0%] we A=
TFa7} whAste] el ofzgo] AR}

[J xoRBAC : &2 HQAES ALESH Hev|dt X

=H[of

Gustaf Neumann®} Mark Strembeck® 4
3 ARE AHIA ] AR o]8-8)7] 93le] H& V)
W A1 Al AMSSE xoRBAC 24
< Asisdct A4 AYAlsH(context constr-
aint)< A AR $A49 AA e vie] AYd =
Az} Azshe 4 74 J2A o] Aapgtolch!?

A5 Alekateke 54 ‘2’1*&«] 3L 383h] ¢
%H AP:&‘J- 24}_ —--/Ho] = 5]010]: 3 AL 7]4‘,}{;}
o} A AAERE 44 (context attribute), &
-r(context function), &7 (context condition)
FZ(tuple) & Zrerh 42 A7, 843 7

A o2 Wzlshe 48 eRlAY 94 &%
HA, Adelt A e AAe] dxElA(in-
stance)dl wel Wslsls 4418 el

Hg AL B4 FA w=E 9] X A
A A3 Aokl we) o] FoiAlc), AZE o
Mol 43 Aekn AET 2E AR Aleke] # gt
& 7P o el Heddh

) rlo

o

o



40 fFElFE S HRE &

739 A% 71t FZANA SAse 48 FE

°]

e
flo

ARE A% AR Ao 7)%s
of A3 AR Aok Eo} AMgat
SENS Aol gt od4te] Ao
A AR Aloke] BE 3 e M W HE w
ARgeh weh 2 Axe) Aol dstel Ag

BAGe] slEHng Aexte A BE AHT
111012 sesta A & A Hoty AL Aazs
28 To) Aatel iRk lge] Btk o)A
& AMeA AT Aol BASGS W UYL Fof
87) 915ted Ars A uAcke] gals By} A7he 2
A she FAS DA, w3, 4 AA) B
Bl why] 9jsle} wEFolo} & 2L s|edlmg
Aol dukstg Holgh T2 E A fom
2 a9 olglgo] uan),

N

oy ja

Ely

A 54

2
o g o2
L

.

e odr Lo R
N
O

O-L.;

. HoHstE 71y

3.1 ¢8I
FulFe s AFE BAAA ARARE ARk F
74 Aoke WA 93 U3ke ARE AT we P
et AR AR} ke RE ARIL ATHE
AL AR 7L A —rﬂ]—z— 2N} webA frd
AE AT Bob FFHolgkes Ak 874K

ttjo rSL

w2 5 Qe Zdﬂzﬂow gast) & 2
& FEE 278 AR AT & Alofo] o
=i, 32 Bl £58 S7dte AR AHIde
e A|efo) %ﬂ—#ﬂf BoF el ©pE AR AT
Aoz} D33}

Aol Bl o g HIAE A= A
A e ARl A BT ARgALe] Abddel| ule}
AT 7k ARt A= oo} et AREARY A&
of we} Jrel P& Alelshs 71&9 HTA 7]
HoZE= AMgAle] Abgte| wlE AR AHIe Ao
g 5 vk dE 5, 4 93-S #F e AN
A BE AR 2ol sbs3dith 1Ed ke
Ag, A7, A Ay} S 2L A weh P
2 sk Aus) geg, gepy des 4 AR
ol o] FHEEHE 22 AR LA EAE YA
A7lm were g,

ol#{gt B oA el AMEALS] Aghe wEgt
& 7k A2 Ao} At sl ot ot A3
AP gl oduislsl Aelel AFslE F=x (7.8
Helshx) ehol Welapel EAlsh Ake] Aol o

¢

S m\ru ook _\8.

>
ﬂllo olgk

13

J3 Ang THelA 9w, S50 dsied 87
AAA Zaha ek,

EgodE Hue net $3d BE P2l
Pal7) 9% A9ne Bolsh 72 B4
3 YuE o4 WA V3 4% Hug A
Aol olgaiae A4 ke FEEA} 43
HE weiP et Adstaa B,

[+

pis

%W?E

2 gt

ol rLJ o,

3.2 84 3 "
2 =59 7 8L o 2
O 714

- Aol g A4k 971(read)d 227)(write)
o] 3&dr}

- Ago] gA3t g o, H(true)d BH
(return)d},

- ARALY] AT 838 (Subject, Object, oper-
ation)®] EAAL AR Axst A g}

- A A% AL (Subject, Object. oper-
ation, Context, sign)®] €42 7|&%d}.

- {3 A3 YA S uESr)

O g4

- &4 (subject)

AA e} HTE 23S AHARE 23] Yellae]
AFt Aol 22 FFAMY] A, BdkeEl Wt
Az :TL_:_(subject hierarchy)& zZ+et}, AHSA}
= I¥ 29 2e AEFTE A E¥8(role)S ¥
wer) I3 2 HYeAY AR g s
T 9le gl g AZF2E el Ao}

Ir
M

a3 2. ‘éﬂ?_JO{IA'IQI FH Agel AZT=E



o BRI

it (2005. 4) 41

- A3 (object)

AR ASE 2Ase AAE Allde 23
FAZY EAg). dE 9, 29 35} o] HAl o
8 7]Bel= 3219 2laet Ao did Aubdel W
& 7188k 957180 S, 9778 &
7183 HAAPE, 7| Ee] 2=

ZEAAE 2= AAE Alolddle A2 & Mgt
S8 Zerh BE AR 43S dEske AR
7v le7t 3, B4 Adeld e 2 A
o] HLE 383l ARE EAFi)

DE=pIES

37 3. HE HHziel ZERA|

olg|gt &AL EAlsh: AAET AleldlA A
Ao Betedd & AFFEE FHE 4 9o
AE . AENE, FAAWNE, PRSP
£ 972X AAEY BelSFel wet ASTx
& A ok AEr)Ee As d94, g

=) 323 A o] Je §
z1e], AL A g TF 71Ede YAl
2 QA AA4A
AA2} A9, A
+ X% Aol A, =], A 4
o, AREIY JapgeAl Bo] 7|EEL, R
Folliz Fof oAl Foel, 5o oy laE 3
Huk Al Aube] Aub oFw, FoAlg Fo] 7%
H Hubr|Ee] ZgEr} REVEM 1A E5
27| 8- ohE AR v]E] & Bt S 8T
313, AF7IEAA fA7)E2 o 52 Bt 55
L7 AAE F A AR FE S A
715o] thE AR wlE =2 R FEE 278
o} o778l 239 7| EE5E EA9) Bt 5
ol wek AZ F2E P4 13 49} 3}

e} o] ghate] QA R} HHZ Py E
& 7188k #A7| 5ol thate] AA7EY EgRA 9}
BbSdol wel 13 59} o] AZyxrE FAE
4= ot

ME e HMegE ze AAEY 2gaA
&l FAE= A AZFzel ute} A dig o
AF Fgte] AsH(propagation)®rt. §-&WeL o

o

<D
ED L ED S ED
»‘\\

a8 4. 297129 ABTE

08 b, BXVIEY AETE

& 2obg 273K Add) ta ado] 4sw
e HIEFE BE AA Hsie] Y715 217

H49¢ dolshn, AYIRE e 2U5FY A
Ao 91715k 2717k ARHA o ¥ wFEFE &
Foke Add AT Hrlsh 2] Qo] ARY
& 9l

F 1. 2ol chst Fst Fal 7ED

g A AR A%
%7) At 1 !
27) G4t f !

L2
Tl o BE RASFE 2E A4 Az DA

ok 5F)elA e RATF)E FTE vl
2 2w o



42 fulHEE AF

A9 9% 71 F2A oA TAEe 4% FE

= 717t H897 we

3.3 A& (context)?] Moot HE PE

N

1 43 A9
A2l 1. A4 (dimension) : A%k $
& TRk VEoE Y AHHEo
Folct.
7k 2l tjste] 712 Abste] Aoy

Ao} 2. 71 A8H(basic context) @ 7} AHghe
e A A% AR A e 2 A%
Auel A gs e A ARE 1508 Fe
A3 ARl

d& 50, At Aol &3t A, @GR, 2
59 A RE A7 712 Al 284 4 9la,
A2 Aol AMZE 23} AR} R 5
ot 9K Awns 9x B ABez zIY 5
et

M o

¢

O 4% A= +

Edg S "‘UF* 7\ e A ARe =g
Al wet g ASTFEE FAAY ¢ ol A%
Atz st¢lol EAse 43S A
sl wlsll AFAA (detailed)olt), & 59, 2
H 63 A2 PRE ZE HY dye 39 18
2 AzF2E Zerh gL AR A7 ¥
Aol glebs AHr¥o o AFAAelxm, T (3=}
zone)< WAleld WlRd o AAAAolc} ulepA
xbskel whAjel Am) wheke F9lelA ASE FEtw
A 319 Abske] WAL A3 AFTR AblAM
A3e] Ak9) Arge] wMAS dogi

Doclor's Doclor's as SHala
roam— room-3(2
D1

313 312

13 6. "o 7=

Dr. Room

|
IEEERIEENEREES

T8 7. W x| d¥e AT

O AHEAF ] A8 A

732 3. AHEAL 2] A48} (user defined context) :
AR A ek Ala Fejapd AR 43
£ g AR AL A4 ANde s
Zlgshed A8 4% ARor

AREAE A AR A AR AR 4] g
uie} ZA @ A3 5§ dgos FEdd

Ao] 4. @ A3H(single context) : bt 7] &
Agal 2748 SR ZE A3 AEE dd A
#(single context)e} st the3} o] €lq], A
3, (24)9 TAHAE 2 YHE Zdd

Context(name) = type: basic context (condition)

A7) typed 7|8 Atsle] sl AL
viehdc)

A5 £, context(ZF8Y)= T: weekdays,
context(ZFA1ZH) =T : 9:00 < A7k < 18:002
2 Zrads FFAZe] AMA Ao a4
& 4 k. FF8U-E A7HT) 49 weekdays
718 Aed FREI, SFALE A7 ARl
9:00~18:004f019] Aztog FaFTH

A9 5. B3t A (composite context) @ F 7 o]
Abe) whel alslo g FAE Al3} AWE By Abs)
(composite context)zl #2J3e},

B3 A 34 249 Al wel AND A
s} OR Atgte g FE)

A2l 6. OR A3(OR context) : A% HEE
or- AR AYE 5§ Alsteld, o3 22 Yy
g Z=rh

Context(name) = Context(name)V Context(name)

OR A% 74 4% ARE F Aol shir}
ZHt ure)°é o, & %E geh F A% 74 A%
ARE ZA He]% shla %M;} g% OR Ae
= %}”5}% ojvlghe},

& 4, it A& 4 e HA e A8,
WA 2 shtelal 2 5= gl

©

—_



HHRREBER L (2005. 4) 43

Context(2JA1x]) = Context(18A) V Context
(54)
it AgAlent HAl F & ol EAjsid 9
A A A ke 2
A9l 7. AND AH3HA
o] and-¥AZ A
& zer)
Context(name) =Context(Name) A Context(Name)
AND AH8& 74 A8 HRFo] nF I o
F s ged &5 4% 7 A3 AEEel &
F #43 F9¢ o AND A3E &4352 9
k3=
ol & 54, oJarel AA= Abste
A ARE o4l Ao 5 ‘}lﬂ}.
Context(doctor) = Context(Z5F47H) A Context
(JA} 1)
TFA kL o) Ake] A9 ghe] RF Gl oA} A
[}

ND ontext) A% ARE
O

B3 Ageld, d&t 2

2% A7) 9l

o A& ohga e gl st
{Subject, Object, operation, (Contextl (con
Context2 (con ...]]], sign)
tk con =1{& or |}, sign={+ (&%) or -(4H)}
(Contextl (con Context2 (con ))& Atdto]

A i o]arel AEHS lelicl cond 9

el8l(conjunction type)22 and-ZAF§E 278t

T & B or-A#E ovishe | oElge] sith

and-Zd¢es G449 A2 d9H4% ZE Al

g vk o, 5 Y 845 =g o Hdy

of qFHel Aasd «lvli&E} w2, or-Age R

A% A dAE A3 F A= dhie] AFslo]

243} 5ols of gkt T_1LZ]°] =43},

(ol 1)

CGraAl, AW71E, 471, LigA&T A7 +)
(B}, ¥H7) 5, 27, o)

(R AF, AA7|E, 227), Lix8Ad | L&t
zone, +)

A OHA A FHE A 27 3
Aol A 7129 ¢7)el o] F4NTE

Zierhs A% JeRith §oaA fged FAe
BARe olmat 4% SHelAE 7| Fe) ate] 2

7] Wikl gleg vehid A WAE ARk
A 2401t Blzonesl 42 A1l dhste] 2]
Azto] 48PS el DI Fole},

3.5 THO ¥ 1H

AgAS AT 8qel vhsted WL Podalr] 9
sl 4% ARE o) fale] AVYAE st A
77k 54 Aol Qe SAsknA 25 A
SR AR ARE P AL AHgAte
e 8qo) AL o ARl BA 4% glol
Axdd Aol B 92 4 AT,
71EE Ao 58 o]83)e] J1E A % AMSE 1
g7 4o e BRHALT,

Y P} Z2ANE 4R 2 24 =9
43t ohgAe] 4Be EPSHE BRI 79
& 23 FH0 wet ARE Yook 13 8L
A4S A2 2R AR AZA 29 HAE

epie

2 Alle)
& W) s e e ﬂ -}oq At 23
o o FAE e

zale] ARl g
9 olge Fech Ao By ARe H4993
AxRo] k. AEALE AZFES B3l
912 o] Asks e AAnch siele) EAsH
AA5o] A Aol o] Hrhslelop Tk, A

Hire & 24 &=} B}\:H ulgko g —'ﬂ?ﬂ-o] Az
Aruct sl Esks AdSo) A AR
g7\slolo} qhc). el Adl AZTE A4 54



44 FolAE S AR §39 9T 7 FoAjdA Fhse 48 &

Aabell thste] AFALE Hrlslr] st & A
A%k Al A9l TN AANEE B, 3183
L Friskr] flstod sl AA AAL Al &
sk A C =g, A 7h A
dhelel % 212 42 ASFE A A9 A
e A A

zy AR} °~E’.‘§_}, &4zl g AA9} A4t
A%, AR O AR A4k Y, 43 A
5o 27te) el il WAgke] 71EH e
A% 2ol AL et

TAZN ATE Folsp] slalel o

<U, 0, op> : A&k AL 84 EAAA

<<U, 0, op>, [Context, [Context,[...]
11> 0 Ardel 845E 487 A2 93
=

Subject_Set : A FA 9 A3t
Object_Set : A AA9 A3
t:Context Set : t e}l A} Algt

n: AEEe] Z9R A9 4 (c9) FFel )
authorized Subject (U) : AR} UlA|
g g% A7

authorized Subject (U) < Subject_ Set
negative Object (0, op) : A oo gt
A4t opd] AT ARALE HrHE AA A
negative Object (0,0p) = {O}U {0'| O'¢
A3 AZFEA 09 42 AAE)

negative Object (0,op) < Object Set
positive Object(0,op) : 7] oof it A4k
ope] A A4AVL W A W
positive Object(0,op)={0} U {0'| O'&
AR AzFZAN 00] 39 AAZ)

negative Object (0O,op) £ Object_Set
active_ t:Context(Ci) : Zr A3} El]]e]
gAztel 4%

Ci . gl AL 8A A 2AF A,
i=0,1,2,3,
active_ t:Context(Ci) = {Ci} U {C"|

C'e A% AZTRAA cig] A9 48
active t:Context([Ci,[...]])cSt:Contex
t Set

o 9. 72 Egtel Hej

input : << U, O, op>,

[Context, [Context, [...]1]1>

output : authorization rules for <<U, O,

op>, [Context, [Context,[...]1]>

1. inputel] o3}
authorized Subject (U),
negative_Object (O, op),
positive Object (0, op),
active t:Context (Ci)E& 2t}

2. authorized Subject (U) 2] 9129 ¥4
SR, SR € authorized Subject (U),
negative Object (0, op)? ¥4 i
NO, NO € negative_Object (O, op),
positive Object (0, op)9 499 U4
PO, PO € positive Object (O, op),
active t:Context (Ci)9| 29 A4
AC, AC € active t:Context (Ci) el
tfsted
<SR, NO, op, [AC,[...
<SR, PO, op, [AC, [...]]1, +>& &

rie
+

=

T8 10, AstRof 75 A dDajE

$0%} ARADe] 7128 D] Fe) Hhalel
Bl Stk WA, A Aol 7148 FRE
o o] EARTHL AgBTe] F1&H FaHiel
FHo] EAkehe] wlmikh wop, sgAel 7l
B AFHe] A A FF] WAHE2
F5 Ado] Baseh s4dgel 7147 A
o] £ASA ek gAY 93 EdANS A
23%0] 7149 FHo| Aol AYATe] Yol
o, Avdge] 7148 Aol FHo] EAsA %
Eob thgo R s g0ge] 7149 Aol FHe)
EASHEA Fehi Sick 408 o] 445
o AHgAel 24 ERARL SgAge] Reigch
o}, S 40} ARARe) /14T FHo] EAlsl
A hech AgAe] 2Ad dle] 4 ARy
of o] EAlelA] homz TIFE FH(E wE
7)ol whee,

p

3.6 S8 ERS sfiAWot

g AN oleaRE AT E0] WA
g 4 3 3F N ae] Best 2EE
@ 253} ovld 5= Fred



HRRE R

Wik (2005, 4) 45

input : authorization rules for << U,
0, op>, [Context, [Context,[...]]]>
output : authorization for user request.
A el H
1. if (negative permission rule <SR,
NO, op, [AC,[ ... 11, ->)
1.1 if (positive permission rule <SR,
PO, op, [AC,[ ... 11, +>)
w3 3=
1.2 else if
AH-HZ Fof
2. else 1f (positive permission rule)
&-4-4g Fof

3. else default permission <]

I3 11, HERe duelE
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F8 F59 9% 75 ZIA AN L= AR FE
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[Algorithm]

input: <<U, 0, op>, [Context, [Context],[ ... ]]]>

output: authorization rule for user request

current_ t:Context : ARGx}e] AT Qo] ‘TAT t egle] A3
current_t:Context €active t:Context

t:Context_in_rule : rule JF3 e Z3H ¢ gl Ak

auth_rule : AR&2} UollA Fojd £ gl A9 A

all auth(most specific_rule t:Context) : t e}gle] F A4 ArstEx) A2z =
n= 48 E}4l9] 4 m= most_specific_rule®] &4

1. 7 4% B9 ¢ o dste]

most_specific_ t:Context = current_t:Context

2. For (n){

2.1 rule_set = all authorization rules , auth rule={}

2.2 for (t€4% =gl A (

2.2.1 LOOP : for(rule € rule_set){

2.2.1.1 if(most_specific_t:Context== t:Context_in rule) {
auth_rule=auth rule + rule } }

2.2.2 if (auth_rule==NULL) {

most_specific_t:Context= next most_specific_t:Context (active_t:Context)
goto LOOP} }

2.3 most_specific_t:rule=auth rule

}

3. rule=most_specific_ t:rule®] A

4. for(t € 43 =gl 3Agh (

4.1 for(m) {

most_specific_rule t:Context= get_rule(most_specific t:Context) }

4.2 7 24g el tel] dshe]

et
sy
=

4.2.1 if (all auth(most_specific rule t:Context)=="+")
return positive permission
4.2.2 if (all auth(most specific_rule_t:Context)=='-"')

return negative permission
4.2.3 else return default permission

}
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