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Authenticated Handoff with Low Latency and Traffic Management in WLAN
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ABSTRACT

Recently, wireless LAN circumstance is being widely deployed in public spots. Many people use portable equipments such
as PDA and laptop computer for multimedia applications, and also demand of mobility support is increasing. However,
handoff latency is inevitably occurred between both APs when clients move from one AP to another. To reduce handoff
latency, in this paper, we suggest WFH(Weighted Frequent Handoff) using effective data structure. WFH improves cache hit
ratio using a new cache replacement algorithm considering the movement pattern of users. It also reduces unessential
duplicate traffics. Our algorithm uses FHR(Frequent Handoff Region) that can change pre-authentication region according to
QoS based user level, movement pattern and Neighbor Graph that dynamically captures network movement topology.

Keywords : handoff, proactive caching, traffic, cache-hit, WLRU(Weighted Least Recently Used)
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Number | User ID | Login Time {Handoff Time|Handoff Time
1 2314 07:54:57/3
2 3452 08:00:55/2 | 08:05:18/5
3 1093 08:04:23/3 | 08:14:03/6 | 08:15:17/4
thgol] RodFE weight 2 =T v fof

o) AA"E} Weight el 0019 AP 7] aHAl
S dehle o o & Al 94 APE ek

th. FHRS A9d = ZefoldEs e 39
{0 3 2 o w0 oo o oo oo oo
2 0 o o e o o oo s oo
I e 0 1 2 o o e oo oo
@ e 1 0 e 3 2 1 e oo
W= o o0 2 oo {3} o9 o0 oo o0 oo
w oo o 2 oo 0 oo oo oa oo
@ o e 1 oo ea 0 oo s oe
oo oo oo 2 oo @ o0 0 2 oo
s o0 oo oo oo oo e 2 0 4
ea o = o oo oo o oo 2 0
T2 2. Weighted Graph



T RIR A i

£k (2005. 4) 83

st} QlF W7t AHeAZ 23 2604 HeFs
weighted graph® H1. 7} APellA ZEloldlE ¢
ol ulz} FHR W& AL &+ ok & &
APgollA] #Hlo] 39] Falo]ddE= AP3 APs, AP7,
APs& FHR W2 dA sl vla] l&stA =}

. Neighbor Graphs

Neighbor graph(NG)+ FHR3} £d% pro-
active 7| Abg-3ix| ¢ %E}°]°JE7} ol &-& 3
B kA dghel NG% A =8 $le] TA-
PP ®AA & olgste] & & 77l de 1% AP
& vlg] dFsh= whaje 1"4 kAl ¢l edged
714z}

3.1 Neighbor Graph 4

NGQ] 2718} Aol HoHE] o] & APES

ooz gloh 1A 27lols FEboldET) o]%
6}“4*1 °]'K APEE wHEsHA s zhzte) o)%
APEE o & QA Tk NGiz 24 APl 94 2
AR ‘3“ gy o F AEl2YE AP7E NG
49 cdged Zobd & UAet’ .

1) AP7} ZefolddE2HE Reassociation Re-
quest WAAE woks o shte] FEoldE
7} old APeA new APE A & df
new AP2] o]¢- APZA old APE F7}3kc}

2) IAPPE 53] o3& APE%E] Move-Notify
WlAA S wsts W old AP7) new APEZ
e} Move-Notify #lAA}& 9sk-& = old
AP9] 0] APEA new APH F713i},

Z47ke] APEe| $l9 AL B3 o]% APES
odA =i o]Z& o] 43 context caching ¥x
&2 o 3l & fe] Feleld B} o
APl 43 u o] APE FeloldEY context
ABE A4le] o]% APECA AwslF7] widl
A o] APEE vl AdFsA EHe Aot}
slx]ak NGE ©]83F context cachingdAE &
cox AdE FMFle F 7H HE9 cache
miss Ao]'%l"a‘ol pii=

3.2 Cache Miss 4l Al

) AP7} AAlY] o] % APEE E2i& Ale)ie]l$-
APE°] gle 5 APAolA H“é 2ol e
$E o context ARE AL £} A
o] cache miss® WAL &L wire-
less networke] HEA} A 5¥E =Ho z7)
3} 598 o cache miss7} At

2) ©& ZgeldEs} o] APl A&dE o:
174 & o]% AP gatstedw & Zejold
EL wEol HAsHA HArt & 3 Fejo|dE
7} old AP4l4 new APE °]5§31-- ko]
old AP9 4= A o] APEel A&
g FefoldEE9 context ARE <l A
AAA =3 old sl417E Fullel Aeiz} Ha
LRU ¥38j&el ofsfl 2o ARMgahA] ¢
context FRE A¢A o}, zEjlm o
new APZ o]E3d Felo|adEr] thA] old
APZ °]E¥ o old AP+ cache miss
7} aAslA =l NGE o]£% context
cachlng‘ﬂlklv* % WA cache miss A&
#017} #1814 Cache Invalidation Wd&
Zalslgiry,

=

Cache-Invalidation =14]#]+= new APel| #
Y FepoldlE} AAlY] ol APE o] FdE
@ old AP7} AAlS o]k APEClA Cache-
Invalidation #|AA& A4t o WAA & v
AP< cachedlld] &l Zelo]dES AHHE A|A3}
o cache hit ratio® =FErh x| o] =&
A& IEEE 802.11f14 A14-3H= Move-Res-
ponse HWAAE o]&ste] ZFEL wEHA, Cac-
he-Invalidation® E&H4oZ FHsh= WL
Akgre}. (3)el4E Cache-Invalidation® 4
WHoll o1RA A4-2) Agsta A el

V. Weighted Frequent Handoff(WFH)

71€9 FHRS MW7t FeteldES] o5 vl
I AP9] $1A elm FEleidEe #dd njelA
o]% APEE Adde] A5 7= APES vig
Z3H= wholn] NGE ©]43 context caching



84 BHAAA e AQ EHG 7AE

42 deex MYy 20y @ 7)Y

180 —
160 -
140 -
o 1 T
100
80
60 e/ Y,
40
20 4

Traffic for caching (KByte)

+—————+ 256 Byte
X——x—X 512 Byte
¥X—¥——X 768 Byte
0—6—0 1024 Byte

2000 300t

Stmulation Time

28 3. delo| s APolM Ests Cache-Notify Ezf=|g

AB B2 glo] APE 7ol AJzte] At wied

te] APE°] A9 o] APES o & 97| o

o mlE] & F Al e ol APES UdF3)

i}alo]e},

FHR3} NG¥ proactive #H21-& ARg-alo] w2

Agsta it sA, o] F dzeEd w
151wk

N

fr Mg N rlo
4

uy

AFS =
B Aol AME 5 Ed¥on old dAEE

Efa 35 xy3lx] ¥ gl 8 Egge
Faloldl By} Pz o o]F ofn] QFE] APEA
FAg AARE AFAAAM LG AARE HA
A7) Holrh, o7& FeloldE F7f wWolxld &
oS5 24383 EfgS FUHA7IA "ot

FHR WA sfl=e st doptm a3 343
o] dojutx] A =eol FelolddEe AR G
HAAE ol APSAA AFsA ¥A=, FHR
HAE BloluA HA F5 dAAE dAdc) 7]
Z FHR #H4E wohpd, A2 FHR We7F o
Fo] =il olu] 7|Ze] FHR W9 A= A=
FHR ¥W#7} AHAA =] AAA Rl 54T
Z2 AR 434 "h. NGE )43 context
cachingdlAl& 3 Fo2 o5& writt Fx27 o]
% APECAl dlAAE "A4A1717] diel] old AP
9} new AP9] o] AP7} §U3 APold o] AP
= 2L ZujeldEY AHRE T2 FEE JAAE
At g},

28 3¢ NGEAA 138 1074x]¢] A3 o]
A 717t B9t FeleldBEY olFe] ®BE A 2
g APA] wE Q1S 8 A= Cache-
Notify Ha Ezgdaks RodF3 9lch o] #A|A|
A7)1E 256, 512, 768, 1024 ByteZ A3},

o

WFHF NGellA 2Asl= 3 Edge vlis
5% Al g o]Adely BejFEr)

WFHelA = o]2gt 58 wXAE Fd 24t o}
Yz} A 2$ cache replacement algorithmel
WLRUE AH$-3led %2 o] 54 (mobility7} &)
& 71 Zeleld By HaiA %2 cache hit ra-
tiok ATk gltd. NGolM=E 712422 LRU
N4 daelEE AHEgA R WFHA A+ LRU 74
4 dae] gl ol5ae FEE mHEielr] wtel
o]gAle] Mg Felo]odEQ cache hit ratiod
qEA| omA, olFAde] B ZEPIUEA =
< hit ratioF AT Frh FEeldEL] hit
ratio’} =tw AL W=z A BAEE AFA
A AZBIFE FUEH WE AFE e Sav)
wohe el

o] E=iollA Aksle dzeEe Jd=ezst o
ofd ] A BEEIA A EHQsA FHE=E = d
olele] EfYats FHA4gtow Fole Aol xy
NGE o]43% context cachingdlA 7% + W
# 7349 cache miss7} dold FESE F94 3
=2z AL FHad AFle A EEXE FI
k. WFH+= NG9 #HA7 F$iAle FHR2
Zelo|dE o] meisle] AT Wil
ZeloldErt 92 & v FHRAY w2 %
AW E 8T3HA W=tk

e

r

<

4.1 EdiE 22| dnzlESE 0188t AP Pre-Au
thentication

NG #7elA d=z7t BAARE o, A5



T IR e o S

(2005. 4) 85

% Hasslr] 9814 proactive 7)HE o}-g-3lo]
Zalold sl A48 APY ol% APEANA Fofo
Qe AxABrt ¥ wA = (Cache-Notify)
g A$d). shxu, Y= 2rh #Asly] A old
APS o]% AP} =X WA F new AP °]
% AP7]— %3 APal 7S BEesd wAAE
F3lA] =of wiAA] FEE epiditth. o]
FARE A7) A o

=

Loy

T L
1:——&’-011*1%‘: olg|g 5
& gelahiet,
7% 43 WFH 932e3% neiFn,
of AHg-E]= dlelelFx ¥ Feg

g &
A ogict,

1) c.context Fepo]dE col WF security
context #Rele}

2) APj.cache AP7} A8t sl Fefold=
o thgh A4l wlole] Fzolrt,

3) AP;.AAT(Authenticated_AP_Table) AP

seh Q1% o]
AAT9

$A%2 slem E 2%
A8} AATSIA
°]T AP(ID}9] A%
A @ § "eld ol& AP
Fehlzd He o
AEST o

AATE olgslel 331 dols] =y
Z(d_/_é\__()_ \j],O A 9\)\1:}_
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current AP,

1% AP, ¢ = FejololE

1: if client ¢ associates to APnew then

2: for all APpew-r & nelighbor (APpey) do

3: L2 _Update(APuew, C; D/ APneu-n)

4: Cache_AAT_Update (APuew-n, C, P)

5: Context Table Notification(APqew, C.context, p, c.AAL, APnew-n)
6: end for

7: end if

8: if client ¢ re-associates from APoig to APrew then

9: for all APrey-n €& neighbor (APnes) do

10: L2_Update (APsews C, Ps APnew-n)

11: Cache AAT Update (APuew-n; C, P)

12: if APiew-n €& AP.ew.BAAT then
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14: end if

15: end for

16: end if
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18: for all APg-n & neighbor (APsg) do

19: if APgie-n €& neighbor (APe,) then

20: Delete Context Table (APoid, C; APoiq-n)

21: Delete_AP_ID(APo;d, APo}d-n)

22: end if

23: end for

24: end if

25: if APnew-n received c.context, p and c¢.AAL from APp. then
26: Insert AP _Cache (APpew-n, C.context, p, ¢.BAL)

27: end if
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Number Login Time Handoff Time Neighbor APs
1 07:54 08:05 B
2 08:24 10:00 C
3 09:11 09:40 B
4 D

10:15 11:20
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