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A Study on Access Control System for Site Autonomy in Grid
Environment
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Beob-Kyun Kim' - Seung-Jong Chung™ - Dong-Un An™ - Haeng-Jin Jang™" - Hyung-Woo Park

ABSTRACT

Grid makes a virtual high—-performance computing resource by connecting geographically distributed heterogeneous resources. Building
access control system is an important factor in the grid environment. In this paper, we design and implement a grid access control system
based on Globus Toolkit, which is one of the popular grid middleware. Especially, to guarantee the site autonomy for resource provider,
we use several environment configuration files. Moreover, we design and implement PGAM to produce more detail and diverse information
to ease the development of value added services.

7ifje : 32l=(Grid), 22HA(Globus), 2 M0 (Access Control)
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2. Globus Toolkit

2.1 Globus Toolkit
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Infrastructure
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1. comnection c
request 2. thread
/ / H creation
: i Thread #1-1 - 210.117.199.44-3335 0

epRITAGT I g

‘ decision making ... tooctiondes. .
:  “Theead #3

« 4. job submissi 2 globes: & ‘usage ing ...
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SL: init=> {Nj Handler Started ...

[ Connection Management Thread Started |

[ Bind Stage }
Date : 2003/10/16 09:57:39
Client : 210.117.187.244-57026 !

Client sent foliowing Binding Information.
+--- DN 11 f0=Grid/QU=hi.ac.kr/CN=hdg i
---- Status  :: student
+--- RealName :: Hong, Gildong
4o GWID 0 gwO2
SL: Bind>> {5) [Accepted] (ATL:60} PN /usr/tocal/bin is binded to Local User Name gw(Z
SC: Bind>> (S) [Accepted] (ATL:60} DN /usr/local/bin i5 binded tc Local User Name gw(02

[ Connecnon Management Thread Ended |
Date : 2003710716 09:57:39
Client : 210.117.187.244-57026
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SCRATCH
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UNAVAILABLE
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447 9% 311:47 grid-id.conf

486 921 05:13 policy-host.conf
-wer--r— 1app  staff 992 10223 10:31 pdlicy-lifetime. conf
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[ ario_ip -
{ acceptable-host-ips
max-binding = 5 | {
3 210.117.187.133, #
gwl 210.117.131.70, #
210.117.131.71 &

bindable = true

3 acceptable-host-groups
2
g 210.117.187.230.24% #
bindable = true | }
defaults

3
3
gw3 {
max-connection =5
max-cennection-per-host = 1
max-connection-per-group = 3

bindable = faise
gw4
{ max-connection-per-hast
}

bindabte = true
210.117.187.133 =2

max-connection-per-group

210.117.187.230.249 = 4
3
(3! 12) grid-id.conf, policy-host.conf
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CL: Critical Error!!>> Qualification of User Info. Failed.
[Denied] Not Allowable User Information.
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Q- Qual>> (5) [Accepted] (ATL:60)

{902 : {DN:, STAT : 0, PSTAT : 1, LIFETIME : 0, HOST : , PORT : }}

{n03: {DN:, STAT: 0, PSTAT : 0, LIFETIME : O, HOST : , PORT : }
2=
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GUI 2 python A2 /4= itk Python A& Java
g 7H4 v A(Virtual Machine)-& ol &8 w4S st
I 9lemg python interpreter?t ZX o] Yohd A
A st=dojet BAGO] ol FHEZAAL AL FUd
F4E RAFE Aojelrt,

oS 2FL AR AR AR e B
o] BAE BYE 9 ABZAA ARG Axrt G2 JE

oltt, AH ZqAME HE T ARy 42 AR E
Ao B3 MAE policy-user.conf, policy-host.conf T&
8 v & 9k

> Authorization Glent

File Eeit

S.‘Cfmfwcti £ aun dagr| 2 Aum Jon | 3 nequest Siee |
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i Request Job Spec. Authorlzation ta teall? chonbuk.ackr2412 ]

= Gobal Iformations User Information
Execution Machine [ User Information to be used when try to bind or unbind ...
Binding Processes
Binded 7 - O X
& Bind . e L Fge Ean
teall7 chonbuk.ac r:2: Vakies
Unbind 33 Authorization Gient . .
% Viow Account Recanis o (O-GAUO~GIokys/OU-Chorbul/CHekonagoni || &5 Gtosal informations Execution Machines
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Resiname Hnng Gil Dong : Registered Execution Machines are listed.
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SL: Init>> {N) Handler Started ...

{ Connection Management Thread Started |

[ Quat Stage ]
Date : 2003/10/30 17:23:27
Client : 210.117.187.244-49713

Client sent following Quatification information.
+o-e Ut

+-ex DN 1 /0=Grid/0=Globus/OU=chonbuk.ac.kr/CN=Hong
+--- Status . student
+--- RealName :: Hong, Gildong
- IS
+--- DISK 11 2000
+--« Speed 11 2000
4= CPUs 11 4
+--- Memory :: 2048
SL: Qual>» (F) [Denied] Not Allawable User information
SC: Qual>> (F) [Denied] Not Altowable User information

(3R 17) DS H2 Mol AR 27 of(SH AR
Mo et ®2 22)

ofdf 1YL AMEAIL 4 A W] P ojor I &
AL YA g A AuelA ZAZ 42& FEAT
WA BAANT|= 71Zolt}, MM policy-lifetime.conf
8 o] &3t AT A7He AT 5 gl

 SL: Init>> (N) Handler Started ...

[ Connection Management Thread Started |

[ Qual Stage
Date : 2003/1073017:23:27
Client : 210,117.187.244-49713

SL: No Subsequent Operations in Lifetime
Lifetime for Stage Shift from Conn. to Qual. Expired. !
. SL: Qual>> (N} SL: Stage Shift Lifetime Expired i
. SL: Qual>> (E) [Denied] Stage Shift Lifetime Expired. Quit i
(38 18) 22|= HZ Mol Al2He] 2T of(HE Azt 2tz
of o2 ZH 9E E8)

o I ALERIY 2o o8 AlRAe] DN 23
AR AL dASHEE W dE 2ok A A 24
g 7128 (a9 9)oA B b gk

"SL: Inits> {N) Handler Started ...

| { Connection Management Thread Started } 1
Date :2003/10/16 10:06:33 {
Server : tea07.chonbuk.ac.kr

i User :app
Client : 210.117.187.244-57134 ’
= ‘

|
i
|

[ Ubnd Stage ]
Date : 2003/10/16 10:06:53
Client : 210,117.187.244-57134

Client sent following Unbinding Information.

+--- DN 11 10=Grid/0=Globus/OU=histar.co. kr /CN=grid

- GWID  ::gwO2 ‘
SL: Ubnd>> (5} [Accepted] /usr/local/bin is unbinded from gw2 !
SC: Ubnd>> (S) [Accepted] /usr/lacal/bin is unbinded from gw02 1

{ Connection Management Thread Ended ]
Date :2003/10/16 10:06:53
Client : 210,117.187.244-57134

e e |

(22 19) T2l H2 Hol AlAHle] 20 oj(ALRRI] 270
o|st AIZXIS| DNTH 22 Hxel e SHH| )

43 23H odFele| Hip
o] AolA ¥, PERMIS (Privilege and Role Management

Infrastructure Standards Validation), Akenti, CAS (Com-
munity Authorization Service)?t Zo] FAHE 7159 A2
Q57 98 v ug s

4.3.1 PGAM vs. PERMIS

PERMIS[211E 4 AF&A) A roleg $99313 roles) w
g 1 f@go] AE 53] PGAME oE HE T A%
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o= BE, PGAMOAA S 7 A8A9] Certificate”t 2 A}
EAEA 2= o] AR ¢ 9% FTRE A
ik A}gxtel @ gto] tis] PA (Privilege Allocator)ell ¢
3 1 roleo] FAHH, ol PGAMe Hl& AjFR oz A}
olEQ &AM AFE P Heolr)

4.3.2 PGAM vs. Akenti

Akentil22]€ ¢ A dig H2 AoE X2 AAH
o ok 53], o]= VO Ze aZs @A s73=
40 Hgslol Ag3717} ojele 2ol Sl AL o
gt HE AMAE RdFY H4ANAGE FL& B Ax
3 AR

4.3.3 PGAM vs. CAS
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