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A Visualization System for Permission Check in Java
using Static Analysis

Yunkyung Kim' - Byeong-Mo Chang™

ABSTRACT

In Java 2, to enforce a security policy of a program, programmer writes permission sets required by the code at the policy file, sets
Security Manager on system and executes the program. Then Security Manager checks by stack inspection whether an access request to
resource should be granted or denied whenever code tries to access critical resource. In this paper, we develop a visualization tool which
helps programmers enforce security policy effectively into programs. This system is based on the static permission check analysis which
analyzes permission checks which must succeed or fail at each method. Based on this analysis information, programmer can examine
visually how permission checks and their stack inspection are performed. By modifying program or policy file if necessary and examining
analysis information repeatedly, programmer can enforce security policy correctly.

Key Words : Java, Stack Inspection, Security, Policy File, Static Analysis
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