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Abstract A mobile phone has became as a payment tool in e-commerce and on-line banking
areas. This trend of a payment system using various types of mobile devices is rapidly growing,
especially in the Internet transaction and small-money payment. Hence, there will be a need to define
its standard for secure and safe payment technology.

In this thesis, we consider the service types of the current mobile payments and the authentication
method, investigate the disadvantages, problems and their solutions for smart and secure payment.
Also, we propose a novel authentication method which is easily adopted without modification and
addition of the existed mobile hardware platform. Also, we present a simple implementation as a
demonstration version. Based on virtual machine (VM) approach, the proposed model is to use a
pseudo-random number which is confirmed by the VM in a user’s mobile phone and then is sent to
the authentication site. This is more secure and safe rather than use of a random number received by
the previous SMS. For this payment operation, a user should register the serial number at the first
step after downloading the VM software, by which can prevent the illegal payment use by a mobile
copy-phone. Compared with the previous SMS approach, the proposed method can reduce the amount
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of packet size to 30% as well as the time. Therefore, the VM~based method is superior to the previous
approaches in the viewpoint of security, packet size and transaction time.

Key words : Mobile phone, Payment system, Virtual machine
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CString CRun Thread: :MakeRandom()
{ /ABS3N(L) Ay a4
CTime t=CTIme::GetCurrentTime():
DWORD dwTlck = GetTickCount():

CString sRnd ="

retum sRnd:

sRnd.Format("%02d%d % 02d%d", dwTlck% 100, (t.GetSecond() / 6)%10, (dwTick/100}% 100, (t.GetSecond() % 100

a9 9 U 4F A2 3=
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bool CRunThread::TransactRandom(PACKE T packet)
{1/ EHE A8 H(ASI) UB w3 EICH

if(sSea.IsEmptyr))
retumn
else

{
if(ValidP aymentLog({LPSTRXLPCTSTR)sSeq) == false)

else
{
CSting sRandom = MakeRandom{);

)
}
retum false;

CString sSea=GetPaymentLoa(packet.pkiData. pkReaRandom.szPhone, packet. pktData.okReaRandom.szSeralNo);

SendAckFailed(4, "EHQAE BX I & AUEINE QAEHIAIR):

retumn SendAckFailed(S, "H & AI2IE 2018101 AS3| MA0I AMBIASLICH ZHREE CIASIGITUAIR™:

UpoatePaymentLog{(LPSTRXLPCTSTR)sRandom, (LPSTRXLPCTSTR)sSeq):
return SendAckRandom((LPSTR}LPCTSTR)sRandom);

/78 BSBCL

a9 10 4 8H A3

#lfndef __DEFSTRUCT_H_.
#define ..DEFS™RUCT.H_.

#pragma pack({1)

// B30 FF (COMMAND TYPE)
enum {

//HEADER 2 &
typedef struct _HFEADER
{

char szVendorNo (4]
char szPhone [15];
char s2Ssnl150;
} PK_REQ_AUTH:
//USRY E
typedef struct _PK_ACK_AUTH
{

char szSerizINo [32];//Al2i 2'Ebi
char szRandomNo [32];//4:g}
} PK_LACK_AUTH.
V%]

typedef struct -PK_REQ_RANDOM
{

char szPhone{15);
char sz8erialNo[32];
} PK_REQ_RANDOM;
/et A0
typedef struct _PK_ACK_AANDOM

a {
é/r\fg?éi_';\um = Ox0AO1, char szRandemNo [32);
CT.ACK_AUTH = Ox0AAI, } F‘K_A(EL(“_HANDOM
CT_REQ_RANDOM = 0x0A02, /R
CT_ACK_RANDOM = Ox0AA2, typedef struct -PK_ACK_FAILED
CT_ACK_FALED = OxOFAL, ,
1N publlc:
’ short errCode;
// HEADER Packsto} AIGI= - K‘c:ca'z emfg[[)m],
#define PACKET_HEADER_SIZE  sizeof(short)«2 //m?l-;u«_ d
78

typedef union _PKTDATA
{

Fona: /f D2 char sData [100]; /7 B 331
s /980 P am ke /(o o
Y HERDERE = PK_ACK _AUTH pkAckAuth;  // AFBRISIS 20t
J/oIE gt PK_REQ_RANDOM  pkAeqRandom // H423
o ES PK_ACK_RANDOM  pkAckRandom // o4&t
‘{9““' struet -PK-REQ-AUTH PK_ACK_FAILED pkAckFailed: /2%
} PKTDATA

typedef struct _PACKET
{

HEADER pktHdr:
PKTDATA pktData;
} PACKET, +LPPACKET;

typedef CList<LPPACKET, LPPACKET> PACKET_LIST.
/A RIAE MO

#pragma pack()

#endit // __DEFSTRUCT_H__
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private String sErroMessage;

AmsAecardStore rms; // rmsZ B21=CH

class PaymentCanvas extends Canvas

public PaymentCanvas()
/7 EINE Y
lcd-width = this.getWidth();
lcd_height = this.getHeight();
sJduminNo ="

try
{ //AMSE ACt

i

else

catch(Exception e}{}

private final String RMS_STORE_NAME = "PAYMENT" // RMS2] 0|18
private String sSerlal // AlRIZHH S Y=B4
private String sRandom; // 44§ B{e= W4

private String sJuminNo = null// S Al FUSE N E
private String serial_num;  // 2 SU20 WH2E Al2IF GH

ClientPacket cp; // UER3 ETBWAS Bei2Ct
MyNetwork mry // HIEH I M2 B AE B2Ct

rms = new RmsRecordStore(); // rms BUHAE S212CH rmstls Al2IZYBt HE

rms.open(RMS_STORE_NAME);
if(rms.getNumBecords{) > 0 )
{ //rmstll 301 EM SIS
sSerial = rms.getRecord(1);
System.out.printin{"sSerial | " + sSerial);
paymentState = WAITING_LRANDOM; // THAREE BEHF & BIBic2 0IS

{1 // mnsti] 201 EXGHR ¥2B
paymentState = INPUT_SSN; // X2|81H 22 0
System.out.printin("No values in RMS™;

rms.closs(); // AMSE E=Ch

¥ <OIBHYE>
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