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Design of RFID Cryptanalysis Strengthening Protocol
Using Access Time Interval scheme
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Abstract

RFID technology has been gradually expanding its application areas however studies on
personal space infringement along with security are insufficient. This paper proposes a
new security protocol access time interval scheme and RSA algorithm to analyze existing
RFID security protocol and attempts to solve the problem of lightweight protocol.
Information protection for two-way channels can be enforced through the proposed protocol
and other issues of sniffing and man-in-the-middle attacks can be solved by applying a
mutual certification technique application among tag readers.
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Figure 1. Hash Lock Protocol
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2.1.2 Extended Hash Lock
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Figure 2. Extended Hash Lock Protocol
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Figure 4. HP Protocol Process
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Table 1. Comparison of Existing Protection Protocol
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Figure 6. ATi-Confirm Algorithm Key Definition
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