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Abstract Security protocols have usually been developed using informal design and verification

techniques. However, many security protocols thought to be secure was found to be vulnerable later.
Thus, the importance of formal specification and verification for analyzing the safety of protocols is
increasing. With the rise of mobile communication networks, various mobile security protocols have
been proposed. In this paper, we identify the security weakness of the ASK mobile protocol using
formal verification technique. In addition, we propose a new ASK protocol modifying its vulnerability

and verify its robustness.
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3.1 Casper(A Compller for the Analysis of Security Protocols)
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* #Free variables : #
* #Process :
* #Protocol description :

g x4
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3.2 FDR(Failure Civergence Refinement)
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Msg 1. S -> V: CertV

Msg 2. S -> U : CertU

Msg 3. V -> U : Kv+ [U computes : K1 = {Kv+}Ku-

Msg 4. U -> V : Ku+ [U computes : K2 = {Ku+}Kv-

Msg 5.V —> U : {CertV, Rv}K [U and V compute : SK = {(K}Rv]
Msg 6. U -> V : {CertU, Rv}K
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#Free variables

v, u . Agent

s @ Server

pkv, pku : PublicKey

skv, sku @ SecretKey

SPK : Server > ServerPublicKey

SSK : Server > ServerSecretKey

rv @ Nonce

InverseKeys = (pkv, skv), (pku, sku), (SPK, SSK)

#Free variable’ A4 #|Hd A& #Protocol descrip-
tionell A AMEHE A B €Y ¥ & IS
T Uk vt ue 4F Ve U Z2EY AEAE 99|
33 s S Z2E AMul9] AdxE vepdth pkvel
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#Protocol description

0.>v:u

la. s > v : {v, pkvHSSK(s)} % digV

1b. s > u : {u, pku}{SSK(s)} % digU

2. v > u: pkv

3. u > v:pku

4. v > u: {digV % {v, pkvHSSK(s)}, rvi{pku}Hskv}
5. u > v {{digU % {u, pkuHSSK(s)}, rv}{pkv}}{sku}

#Protocol description A 3oe TZEZ A
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#Specification

Secret(v, rv, [ul)

Secret(u, rv, [v])

Agreement(v, u, [rv, pku, skv])

Agreement(u, v, [rv, pkv, skul)

#Specification A4 St HFHnA e B &
AL Aogtt B =FdMe vldA(confidentiality) 3}
5 (authentication), 7 7IAY Bt £A4E HFIIA
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‘Agreement(v, u, [rv, pku, skv])'$} ‘Agreement(u, v,
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#Intruder information

Intruder = Mallory

IntruderKnowledge = {Vendor, User, Sam, Mallory,
Rm, PKv, PKu, PKm, SKm}

#lntruder information 44 FHodMe FA ZZE
& 2ZAF7 % FEAY A ARE 73 o
2 EBo], 99 g4 ZE=E HY FHA EX2EQ ol
£ Mallory&z AAs92n, Vendor, User 13
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#Equivalences
forall rv, pkv, pku, skv, sku . {{rv}}{pku)}{skv} =

{rvHpkv}}sku}

#Equivalences A4 dtlE wAR A57He] 28137
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Vrv, pkv, pku {{rvipku}skv} = {{rv}pkv}sku}

Ve U 32E Alele] 4357 n@g 98] ALess
Diffie-Hellman 7} 2§ dxwaZFe FNHL oo
2ol F¥ 5= Utk Diffie-Hellman ¢me&e] didt
Bt A Ee (1319 70801 Wee FA=zs)
Ia=i=

A 9] 1. Diffie-Hellman 7] 2w ¥3g]=

K= (YV)X" mod q

= (aX" modgq) X”modq

— ( X,,)Xymodq

Xy X,
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o)~ “mod q
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(
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Ymod q
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Msg 1. S — I(V) : {V, Kv+}Ks-

Msg 2. I(S) = V : {V, Kv+}Ks-

Msg 3. V — I(U) : Kv+

Msg 4. (U) -V : Ku+

Msg 5. V — I(U) : {{V, Kv+H{Ks-}}, RvHKu+}Kv-
Msg 6. S — I(U) : {U, Ku+}Ks-

Msg 7. (S) — U : {U, Ku+}Ks-

Msg 8 (V) — U : Kv+

Msg 9. U — I(V) : Ku+

Msg 10. KV) — U : {{{V, Kv+HKs-}, Rv}{Ku+}}Kv-
Msg 11. U — I(V) : {{{U, Ku+}{Ks-}, RvH{Kv+}}Ku-

I 3 ASK ZREZ 34 AUgle
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71Kun)E VA s Dok 193 23 ag: 3
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ZI2AAY BAEE 5 S17] W] Mula AFR
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Z AA71Y AAAA(freshness)E B4 4 {17 o
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ALE- ARE g £ A "ok oo uwe}, Mulx
AZAL AR A5 FAAFE EAR ] 93
ArEE A s BEE £ QA =®oh
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Msg 1. S — V @ CertV

Msg 2. S — U : CertU

Msg 3. V= U : {CertV, Rv}Kv- [U computes : Ru]
Msg 4. U — V : {CertU, {Rv, Ru}Ku-}Kv+ [V

computes : SK = h(Rv, Ru)]
Msg 5. V — U : {{Rv, Ru}Ku+}Kv- [V computes :
SK = h(Rv, Rw]

a% 4 £39 ASK Z2EZ

+3E ASK Z2EZE oj&std, ¢ 57N o
g upeh o), ARgATE Zupd FA Hule]2E o}
3 f8 FH2E EE e A5 7MY B
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