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ABSTRACT

Several network attacks, such as distributed denial of service (DDoS) attack, present a very serious threat to the stability
of the internet. The threat posed by network attacks on large networks, such as the internet, demands effective detection
method. Therefore, a simple intrusion detection system on large-scale backbone network is needed for the sake of real-time
detection, preemption and detection efficiency. In this paper, in order to discriminate attack traffic from legitimate traffic on
backbone links, we suggest a relatively simple statistical measure, entropy, which can track value frequency. There is
conspicuous distinction of entropy values between attack traffic and legitimate traffic. Therefore, we can identify what kind
of attack it is as well as detecting the attack traffic using entropy value.
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