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Abstract

As the E-commerce and E-business are developed actively, using certificate is incremented
rapidly. The certificate validation must be confirmed at first in E-commerce and the OCSP
Responder can offer CSI to the client using OCSP. With the rapid development of the
E-commerce based on the Internet. a lot of clients request CSI to OCSP Responder. So,
the load to OCSP Responder is increased and the OCSP Responder may be overloaded.
Therefore, for distributing the load to an OCSP Responder, D-OCSP is introduced. As the
CRL has a lot of information about revoked certificates and have a high exposure
possibility of information in the process of distribution, the confidentiality as well as
integrity are required in the process of distribution. So, we propose a CRL distributing
method based on group key agreement in D-OCSP. The proposed method can distribute
effectively a published CRL to OCSP Responders with confidentiality as well as integrity
and offer concurrency that each OCSP Responder can start CSI servicing of new CRL to
clients at the same time.

» Keyword : CSl(Certificate Status Information), D-OCSP(Distributed OCSP), CRL Distributor,
Load Balancer
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| . Introduction

{PKI and CRL.} As the E-commerce and E-business
using PKI(Public Key Infrastructure) are developed,
the use of certificate is incremented. In a PKI, a
trusted third party called CA (Certification Authority)
issues a certificate digitally signed by using its
private signing key. The certificate is used to bind
an users identity information with the corresponding
public key. The certificate’s validity period is
indicated by an issuing time and an expiration
time, both fields also being included in the signed
part of the certificate. If the user's private key is
compromised or the user’s personal information is
changed, the users makes a request to the CA for
The CA has the
responsibility of publishing to users that the user's
certificate has been invalid. The clients (or OCSP
clients) or users check not only the expiration data

revoking own certificate.

on the certificate, but also whether the certificate
has been revoked or not. The certificate revocation
list is increased along with the population growth
The CA gathers a list of
information about revoked certificates and publishes
the CRL(Certificate Revocation Lists) periodically
and CRL is the most well-known method. The CRL
issued by a CA is stored a CA Directory (or CA
Repository). In case of validating user’s certificate,

of certificate user.

the clients or users acquires the CRL stored in CA
Directory. And they check whether corresponded
certificate is contained in the CRL or not. Therefore,
the CSI(Certificate Status Information) of the
in the
E-commerce or E-business. In order to reduce the

certificate must be confirmed at first

size of certificate revocation list, a lot of methods
The CRL is a
digitally signed list of revoked certificates by CA

have been proposed nowadays.

and is composed of (1,2)

* Version

« Signature Algorithm
«{ssuer Name

» This Update

* Next Update

* Revoked Certificates
+ Serial Number

* Revocation Date

« CRL Entry Extensions
- CRL Extensions
- Signature.

{T-OCSP and D-OCSP.} If the client needs very
timely CSI, an online certificate status service like
the OCSP(Online Certificate Status Protocol) is
more convenient than CRL {(3). As client does not
need to download a CRL directly in OCSP, a high
client and CA
Directory is not required. The OCSP Responder(or
OCSP Server) acquires the CRL from CA Directory
and services a CSI to the clients.

communication costs between

In case of
validating user's certificate, the client sends an
“OCSP Request” to OCSP Responder and the OCSP
Responder answers with an “OCSP Response’. The
OCSP request and response are signed by the
sender and are validated by receiver. With the
increase of the number of client, the load to an
OCSP Responder can centralized in "T-OCSP
{Traditional-OCSP)"(4.5). Therefore, “D-OCSP (Distributed
-OCSP)” is introduced for decreasing overload to
single OCSP Responder. The D-OCSP can process
more CSI requests than T-OCSP in concurrent,
because CSI requests from clients are distributed
to each OCSP Responder. .

{Our Contributions.} CRL has a lot of information
about revoked certificates as above. CRL have the
integrity by signature of CA's private key but, does
not have the confidentiality because of unsigned
part of CRL. As CRL have a high exposure
possibility of the information in the process of
distribution especially, the
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confidentiality as well as the integrity are
required in the process of distribution. Therefore,
in this paper, we propose a distributing method
based on group key agreement. The method can
distribute effectively a published CRL to OCSP
Responders with confidentiality as well as integrity
in D-OCSP environment. And the method give
concurrency that each OCSP Responder can start
CSI servicing of new CRL to clients at the same
time. This paper is organized as follows. In section
2, we propose a efficient D-OCSP network model
and show the necessity of each component and
explain the necessity of group session key. In
section 3, we apply a group key protocol suitable
to proposed network model and propose the method
of CRL distribution with confidentiality and
concurrent CSI servicing using group session key.
In section 4, we analyze the characteristics and
efficiency of the proposed model and methods.
Finally, in section 5, we bring to a conclusion of
this paper.

. A proposal of efficient D-OCSP
network model

In this section, we propose a D-OCSP network
model and explain the necessity of each component
and the application necessity of group session key
to the model. (Fig.1) shows the D-OCSP network
CRL Distributor and the Load
Balancer are needed in the proposed model.

model and the

2.1 The necessity of CRL Distributor

In the D-OCSP network model, the required conditions
are as follows.

CA System

CA

CRLl issue
CRL | store

£ N

CRL CRL CRL CRL RL
A 4
OCsP OCsP OCsP ocsP
Responder Responder Responder | """ ttC Responder
csi cst )
request request request

Fig 1. A proposal of efficient D-OCSP network model
2 1. &8%2l D-OCSP WEST 2| Hiet

As soon as the CRL is issued by CA, the CRL
must be sent to each OCSP Responder rapidly.
Therefore, the “push method” instead of “pull method”
is required (6].

The CA must not have the overload for CRL
distribution.

The CRL must be sent to each OCSP Responder
concurrently and the each OCSP Responder can start CSI
servicing of new CRL concurrently and rapidly.

In the structure of PKI, the addition of new
authority for CRL distribution have to be avoided
possibly.

To satisfy the above conditions, CRL Distributor
having a function of CRL distribution is required
in CA system like in (6). (Fig.1) shows the CRL
Distributor subsystem in CA system and the CRL
Distributor has the same function with CISProvider
of (6). As soon as the CRL is issued by CA, the
CRL Distributor distributes to each OCSP Responder.
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2.2 The necessity of Load Balancer

The each OCSP Responder acquires the CRL
distributed by CRL Distributor and services CSI to
clients. As CSI requests are distributed to each
OCSP Responder, D-OCSP network model can
prevent the overload of single OCSP Responder in
T-OCSP. Also, D-OCSP can process more CSI
service than T-OCSP at the same time. However,
in case of not offering the “load balancing’, some
OCSP Responders may have the state of overload
in worst case. And the other OCSP Responders
may have the state of underloaded or even idle.
Thus, the function of load balancing is needed. The
separate server having a function of load balancing
is needed because OCSP Responders are busy for
servicing CSI. The Load Balancer exchanges the
with each OCSP
Responder for load balancing of CSI request (7).

control message and data

2.3 The usage necessity of group session key

Table 1. Computation time comparison of the crypto
algorithms (8}
B 1. o= A4n2iEe] ARt AR sl

. Lk Computational time
Type Algorithme i1 {msec!operation)
RSA 1024 signature 4647
RSA 1024 verification 0.188
Asymmetric
RSA 2048 signature 29.174
RSA 2048 verification 0.445
DES (1024 bit) 0.005
Symmetric
DES (2048 bit) 0.01

{Privacy.} The CRL includes the revocation list
of a lot of users in unsigned part and anyone can
see the content of CRL. Thus, the information can
be exposed easily in CRL distribution (5}. The
exposure of information can violate users privacy
and can be abused by an attacker. The confidentiality
is more required in CRL than in OCSP having
response of good, revoked or unknown(0, 1, 2).
Therefore, the confidentiality as well as integrity
are required in process of distribution CRL to
several OCSP Responder (5].

{Save of computation costs.}] (Table 1> shows
computation time of each crypto algorithm. In the
proposed D-OCSP network model, if each session
key(symmetric algorithm like DES) between CRL
Distributor and each OCSP Responder is used for
encryption of CRL, the number of n session keys are
needed in case of n OCSP Responders. The CRL
Distributor manages n session key and the encryption
computation of n time is needed for CRL's distribution.
However, because same CRL is distributed to each OCSP
Responder, if the common session key is used, the
encryption computation of 1 time only would be needed.
Also, the CRL Distributor have only to manage 1 session
key.

{Confidentiality of load state information exchanged.}
In the proposed network model, the Load Balancer
needs a load state information(overload or underload)
from each OCSP Responder for load balancing of
CSI request. If the load state
modified by attacker, the load balancing would be

information is

failed. Some OCSP Responders can be overloaded
or down, other OCSP Responders can be underloaded
by wrong load state information. Therefore, the
session key is also needed for encryption of load
state information between Load Balancer and
OCSP Responders. If each session key between
Load Balancer and each OCSP Responder is used,
the number of n session keys are needed in case of
n OCSP Responders and the Load Balancer
manages n session key. If the common session key
is applied, the management of session key can be
each OCSP

simple in Load Balancer and

Responder.
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CRL
Distributor

Fig 2. The message and data flow among the
components of group model
I8l 2, 3§ Y PMeztel oMX|el ol 8

Forwarding of CRL in case of communication
problem between CRL Distributor and an OCSP
Responder.} If the communication trouble between
CRL Distributor and an OCSP Responder is
happened, the OCSP Responder can not receive
new CRL from CRL Distributor and begin the CSI
services of new CRL. The situation can be continued
until communication problem is resolved and can
influence the efficiency of total system. For
preventing the problem, the OCSP Responder can
require CRL from near OCSP Responder. The

OCSP Responder acquiring encrypted CRL by

forwarding can decrypt it using common session
key. Thus, group session key is needed among each
OCSP Responders.

Therefore, we treat the CRL Distributor, Load
Balancer and OCSP Responders as a group and
apply “Group Key to the group. The application
group the of
managed session key and computation cost for

session key decreases number
encryption. (Fig. 2) shows a group model composed
of the CRL Distributor, Load Balancer and OCSP
Responders and the flow of data and message
among them.

Ill. An application of group session key

In this section, we research about group key
distribution protocol and apply a group session protocol
suitable to the proposed D-OCSP network model.

3.1 Requirements

Table 2. Comparison of group key protocols
¥ 2 37| =28 4|n

; protocpf ’ iy round unicasts’ zr::g m e Sm Sig. | Ver. type
Emmanuel1 | O n-1 1 high high o 1 2 | ring
Emmanuel 2 2 n-1 1 high low A 1 1 Star
Katz-Yung 3 3n medium | medium o 2 O(n) | mesh

Nam 3 n-1 n+l high low o) 1 1 Star

Note. Sig : Signature Generation, Ver :

Signature Verification, Emmanuel 1 means "Provably

Group Diffie-Hellman Key Exchange’, Emmanuel 2 means “Mutual Authentication and Group

Key Agreement for Low-Power Mobile Devices

The “Group Communication’ means the communication
among group components using group key in case
communication among the group components is

frequent. There are the “1-to N' model and “N-to-N"
model in group communication. The proposed group
model is similar to “1-to N" model. There are the
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“distribution -type” protocol and “agreement-type’
protocol in group key establishment protocol. The
manger of a group is needed in “distribution-type’
protocol. The group manager selects data and
computes the group key. And the group distributes
group
“agreement-type protocol, the all of components

the group key to components. In

participate in the creation of group key. In
accordance with it, the distribution-type protocol is
mostly used in 1-to-N and the agreement-type
protocol is used in N-to-N model. According to
passing for computing group session key, they are
divided into star type, ring, and mesh type
(9,10-14,15-19,7.20). We suppose that OCSP
Responders, CRL Distributor, and Load Balancer
are the server. For selecting group session key
protocol suitable to proposed D-OCSP network

model, the required conditions are as follows.

1. As the proposed D-OCSP network model is
belong to mesh type of 1-to N model, group
key protocol of star type is suitable.

2. As each OCSP Responder and Load Balancer
are always very busy for CSI service, a group
session key protocol that almost computation
for group session key distribution is processed
in server(CRL Distributor) and minimum of
computation is processed in client(OCSP
Responder and Load Balancer) is suitable.

3. An applied group key protocol must offer
authentication, confidentiality, integrity, and
forward secrecy.

4. The data exchange in group key protocol is
small as soon as possible.

5. The computation costs in group key protocol
is small as soon as possible.

6. The communication costs in group key protocol
is small as soon as possible.

The several group key protocols have been
proposed in (9,10-14,15-19,7,20) now. (Table 2)
show the comparison of group key protocols. Nam's

group key protocol is suitable to the proposed
D-OCSP network model as in (Table 2) (15,16].
Nam's group key protocol proposed in “DH-based
Group Key Agreement in a Mobile Environment’
written by Junghyun Nam offers the mutual
authentication, forward secrecy and group key
agreement using signature scheme and needs a two
round for group generation (15,16). Nam's group
key protocol offers that the almost computation for
group key generation is processed at server and
the minimum computation is processed in client

3.2 An application of Nam's group key agreement

protoco!
OCSP Responder(inciude Load Balancer) : Uy Uy, ..., Uny
CRL Distributer : Uy
OCSP Responder U, OCSP Responder Uz OCSP Responder Un.s
n € lLg-1 n&llg-1] ha€ellg-1]
528" n=g" Z =g
m=(U,z) my=(U,,2,) My = Un 120}
4 4
x=2 x,=z | CRUDSbr Uy | vew X, =2,
rir,ea{l,g-1z=g",x, = g™
X =xx..%, .
y=X-x Yy =X 57 v Yo =X -5
Y= S Yond

e ]
common sessonkey K = H(Y,X)

=

Fig 3. An application of Nam's group key agreement
protocol to proposed D-OCSP network model
I8 3. 0§ 7| ge| Z=eZ X8

(Fig. 3) shows an application of the Nams
group key agreement protocol to proposed D-OCSP
network model. The generation procedure of group
session key performs the following steps:

1. Each OCSP Responder(include Load Balancer)

‘ Ui+U, chooses a random y,&Z , computes
z;=g"”, and sends m,=(U,Z;) to the CRL
Distributor  UJ ,,.
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2. The CRL Distributor {J, chooses random ,7,eZ,

and computes z=g” and x,=g"".
3. The CRL Distributor [, cormputes FiE[IiI, n]x,-

and the set Y=y |I<i<pn—]1, Where x;

and y,=X-x7L

4. The CRL Distributor [, broadcasts m,=(U,,,z, ¥)
to the entire group(each OCSP Responder and
Load Balancer).

5. Upon receiving the broadcast, each OCSP
Responder(includes Load Balancer) UsU,

computes X=y ;*2".

6. All users in U computes their session key as
K=HY,X). where H is a one-way hash
function modelled as a random oracle in the
security proof (15,16).

33 A CRL distribution with confidentiality and
concurrent CSI servicing using the group
session key

(Fig. 4) shows a procedure of CRL distribution
with confidentiality and concurrent CSI servicing

The detailed

procedure using the group session key sk is as
follows.

using the group session key.

1. When the CRL is issued by CA, the CRL
Distributor encrypts CRL using the group
session key sk and sends the encrypted CRL,

E ,(CRL), to each OCSP Responder.

CRL Distributor: E 4(CRL)—OCSP Responder

2. The CRL Distributor encrypts the “begin of CRL
distribution” message and sends to Load
Balancer.

CRL Distributor: E 4( begin of CRL distributiony—Load Balancer

(3) Receives CRL

(5) Sends “ready’

(6) Distributes
(1) Distributes CRL CSl request

CRL Load

Distributar Balancer
{2) Informs start of
CRL distributing
/(A') Receives
infarmation

Fig 4. A CRL distribution procedure with confidentiality
and concurrent CS! servicing using group session key
33 4. CRL 24 Bt

3. The each OCSP Responder receives the encrypted
CRL, E4(CRL). and decrypts it using the
group session key sk.

OCSPResponder- D 4(E 4(CRL))=CRL

4. The Load Balancer receives the encrypted “start
of CRL distribution’ and decrypts it using the
group session key sk. The Load Balancer
knows the publishing of new CRL and waits
“ready” message from each OCSP Responder.

LoadBalancer. D y(E ., (begin of CRL distribution)) =
begin of CRL distribution

5. In case of completing of new CSI servicing
preparation by new CRL, the each OCSP
Responder sends the encrypted ‘ready’
message to the Load Balancer.

OCSPResponder: E (ready)—Load Balancer

6. If the “ready’ message is received from each
OCSP Responder, the Load Balancer distributes
the CSI request to the OCSP Responder.

LoadBalancer. D ((E . (ready))= ready
OCSPResponder—=CSIrequest LoadBalancer
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7. If the “ready’ message is received from an
OCSP Responder in limited time, the Load
Balancer does not distributes the CSI request
to the OCSP Responder until receiving of the
message.

IV. Characteristics

(Table 3 shows a comparison of the proposed
D-OCSP model, the general I-FOCSP model and the
T-OCSP model. The detailed characteristics are as
follows:

X 3. it 2Yn} B} 220 v
Table 3. Comparison of the proposed model and the
others

d - “ g 4 hqwﬁy B SN
oLse | oicS | doy ,mdw oCRLIN | ofCRU
Respnder | seving | Sevies |1 Corry | diuton | dikinion

Proposal | muftitude high possible possible

0
D-OCSP | mutttude high dificult diffieutt 0 X
0

ToCsP single low

{Proposed D-OCSP network model.}

- The CRL Distributor

coffers the active CRL distribution of push
method.

* distributes the CRL to sach OCSP Responder
concurrently and rapidly.

*does not give the load of CRL distribution to
CA. '

* Because CRL Distributor is subsystem of CA
system, the additional certificate is not required.

- The Load Balancer

*offers the load balancing of CSI request to
D-OCSP network model.

* Because the- Load Balancer passes only the
CSI requests, the Load Balancer does not need
the certificate.

* The Load Balancer can be included in like the
proxy or gateway server.

{Proposed CRL distribution method using of group session

key.}

*The only 1 session key is managed and used
among CRL Distributor, OCSP Responders and
Load Balancer.

* Because the group session key can be changed
periodically, it can reduce the damage of key
exposure.

* Because symmetric session key is used, the
computation costs for encryption and decryption
is small.

* Because the CRL Distributor is idle except at
the CRL distribution, the almost computation
for generation of group session key is processed
in CRL Distributor at idle time.

*» Because the OCSP Responder and Load Balancer
are busy for CSI service, the minimum of
computation for generation of group session
key is processed in OCSP Responders and
Load Balancer.

{Method of CRL distribution with 'confidentiality

and concurrent CSI servicing.}

*» For distributing the CRL to each OCSP Responder,
the CRL Distributor computes only one symmetric
encryption using group session key.

* Because the CSI requests are distributed to
prepared OCSP Responder(having “ready” condition),
the concurrency of CSI service can be guaranteed.
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V. Conclusion

In this paper, we proposed a method of the CRL
distribution with integrity, confidentiality, rapidity
and concurrent CSI servicing using group session
key in D-OCSP. For this one, we proposed a
D-OCSP network model and applied the group key
protocol to the model. We presented a method of
CRL distribution with confidentiality and concurrent
CSI servicing using group session key and showed
the characteristics and efficiency of them. The
proposed method can be used for designing PKI
system effectively.
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