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ABSTRACT

In order to provide the efficient personalized services, the organizations and the companies collect and manage the personal
information. However, there have been increasing privacy concems since the personal information might be misused and
spread over in public by the database administrators or the information users. Even in the systems in which organizations or
companies control access to personal information according to their access policy in order to protect personal information, it
is not easy to fully reflect the information subjects’ intention on the access control to their own personal information. This
paper proposes a policy-based access control mechanism for the personal information which prevents unauthorized information
users from illegally accessing the personal information and enables the information subjects to control access over their own
information. In the proposed mechanism, the individuals’ personal information which is encrypted with different keys is stored
into the directory repository. For the access control, information subjects set up their own access control policy for their
personal information, and the policies are used to provide legal information users with the access keys.
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- «xsdischems xmins:xsd="http:/ fwww.w3.org/2001 /XMLSchema™>

-~ <xsd:element name="Hong's Policy">
~ <xsdicomplexType >
- <xsd:sequence>
<xsdielement name="Info. user" typew"sxsd:string” />
<xsd:element name="ID" type="xsd:string" />
<xsdielement name="name" type="xsd:string" />
<xsdielement name="tel" type="xsd:string" />
<xsd:element name="health_checkup” type="xsd:string" />
<xsd:slament name="job" type="xsd:string” />
<xsdielemnent name="gsex" type="xsd:string” />
<xsd:element name="medical_fee" type="ssd:string" />
<xs5d:element name~"prescription" type="xsd:string" />
<xsd:element name="disease_name" type="nsd:string" />
<xsd:el name="dj: _history” type="xsd:string" />
</xsd:seguence >
</xsd:complexType>
</xsd:element>
- <xsd:Policy Info_user="doctor">
~ <xsd:Attributeinformation
<x5d:Attribute ID="read" />
«<xsd:Attribute tel="read" />
«xsd:Attribute disease_name="madify” />
<xsd:Attribute job="read" />
<xsd:Attribute health_checkup="read” />
</xsd: Attributelnformation >
- <xsd:Constraint> ’
«xsd:Time>AM 9:000PM 6:00</xsd:Time >
</xsd:Constraint> .
</xsd:Palicy>
~ <xsd:Policy Info_user="nurse">
- <xsd:attributeInformation >
<xsd:Attribute ID="read"” />
<xsd:Attribute prescription="read" />
</xsd:AttributeInformation>
~ <xsd:Constraint>
<xsd:timeDuration der medical t
</xsd:Constraint>
</xsd:Policy >

~ <xsd:Policy Info_user="hospital clerk">
~ «<xsd: AttributeInformation >
<xsd:Attribute prescription="read" />
<xsd:attribute tei="read" />
<xsd:Attribute medical_fee="write" />
</xsd: AttributeInformation>
_</xsd:Policy>
{3 «<xsd:Policy Info_user="Insurance cansultant">
~ <xsd:AttributeInformation>
<xsd:Attribute name="read" />
<xsd:Attribute tel="read" />
<xsd:Attribute address="read" />
<xsd: Attribute job="read" />
<xsd: Attribute medical_fee="read" />
</xsd:AttributeInformation>
~ <xsd:Constraint>
<x5d!Time>AM 9:00nPM 6:00</xsd:Time>
</xsd:Constraint>
</xsd:Policy >
- <xsd:Policy Info_user="family doctor">
~ <xsd:AttributeInformation>
<xsd:Attribute 1D="read" />
<xsd:Attribute tel="read" />
<xsd: Attribute health_checkup="modify" />
<xsd:Attribute disease_history="modify" />
<xsd: Attribute disease_name="write" />
</xsd: AttributeInformation>
~ <xsd:Constraint>
<xsd:IPaddress>192.168.0.100</xsd:IPaddress>
<xsd:Time>AM 9:00~PM 5:00</xsd:Time>
<xsd:timeDuration>2006.6.31 </xsd:timeDuration>
</xsd:Constraint>
</xsd:Policy >
<fxsdischema>

I 11, LS8 Vi =ajolyA] BE T

W | wme | addes [1el ] sec |3m If roles"NE" and intent="OE"
1 [wore |seol |oza0 [w Student
2 |xm [eusan [os-222 | sales Allow Access(T.add, T.tel, T.sex, 7.job)
3 [iee [anchen [oa-tu |w ooctor Else

Table T Deny Accass

Hong's policy }

If tu=“userl” and
‘timan' NG 00~-PNE 00"

Than  Allow Access(add,tel, job)

Else Deny Access
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Sngenta uiAg” |

/xsd:timeDuration>
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