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ABSTRACT

Recently, Chang et al”) proposed a new password-based key agreement protocol and a password change protocol to
improve the efficiency in the password-based authenticated key agreement protocol proposed by Yeh et al®, However, Wang
et al'” showed that their protected password change protocol is not secure under the denial of service attack and the
dictionary attack. This paper proposes an improved password change protocol to solve the problems in the Chang et al.’s
protocol. In the proposed protocol, the format of communication messages is modified not to have any clue for the guessing
of the password and verifying of the guessed password, The proposed protocol supports the advantages in the previous
password-based protocols and solves the problems in them effectively.
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