EHERERE R
%16 % 358, 2006. 6

e EQAS e AY $39
shal ot33 w7

l ﬂ‘l*

User Transparent File Encryption Mechanisms at Kernel Level

Jae-Hwan Kim" , Tae-Kyou Park? Gi-Hwan Cho"

'Chonbuk National University, 2Hanseo University
e <

A28 AR B3t % BIE $4 22 £FM AHAVE AGT g JE5 7] 4 %% 1S
alol, s G912 WA AAS FEeT HEIRE AL Agalch ol BN Bl ol
=7} ohg aeh B Rl AbE ANFE D% Ad SFoA, YRT B SFS AR AEA Z2a)
W 52 Sele Aawignt @ o AgAA TS AFo2 BeA02 U Estalel AT, B
39 SUg $4Y de oy DI dolelE ABLR ¥E 233t ¥ 45T by, Yigwd Pl BT @
g AR SO0 web B oAUES B S8 SRS BA E3 2 REte A A ARe 2
FA7) 554 A 3 AT 2 3t SR AT

N

ABSTRACT

Encipherment in existing OS(Operating Systems) has typically used the techniques which encrypt and decrypt
entirely a secret file at the application level with keys chosen by user. In this mechanism it causes much overhead
on the performance. However when a security—classified user-process writes a secret file, our proposed mechanism
encrypts and stores automatically and efficiently the file by providing transparency to the user at the kernel level of
Linux. Also when the user modifies the encrypted secret file, this mechanism decrypts partially the file and encrypts
partially the file for restoring. When user reads only the part of the encrypted file, this mechanism decrypts
automatically and partially the file. Therefore our proposed mechanism provides user much faster enciphering speed
than that of the existing techniques at the application level.
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