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ABSTRACT

ARIA is a 128-bit block cipher, which became a Korean Standard in 2004. According to recent research, this
cipher is attacked by first order DPA attack. In this paper, we propose a new masking technique as a
countermeasure against first order DPA attack and apply it to the ARIA. The proposed method is suitable for low
memory environment. By using this countermeasure, we verified that it is secure against first order DPA attack. In
addition, our method based on precomputation of inverse table can reduce the computational cost as increasing the
number of S-BOX masking.

Keywords : Differential Power Analysis(DPA), Block Cipher ARIA, Masking Countermeasure
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48 :m m
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Mask_ARIA_Crypt_Round()
{
Data_Masking;
Addroundkey;
MSubBytes;
for(i=1 ; i < Nr ; i++) {
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}
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