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A Conceptual Design of Knowledge-based Real-time
Cyber—threat Early Warning System

Dong-Hwi Lee* - Sang-Ho Lee* - Kuinam J. Kim*

ABSTRACT

The exponential increase of malicious and criminal activities in cvber space is posing serious threat
which could destabilize the foundation of modern information society. In particular, unexpected
network paralvsis or break-down created by the spread of malicious traffic could cause confusion and
disorder in a nationwide scale, and unless effective countermeasures against such unexpected attacks
are formulated in time, this could develop into a catastrophic condition. As a result, there has been
vigorous effort and search to develop a functional state-level cyber-threat early-warning system :
however, the efforts have not vielded satisfving results or created plausible alternatives to date, due
to the insufficiency of the existing system and technical difficulties. The existing cyber-threat
forecasting and early-warning depend on the individual experience and ability of security manager
whose decision is based on the limited security data collected from ESM (Enterprise Security
Management) and TMS (Threat Management System). Consequently, this could result in a
disastrous warning failure against a variety of unknown and unpredictable attacks. It is, therefore,
the aim of this research to offer a conceptual design for “Knowledge-based Real-Time Cyber-Threat
Earlv-Warning System” in order to counter increasing threat of malicious and criminal activities in
cyber space, and promote further academic researches into developing a comprehensive real-time
cyber-threat early-warning system to counter a variety of potential present and future cyber-attacks.

Key words : Cyber—threat, Early Warning System
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#Z 5HAV]) 0689 00224 2.35209 -.92377 1.86169 103782
EZ3HAvlold) 6627 67724 -86783 -.10549 96179 - 86783
S E 2 AT 7 SHASE = SHAAN R = 5 ALV % = AP = SHAT) S = SHAR) S = SHAQIE ZSHAIQ)
A EEHAD | 100 20 270 082 | -083 228 ] -016 | -1 097 140
EZ3HAY) 20 100 425 230 509 368 | -9 | 192 011 274
EE3HAI) 70 25 | 1000 367 213 439 162 | -114 | -008 441
EE5HA) 32 80 367 | 1000 | -036 361 045 | -.144 032 281
EF3HAD) | - 53 09 213 | -03%6 | 1.000 415 017 064 | -089 039
EZ3HA6) 28 68 439 361 415 | 1.000 056 | -3 000 53
RZHATD | - 16 29 162 045 017 056 | 1.000 166 016 041
EF5HAB) 24 2| -4 | -144 04| -13%5 166 | 1.000 278 -.148
EZ3HA9) o7 1| -0 032 | -059 000 016 278 | 1000 - 166
EF3HAL0) 40 7 441 781 039 535 o041 | -a48 | -166 1.000
FZ3HALD 09 8 418 23 | -078 34 { -0l | -016 053 789
£F3HAI12) 24 98 237 289 127 389 | -1 | -085 | -138 492
EFHTota) | 36 2 697 697 289 871 164 0.11 165 a7
EF3HAV) 3% 12 697 698 289 672 164 0.10 164 772
gZsHAvlold)] 52 40 054 004 039 | -17 107 | -037 | -0% -043
EFHAD | 100 20 270 082 | .-083 28 | -016 | -124 097 140
E#3HA2) 20 100 425 230 509 368 | -0 | -192 011 274
EZ3HAI) 70 % | 1000 367 213 439 162 | -4 | -008 441
EE3HAY -82 30 367 | 1000 | -036 361 045 | -144 032 81
EF3HAD) -53 09 213 | -03%6 | 1000 415 017 054 | -059 039
EF3HAB) 28 68 439 361 415 | 1000 06 | -135 000 535
EZIHAT) -16 29 162 045 017 056 | 1.000 166 016 041
EZ3HAY) o4 | -32 | -4 | -am 054 | -1% 166 | 1000 218 -.148
EZ3HA9) 17 1| -008 032 | -.089 000 016 278 | 1.000 -.166
EE3HAI0) 0 74 441 781 039 5% 041 | -148 | -166 1000
EZ3HAID 19 18 418 723 | -078 344 | -0l | -016 053 789
EF3HAL2) 2% %8 237 289 127 | 389 | 123 | -os5 | -3 42
gZHTotal) | 36 12 697 697 289 671 164 011 165 772
EF3HAVD 36 12 697 698 289 672 164 010 164 72
EFsHAvlod)] - & 40 054 004 039 | -a17 107 | -037 | -090 043
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