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Socket Layer), WTLS(Wireless Transport

AUBCIZAIAR HAlol M) 2Ot 7% - 637

Ao 2O U=
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daelEe] Y1, 2]. AT TA AR A5 9
A AT AL E 7, Bk 7)5 A9 Hel &y
o AIAE 12 E9, & Eol/ AT EY] =
Ho= et mEAbate] o) FE 1 glek 2 7kx) 9l
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SR Eate

« AH] A A (DoS: Denial of Service) 23
txd A4 #e] (DRM: Digital Right
Management) 9} -2 A Z& Ko Z¥7} Hot
AE7 e} dHlt) EA AR AR} Alo]9] &
el g o 7ot

IT. ¥ =X 282 3 eFA]
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B AYZ 4% Sl TH L A 9
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ol 22} st 2-94E 2ol gk Ay
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SHTE 2717k Folo} shul, 471 Fek 4]
g 2jo]A] ok AEE 9] FASIM 2928 5
ek,
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2ol dEEE 7SRRI 3o, ol #
< 4 Lol 2FHA Sk wieb 2ot

T F7) A BAE AR R
a7t ot FA dFE e R E 52
LE Yol A E AAE0l 7HE FHersith

# zoa/\]

T ARAE]
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Jogie thertd Zjdo] 32 4 3 A}
LmEs]o] 2 0] Slek o] af oleis, 4,
ERo] So} P2 2T EY ] TS| B
ok FAL A A % ek o] FA
L RN ES DA ST EVE
F¥gbe] whebd TS ofshd Zoltt,

B2 A ZEAA  AGHE A QA7
Hlgo2 E31%h et A Adlo] B o
& A2 AEHEES ARt 2HEH A&
& Heks HFohs A A os w4
ARG B2 9 RS 7o R A
HIAE Al F8hs dElE|e] Folrt 2eiuh Bk
5 3_7:5-].7] 943].01 7} /\]/\Eﬂ AYVIEE A}xi
o FFshe 3lo] Brbsshk. B, Alag
2} o] AAE 0 iz bt BTk, 2
F5o| gz M2 Ackel Y 5 9]
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A F<e] Bel Ry} HAshe dolsiA ©
ot

Tl g o) ueke A7) Aslel
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7153 B AAUSE 278 Utk

2. 2EE o] F oy
MITIEA AT ATEol ok Hokye F
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o) %2 FAl7} QIeH5)
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B34 ATES o} Bxtatn), 717ke v)go) - ARA B8 T B QETEAIAES] Y
8 o B2k A Aol Z=9) 2Rl 7t % ol AAE T ek, B ABY FEI} 2L B
7Y 129k Bek Ferd el 7PsAle] Z AE ATA 1 jEke] HQt Yuke opr) g 5=
Bk QHtEAAHo] QEYT SEE T o gtk SHlABA YEYZAL O BE 34, ¢
8o AT7} 27FEo) ma, QT EAAR A& Be QM TATE o] AlAR B4, dokst
TEol= g BREA 1 gk B A AT E 0] Hot AAERE o e 9Fe] &
2ok E T2 7 <lo], S 3 oWER A+ olu)si),

2 Ued TAS B 5 Qs C9 CH+Y

Abgol) 98 erghET), o] g ZuolA)

Col CH+i Quitmn2ale g s uiz 111 34 FH)

7 ¢lojo]c},

s ¢ Ak NETZ-L dje] 2ZE o] 1. 349 L5

NAELE 8 7o) Fhsaith 05d 2%

A BHOR AAFSE A Sejolwe} B (22 1 M= 2] ta 220 we
BS Bajo] 4L A QAT kR Qur]  BERES RodRrt 249 gl 242 71549
SAAEE B A AR T B BRES7)EoR A 7 9 WER BEAT5):
A 9l AlAE] Ao] AT Ego] Het e - H]WA A QU SAIAR Yol A,
Wx|517] of &) sk, B4 3, thRol| nIzket u ES Bx

Embedded System
Attacks

X
-->(Availabil ity Attacks)

/

( Integrity Attackq ( Privacy Attacks

Functional
Classification

v

A
L
Power Analysis
Eavesdropping LH.( Fault Injection -}
P
Microprobing Timing Analysis
Physical Electromagnetic Software
Attacks Analysis Attacks
Side-Channel Clnieaton

Attacks

—

a3 1) 3% £8I5)
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2o ZC WPS At
SH8H 34 RS ALY Ao 28 A
Ae)

250) AR 7152 BA, BAHA §

PHTIEALE B2 FRe T 0 e
S AAIEP] SI310] ARG HE ool £ 5
e TR Firk o)F ololdEEL Ao
(29 DA A A F2 W72 ol
5]:
c2ed 701 4, ¥E FE AU 2 o
| Aol AATO R 22 Y 32
CAolE-AY B4 1 9 $48 FHAE 5
A% A1, A ), A A A9 B39 2
S A U5 5L T E e 3
- £TEQo} 32 Hlolds, ERo) B3l 4 5
3} e ATEGo] ofolES Fa s

.
4

—

) =Al e thet $70) ofel /4 WEE
sl QA A2 TANES BE DS 9
3 ofe} 714 7142 Aol Aga oI E9,
2913 342 Aol=-Ad FHo] Loluy] el
A% 34 0% A8 4 9l

2. 54 347} Aol =-Ad 34

o]

Pl =X 2o thajo] vkt 22l Z)el
I ApolE A F20] AE = et o
Tk ARPEFIE 22 A5 -5 GHT=A
o ZHellA WA ik 22 ol & 342 Lo
A I B AR} A 2R sl A3]E 4 9L

= A0% Hoj, kg Gt TR Ao A

e

)

lo ¥

of

&
2
Ea

I it

&l

_

rlo

gEA 2 7T, 7).

7t 82l 34

3|2 BE Ake] vt = Avle] tfdt B2lF] 3
AL AXUE Abo] FALE £3P] Yt BALE
o] 4319 7)A] Frk 184 SoC(System On Chip)
of st s nlo] A2 YAl 7|0l B asit
33 F42] 3 AA D= de—packaging®]th
De—packaging< 57] A& ARS8l AEEe 9
R TA (resin) & HULE H 7 |AE AAT
et 5-ARl vlo| AR gAF 2 A ¥
7 2 7eE0] A¥4 2% de—packaged 3
Ul AXAES] HAEF QIE 0|2 ghE A5
xx o7 AR-ETH6].

o

L, TR 24 3
=go] 329 AY ARE= U Q= Haat
o 2973 &%) Frolth. 293 50l diolge|
&R, o3 gagFoM AREE 717 B
419 1 dlofE] AdellA Rolxl MY AR FAA|
E5E 84 7 AUk o] AL ¢3¢ B
tlolelE Aele o o) AMgsh= Mgkt Azt
A b 79-9] AHFE v Bk S ol %
git}. o] A& Ay A FHolet 23, AnlE
I 2 QT EAAES et ule G914
oz olg € F otk
g B4 342 F 7 88 FUAE e
ot} ook A B4 (SPA ¢ Simple Power
Analysis), 25 ¥ ¥4 (DPA: Differential
Power Analysis) &2 [7].
* SPA: SPAZAL ¢4 #H AN A =7
sjo} o+ RS ura)7) fate] A4 AhgE
T Q= AlE #Sef oEgith DES ¢1E]

T2 78T ASICo] et A8 &~ 2231
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o] & 7k 2 & - Qlrk. 229 AAR S
B] DES €859 168258 44 g1 &
4= 9tk AAZ SPA 342 A5 37 (brute—
force attack) & Bz dglsh=t] 4-8-
3k 710 7 whajHrh

«DPA: DPA 332 8 4% dio|H25E ¢
3 715 FEP] AAste] BA w45 A88tk
o]fl F4& SPA 713 #dd 574 4
o HaE FH3] Aet] AN 4
9 7dS A4} DPAE DES et of
U}, 37171 EAIARE FE A AR
Ark

ch Ef0|Y 33

glo] 342 gashad ARt A}l A% A1t
o] Ho]§] EFolghs 52 ol 8T dE L

Fo] ¢57iet BiE RS Aejshet deje
At 184 ok wlelEE Melshet dels Al
Tk Alol9] 22 BA S YE 7] FEol AT
dlolel= ¥ A3 Al ¥ol9} A5 # A gl o9&
A EXE BrH8).

2 28 F8l 34

= [e]
473 %4 4L B9 AY, 2
) =]

AAel 270) elzan). 28 9L Axde
A9 S FU8, A|Zol 7L} 7 Aol
S 2 ¥ 7B P AE BeLE £
% IEH5).

CFHEA BA AR A2 BIA T5e
ZAl7)7] $3te] 4k, A gl el =
A28 W27} 937
o] BAIE £4 ¥ 5 LS 9 5 9o

S RAY 34 PG Qs g =

TS AIAE HAof L] HOF Vi& - 041

oJE1 & B A7 Aol AMG-H T

g F74 st 9 =4 CRT (Chinese
Remainder Theorem) #H23= Algsh=
RSA (Rivest—Shamir—Adleman) 78
ke 95 715 2] Slsk] 234 34
ARg8= Aot} RSAoA B&E A4 52
A5 e dsske s 2R 7Y 34
of gk F ke S7HATHIL.

A 34 1 A 39 7|eo] 2ZEQ Y ¥4
of st M3y o2 et ol gk o & 50, &
u) 5ol WS 7hdst v me] Aol A8 &
732) AT TAE 7] St} ZEAA S
9] M E)A] 9k =2 J:o] oJslo] 0|8
ATH10].

WA 24 34 - Axp)A 24 34 (EMA
: Electromagnetic analysis attack)< 80'dt)
o]& Zk FAglxlo] glom, Hit] @ tjAEo]
BAZ FES MR AP AW Z-=
£ AT flate] AMEE FlofA] Bof 2
t}. o] FAL Ao Q) WEshs M4
WAL S AEske] Rigke ARE 53
[11].
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3. 2EEe] $4

221 9 Aol =-d F2o] vlalel, Az
B ulwA A 47 ol Fold 5 7] e
| PR PATIEALT A 2 BAol
B axEde] 24 fEAol 2ug

SEEFHT AW F e =Nz Y
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E o] %o} g2 by oJolES Bl TRt 1
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H 5oks A E = Q4]

o) AT ELO] oojHEE Foh A AHEl 20
oFAS o] g3l AT Ee] 7S A3t By
SHER TFL 29 AAS & AT EY0]oA
AUt FH 0T AT EY] FAXQ o8 &
Ak

FHAA Ao whgt AZESo] 30T 47
7Y §A4 21d0] 7Hs3 FEZ) (rootkit) ol &Il
A= F40] tt A A AEe VW S
LS 7L 81 4 37 ojd FEAE F
Ao] 7ksslth. o)A 9 Q) FARA} vt R A
9] BIOS(Basic Input Output System) W&z =
& TR tEdofelA ¢17] B& 277t Tk
atrh= oo, 12].

AFE o o] 71X o] AEEY sh=s) riR T
& vl7hulo] E9] EEA] ROME 7HA| 1 §ltt. o]
A ROM & i A% o] g=|x] ok W)
o] AR g ujold A g AT 5= Qe B FHE
Atk FAAEL o] & HlEe Fhs oL
e R WoVVME&ﬂ T Al
A = AT EojAl ol °}~t+ I
3 st=go] sl ] fsted =2fol
aﬂ‘%l ATE o778tk tgo] o] iR E AR
A28 A A x| 9= Ado] gitk. Tt ubole s 7
e gidste] Higjolvt MmN E AAEE &5
T3l AT o] A ¢kt o]9 2 st
Hpo|g At QT EA L] 8ol A7et AH S

/\ oh;].

EEPROM #lZe]e @2 Al2ge] dukzlolt),
ol 7}=, vjt] @ 7k, T3 HEn|v]o] Fi%
2152 EEPROM H| 22| & 5 2338t gl o
=9 WEEE LA BYolE T8 dlo]
B A4S sl ARk T B QT = g S0
ARg-Eel we), EEPROM7|HE vjojgi Al o ol

= 4 mm Ay
i ©
11 ol &
m r\' r

ooz opet nl Hoan _i_
)
—in
}1]

011

AT S Y SR Bk

o)

Pt EA| 2B ] Bl @ AR nHEHE &
Aol mt gERivt. ol E S, o) Al E
g2 A3 9 S Ag® HEvho) Fdl
29 BAIE WAk Aoy, S ANALe] F8 #
AL Ash7lell AFHIL FAE AJAA dloje] 2
B Aolrt. o)F Aspr] AlzAt Bdelx] 2
7)ol UiAleka Sl Belo] -8 wldef Al
otk

H ;(-101]}\-]&‘ o]m]ﬂt:/\]/\alg _CH%} Eo} Ut:-ﬂoﬂ
g5 HYgHoln Ja”ﬂwﬂ Bt QAR 7
=3tH3]. 71eE Het V)5S dA 52 Uy §
FolM AREE = AHlTi A AR 9] Wk QAR O]
o} 1% 2 T AREARY #ellA £ It EA]
2E10) 5ol @ FAlF o)

Tamper
Resistance

Basic Security,
Function

Content
Security

End-user

Identification perspective

Secure
Network
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Secure
Storage

Availability
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o] s Aos] Yk (¥ 29 274
&S 7182 Hel 7]%F (Basic Security
Function) ©]2} gtc}[3].

AR A Qe EA AR g e A
el 3] gehs Foihe ARgAte] sl
o Algts]ofo} i}, mhEhA] UHTIEA| AR
gt QG52 AMEAPEE == AREAF AP (user
identification) ©]ck.

kS MIEYT A&« W] VIERA 52
AB| 2ol gigh 442 tiuto| A7} Aglo] o
= AFEoh oA dEYI ) g a2
kst M EYA A< (secure network
access) 0.2 xjo]7} Qlth oJ7]A 7] K]t 7]
SRk ofg} nlo| e BT H A 2
S HAUTS o183t ARSA 32 SAE
ol 7Fs3ttk

7R L B TR FQ3E Bt V5 Y shue
P EAI 2R o] 78 (availability) v <
X A WA BeE AAATIAY B2 &
ek Aux AR FAE Zet] YEltEA
FYPLF YUES T ik
QRS A} 1 YL EA AR A AR o7
U T o5ty s JEE B3 H a7t gl
th Qs A& (secure storage) AJAE2
HPZoL} Qo] Q1 UM|TIEA| A EIS] A4 A
2o AHEE kA Hash= Aolt.

Fel= ¥k Zel= Hek 22 tixg AR
2] (DRM) = A28 UellA] ARg-E= tjx"
Zel=e] He)g BEshk= Aol

&4 Ad mpxigto 7 &4k A& (tamper
resistance) < ©|&gt Bl @FAREFE0] A
7} obg BHE] 9] &ofl FolzkE wlely, &4
2 =0 R b ¢ 1S ek AR E

ofo} 8% oJu|gic,

2 2o

290] 7152

>

2. ek wiAHYE

278 B V)5S AF e 2 A A8t
=R AYSE Vst & Holx Ve o F
HE 7R B 715 A 7R e Sl 958t
G E]FE ARE-8l0] o] R0l = QlThH1,2].

« ) 9}+3 (symmetric ciphers)

« 8]th3 9}3 (asymmetric ciphers)
« 3 A] ¢12)Z (hash algorithms)
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rlo

BOF ZZETY| o] ool o] 5

F5s SueFe) 2T AT Bt HAUZ
o om0 % SlEHIT Thake 1ot 7|29 AL
2o =49 gk A ATIISIEAN ol
95 AnEE R AR B A e
ches} gk

L QAT BN T2EZ 2 N ZRESS ]

£ H9P-S A3} [PSec® SSLS Y] B+
HolQlE Hel ZEEZolw, Z¥z} 7P AP
(Virtual Private Network) 3} QFdst 91 *2]
£ S8l A AsHA ARETH 13, 14].
OAY AFSAE dEE 9] AHE A7
= e Al Fek= whd, AE 4T 84 9
A 2 vlo| e EY Tl T ARAL A
£ SolEtt A2 Mt 55 M4
A AL dolEe e -4 153 A1 A
of] AR TH15]).
OpenIPMP, ISMA, 1232 MOSES 22 t]#]
g 224 #2)(DRM) Z2EZLE H|3HAQ
ARGl thsto] ofEelAlold ZH=E R E 3
= T Y ZE A FTH(16, 17).
o QEAS A4l QP g AFE A[AE 2T}
Bt aAlaE flete] Rojd e 973
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o}, ZA, Wirge BaE Jodof dist £
A Adsb] dsto] A stmdloAkE, Al
2l Aof) el Helof9h LT ES0]Y] Q)
%, od o ZjAlo| o} e AAel AHE
oot dlolele] VAT 24 A, wlRe

ANE F51q diojel o) 71gdn A4S &
A7) Y3 StTgo] Y AXES O] V)&, WA
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31 e EA 2L 23887 918 ARl 7)ol
thate] 7jwstch AAEA IR eE &4
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3
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o
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&% 738k AR 4 Qlck 34 84
7L HEE 7Fe e 34 BRI E AR
o} 34 A 8] Aol o] AFakd Azt 14
o] Fokd 717he e, 7Fs 8 HAl A1 E

297} gk

37 B (Attack recovery): 324 B

el
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Aol v}, Alelo] T £ O ol
LTE HASh=7|eg ulditt 34 B 7]
£ A2 FTT 7 £9GL Slstel B2

A shar, wEeade] ndst dolHE glofw,
Her ARE yAZolstn AAEE ANE
3t} 34 88 29 AAle Bt S5
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o
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HEAAIZ 4= Sl HAYESS 73Tt
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A F<k uizet Il golg o] A 74
s BAgi

- 62 -



AMICI=ALAR MAjofel 2Ot 7t - 045
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o1& AAHIC R slolg AE7A S Rks A
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o QPR R 237 A AA ] NES AR
Z0 2 IBM PC F-ZolM FE ZZA|2~2] ¢t

AEAE A= AEGIS 727 3t

FASHA S A e

. 724 ArkE FE ZaAA AEUES] 3

Al g8 AArskar 18] o QbR EA AE 2k
o v wE st 20].
YA S R B TR
E E2 HolHE REap|daA &
730l SR, hte] oM, TRZAAE 1Y
A7|31 2R TS Tk B
At ZEAX THE $F LI AA JEA]
Ado] B T g ZEAAZRYE HoEE B
= Aoy, S 77 TRAAET FA|
5 Aolell Al Agdg AAsh] Aol AFEe
wggH21].

AZESo] QIFH A AAHle|A £ZES
012 Qb A2 A Hof AFo] )
Azl AT EGo]o] 27be RAGE HA53}
71918 ARHARl 7%, & FE9 SA] F-2 A
ML AXRSE 18] 1 Aol Alike gHE) R
g 53l A5 AgE A o o EeAo]
M 3= ARE EH FHE Fileke FE
(proof—carrying code) 72 AL E o] v|#

UEE AR lo22].
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L. 22/ 3 A|E xE SHof| oSt S

W71 7N, YR ERAMY ALE-E T TR
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ojglell T ElolY 7 Y 2L gAo] HE=F 5}
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- 221 34 B3 oe] PE W1 34
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- BO5E 2 Bl T & Ay
&9 F7h= Q79T

- HOLFE 31 T B g9 oS WAUE
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THEEAE & o7t Qe Aole-Ad F
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A B4 ZF Yok Ve FRS ANE
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