Pattern Classification Methods for Keystroke Identification
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ABSTRACT

Keystroke time intervals can be a discriminating feature in the verification and identification of computer users. This papef presents a
comparison result obtained using several classification methods including k-NN (k-Nearest Neighbor), back-propagation neural networks, and
Bayesian classification for keystroke identification. Performance of k-NN classification was best with small data samples available per user,
while Bayesian classification was the most superior to others with large data samples per user. Thus, for web-based on-line identification of
users, it seems to be appropriate to selectively use either k-NN or Bayesian method according to the number of keystroke samples accumulated
by each user.
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Table 3. Result using Bayesian classification

Data #1
e ES

SN E®)

m-fold

Data #2

12 10 10 10 10

40 | 33 | 33 [ 33 | 33

gu2|5E AP%E B2 (k=1)

E 4 k-NN 2 55
Table 4. Result using k-NN algorith

ANN (k=DZ 253 43243 I 49 BT,
50- foldol*b] Ao (k=521), 9 914 Fo] FA)E 28}

£ k=1d, QA4 o] 71 Yttt Folg 4L, 3
A}a“‘ U Z 9] =71 2H2 Data #19] 7%, Al 7313%]1,} uﬂ
o| At ERH7IETE AFe] $Fatthe He
Data #29} Zo|, & AL A & o) 7“'1‘7}"112‘5%76‘ °,ﬂ73
Fojut dloj At EFV Rt B
T2 E¥e g5 g Aoy BA A 7HAS

ol
285U WS NN BHOE § % ek

v. 2 8

keystroke ©]°] €] & 7}A) 1L
3} Bayesian ¥ 7], 1831
A5 v 4 63‘6]'&'4 A2
st AT A Zto] A a]% ggolete A3

@] gl ARG AL A5t 3

Uy g5
shgol Baw g

960

T kNN & 5ol 7Hd deo) Fh, AHE
o] 7|7} B 7 %ol = Bayesian 27 7] 2] A
71 Hojd 235 A wahA, keystroke H] o]
188k, AF8-2 S A2} s A, 72 AL
A wlo) | 7F 4 72 20-307H) 4 51 7) el € kNN
S A &ota, 2 T wolx| ¢t £H71E ALEshe A
ol nlFa g Aoz Helth &% keystroke £4] & o]-&
ato], AB Ul Yol A ALEA AFA 28 S FHE A 2
ojt}.

= o

opo oN mln 2,

1

S oolr 2L oo
G 2 ol oy
o

o}

1]
rot

=

[1]1 R. Gaines, W. Lisowski, S. Press, and N. .Shapiro,
"Authentication by Keystroke timing: some preliminary
results,” Rand Report R-256-NSF, Rand Corporation, 1980.

[2]1]. Leggett, G. Williams, "Verifying identity via keystroke

characteristics,” Int. J. Man-Mach. Stud. vol.28, no.1, pp.
67-76, 1988

[3] J. Leggett, G. Williams, D. Umphress, “Verification of
user identity via keystroke characteristics,” Human
Factors in management Information System, Ablex
Publishing Corp., Norwood, NJ, 1988.

[4] T. Ord, SM. Furnell, "User



K KA 74

= €] # (Tai-Hoon Cho)

1981 A &igtw A x}m_g}_p} A}
1983 st} et7|eY 7] 2 A =t
B oh3} 414}

n 1991'd Virginia Polytechnic Institute &
n State University A}

& AYFH 479
\:HUL—I ;‘éiﬂ _TLQ_\?__

199213~19983 LGA 1
19983~ @A) &7l

/k/‘:;.-7

T R Ly o

A ROk AEE U, A2 D o)A, AE A, A
A

961



