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ABSTRACT

TETRA system provides the radio authentication service which permits only authorized radio to access network. Radio authentication is the
process which checks the sameness of authentication-key(K) shared between radio and authentication center by challenge-response protocol.
TETRA standard authentication protocol can prevent the clone radio to copy ISSI from accessing network, but can’t prevent the clone radio to
copy ISSI & authentication-key. This paper analyzes authentication-key generation/delivery/injection model in TETRA authentication system
and analyzes the threat of clone radio caused by authentication-key exposure. Finally we propose the new authentication protocol which
prevent the clone radio to copy ISSI & authentication-key from accessing network.
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