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rrelator)”' 2 o] €3te] ¢ gake AAgih E3 7|29 T
A" QA 2" G A3 A7ls A& dF
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3= o % FEY Eo] 7heshd, AR oE S 008
ol o S BYsix] Bdok a2l 455 ahgolA
o A4S Walsh code®] =7|9} BT BN Aol F
Oéﬂ 37]9} F AR B|ZH4Kdespread) IS AZ] ohE o}
Al DR 7o BHA 237 F 3 FEE Felo HE
3?"4 J FAS BYgith ARE HYS Bl Agkst A
A A5 A" S HEsHA

II. Walsh coding 7|

Walsh code®'''= 192314 Walshol] 93 Jmatsz 47
Holom, Awde AR IS A gon, FE Thof A
THAZE W9 A2 A oJujgict. Walsh code AJAJH-2
“Hadadmard matrix”of] ¢} A=, P&

HN HN
)

HN_HN

3 2ol L) ojnf # 2 lojm, N 20| AGAFHE
oojgitt. o|& ol Hadamard WL o] 85k 4x4 HHL

1 1 1 1 w
1 -1 1 -1 w0,
Hy= = ()
1 1 -1 -1 w,
1 _1 '_]. 1 %)

a Zo] FEE) ofuf B 19 FHE Zh= A WA AL A
gt = HA PRE w),w,, wy, 22 A O$hH, Hardamard
o Z- g2

T_ 0,i=j
wi W, {1,i:j @

o E4& Z=rh olnf 7,2 Hadamard SYg2] 3t o] =
71018, w, " w; Q) AAYPFL vEpdch mheba 9 37
2] Walsh code(w, w,, wy)= BF AnAo EAL 7HA

ik

7}&9] 7%]%*—‘1 dost oA B A FED
= g UhaER Fdo] Hu, 49 AFY
G D}—’F—QJ A mtaaz Eo) 7hsstyleh & ol
Aol & LTS oh9 IR o @2 44 kA
& F8 g ok mebA 2 =204 Aijtet aEst Yy
2 A2 /JE ZH= Walsh codeE ©]-8-3}o] A4J3F Walsh code
VI T2 A S AR, Y] Bl7) Gt
oz A 453t Yo BYS JRsEkA .
dE3 WHL2 7 A Ao B M e F3t H
Fejo] HEEt &, Walsh code2 FAE AL 843 H, &
GE ol 729 9 A4S Ftel 43 e AASE
et 28ln 25t AL 2 gdsstol] AG-E Walsh code
YA o1zl FA S AL ol8dt A B3t

nO -‘10—1‘
}Ol' of
o ox

Fl



ZZ+e] A G O, (z,y) & AFE R DA 7249 I
ri(z,y) & S1d Wzste] ¥ 4T Fdto] Fof AL,

A;(uw) = F{O,(z,y)explj27r, (z,y)]} @

¥

o]

of o] maATh olm) F(«}= Falo] Wk i P4
22 geyo, r(zy) & 0,1] Aole] & 7k 4 @)
o A A ()8 Walsh coded) Z7jo] WA A&
AA A (u) B BB,

o

A (uw) = 4[5, (z—1) +a,s,(y—1) + 6] 5)

where o =1,2,3,,5,, B=1,2,3,s,
of Zom 7|4 5,9 s, = ZHZt Walsh code G739 =27]
of gtA EgA7I7] gt aae] FHohigtoln ot = A
42 AREE o714 Walsh code G4 o2 729 9
A G Folel UTT B ARV o HZ A
32 7HAA $17] S48 Walsh code 34k € Gare) A%
whg 2l7t YA Agsolol Ak wekd dhEsh @4t
E(u,0) =

E, (u,v) = A/ (u,v) W, explim By (u,v)] (6)

o o] &g &> it oW W, &= Walsh codeE )83} 4§
AJ8t Walsh code g4tolH, R,(u,v)& 03} 19] S 7HXIth
ol ¢ FArof Fa T2 AN B4 explizar; (z,y)] 2t
ol F249 A A explin By(a,y)] = YESHE A
ui Ay 2h-o-o] Hejol JABHA gheo] Fu, B ojx F2t9
A G B53) 719 4o =58 ol 9ES Ttk

Aeret Wi o AL 37 FGolA A A Y
S I3, Fube FYollA o]l B AAF FAE T3
olZ WH A4 dz3t A 71 Eof Walsh codeE
A7lstozn U FAre] 7)7F Walsh code®] 27|+ &
AHE 455t Qe Atk 7129 o)F WY Y o
33} G4 o]xl A9 FATe R AT 3 FAY] HYol
7Fs819. 21}, Walsh coded] Z7|9HE 3HAtE]e] Q7] mj&
of, 1 il FETHE »ighil 3pdo) Basith ueiA &
53} A] Walsh coded] =7)9} Walsh code?] TS 2¥FS &
ofof ¥ FA4E AT ¢ vk I8 12 AW AT &
53} gyo] B8 rlolojafE yEhd Aotk

Atet e s FzstE A2 GEs FAHANA AEE

233

Original image i

explj27r(x, ¥)]

Fourier transform

X Walsh code 1

?{— explj wR,(u, v)]

Encrytion image i

I L AR ASH d5s} e 25 rholojad.

249) B2l 9 uhazol AZHE B3t o] st
253 8 4+ Utk 454 B9 vl
L, = Wexpljr R, (u,v)] @)
L, = (W, + VVz)exp[jﬂ'RQ(u,v)]
Ly = (W, + W, + W)expljm By (u,v)]
9} Zro] Walsh code G4t AT o ot ¢ Az
Zo| oz Azl dust g Hto| rHssith
Sof 449 A 253t 7] L, AT 1) 3R &
35} gAre] At B3t A Dy’ =
Dy'= BL ®)
= A (u,v) W expljn R, (u,v)]
< (W, + W, + W )expljr R, (u,v)]
= A (w,0) (W, + W, + W) W, (expljn R, (u,v)])?
= Ay (w,0) (W, W, + W, W, + W, W;) (explim R, (u,0)])?
= A/ (u,v)
o} o] ViRt 4] @A Ra@, w2l Ftol 0 F& 19

e RS o7 94t Aakel AB(explir R, (uv))?
2 10]5], 4:4] (3)8] Walsh code?] L4 E4of ol5to]



234 T=g3tElA] A7H ABI, 20069 62

Level 1 Level 2 Level 3

Encrytion image

t— Despread

Fourier
transform

T“ ep(=j 277 (x,3)]
Decryption

image

Y 2. Aok 258 W 25 tholol1a.

WiW, =0, W,W,=0, W,W=19 & yehjoz
W W, + Wy W Wy Wy 0] k2 10] ok ubeba B8R 3}
A& o] i 7F 30 4sE G4 Ej o mighb g
A (uw) & T 5 o FU3 oz 7} 13} 29) 2+
Ztol dT3 FF BT E Y 8ERE FAF A4, (uw) 3
Ay (uw) & 78 5 k. webd 319 A B53) 7] L
= W W, o 9t i 7} 19] 453}t FAF Ent o Aoz
FYo| 7k, S AFY 53838} 7] Ly i vt 1 EBE2
23t FA B BT o FAF BYo] sbssith E3h
Walsh code?] 27|17} 71842 <53} dAkel arjs =
7Fsh, o & A9 ASY 533 718 AT 4 Stk
A @elA A A4/ (w,w) = FAbE G4 gl &0l Walsh code
9] 27] 9 Walsh code?] tf-§ RFvtE thA] vEHAF 13
o "asirh welA BEAF G4 Dy’ =

M-—1N=1 ’ ’
Dy, (ww) = Do (' [_.2 (ﬂ—kﬂ)]

i (u,v) ugﬂvgo s, (/v )exp [—j27 7T ®
o o] HE = gk oju M, N Walsh codeS ©}-8-3}
o AT A T EE ZTI0IY, u, v&}u/, v E FYS
oiel F3ks GelolHe] wrolo], u=0, v=0 u] Al
H I D' o] & EETHE vigkt 3-yo] AEjgch aen
A A0S e BE ArwE, 2 U W DU,

(b) (c)

39 3. AISH gEshE fT 9 GHE (128x128). (2) 3H €
G4 (Lena), (b) 57+ ¥ G4 (Baboon), (c) A4 ¥
A} (Ship).

(a) (b) (c)
a9 4 AFER WY A TR JAE (1284128). (2) 3] 2
29 4, ) F TN GA, © 49 A B

O @y) = 374Dy wv)fexp|~ 2, (z.y)] (10)
=F 14, (u,v) }exp[—j27r,(z,y)]
= O (z,y)exp(j2nr,; (z,y) |exp[—j27r,(z,y)]

=0,.(z,y)

< ¥ HeR BYE 5 9o, Y
AZ-2l £33} 7| FUT Walsh code G4l ZH U4z

Q. 19 2= B53) 3

re
c
i
1o
fu)
ofl
oX.
e o
o
olX
Olt
N
4o
j5hJ
B
o,
k1
1
{14
i)
tlo
e >

Og ‘1 =
7Hh 3% 4= Y 949 g5 222 wol7] Y o
1 Alo]o] ¢ 9]9) Zhe Zhe Fak9] FAak(128x128)0]ct 13
S5 Y 49 Gs A4 ARAA o I gk 8
of gt FAfolct.

IY 62 77t o FAdoll Y Walsh code FAto =,
Hardamard S3H-E 64x642 ABASH H, 39 =77} 6491
Walsh codeE 8x8 FAro 2 thAjzhon, m=Z= 19 zhel
F=9] A U F& A3t 63712] P& o]gstod, Y GAH



(@7ER) ATHE 18T ASH 9 U453 — PP - A5E 9

(a) (b) (c)

(128x128). (a) 3} =g
9] W QAL

(a) (b) (c)
% 6. Walsh code FAMS (1024x1024). (a) 319} Walsh code

Ak (b) E7F Walsh code G4, (¢) AF$) Walsh code
o A
o O

a9 7. oA F29] FAb (1024><1024)

(a) (b) (c)
O 8. ¢hEst GAE (1024x1024). (a) 3F9) Y33 FAL (b)
F7 453 P @ A9 4B P

o] Z} Al 37172 92l 2] Walsh codeE Walsh code AF
(1024x1024)& &3t ol ¥ GAr=ol =3 oA
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Addde T FUAZTY 553 7|0tk &, 18 9(b)=
a3 8@t 1E 8o dz3t G4 AeH F 7HY
Walsh code G4 ZHE 7|2 ok 181 19 8(c)= L
d 69 EE Walsh code GAHE Hgh & ol 249 94
QAL Bt AAR A A9 A% B5s) slolo 17
10, 13 11 282 39 125 29 99 319 A=, 271 A

Z 08|31 A9 AFe 53 715 o|gsto] Zhztel gxs)
Ve BooE BY GOt 9] A% By A



236 a=EkeA) AhTE ABS, 2006 69

a9 12 49 G o8t 4 das 94l BY S
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(@)
a3 13, g% Aea Bs Ax} J4k (a) v|&ate} 37]7}
TS w29 g4 (256x256), (b) BE3L 7] G4 ok
O B9 gAF (128x128).

I8 107} Zo] st A1 31 8(a)Fh ¥ FA Beo]
7Fest, $3 AF BEx3} 7le a9 13 Zo] 1Y
8¢t 19 8Tt ¥ FA Hdo| rhssith | A
AZY B33} 7l 2Y 129 o] 45st I BFE Y
& Eo] 7hsstttk meta I8 10004 23 128 §519
2 1/39] EAS Ad Walsh code AR A)Zol] E%Ek SE
3}o T Walsh code?] ¢ ARE 7HEAY 2457 ¢
=2 ¢ 7 Utk EZ ] BT ynter e 53] 7]
o ZFE EY3F Walsh code FArC 2 45 3le JALS 9
P Y] 7hsE ¢ 4 Utk
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of ¥ Fde Edo] st

(c) (d
% 14. (a) 25%, (b) 50%, (c) 75%, (d) 90% F2¢jz Acke
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Fo] FYolA dzshd P AR EAof gt AF
£ 3}tk o) w2 A9 A EE PSNR(Peak Signal to
Noise Ratio)!'?-&-

PSNR = 201ogm(mbs—) (dB) 11

e Zro] vtehd 4= gk o]uf b= ¥ B4R YUY HHo A
o] 7B 2 olm, ms= B9 G4 duE dost A
9] B9l FA+39] root mean squareo)th 121 53} GAF
o] &Ao] gle UG &4E et Jabel Begat
o] AeHdAd-S A= A Aldx(correlation coeffi-

o o, oluicov(EE )&= %
o &4 4T3l 49 B5Y A BN FEARS 9u|st
o, Sgo Sp & 24 B¢ 94 B E' 9] BRHEAE U
ERlTh 9 14(a), (b), (¢), (D= FRAZ ZH25%, 50%,
75%, 90% AeE 433t Fifoln], 1Y 15(a), (b), (c), (d)
= 2ZQR Zk2} 25%, 50%, 75%, 90% AttE 53} JAk
o] B¢l oAto|r}

ojuff A9 geFo = 7} 25%9] At Y5st A o
33 G 15%7F Y= lol- Hlojgjoly, z+ Aty HE-2
Foz xa|slglon, PSNR 42| 7} 16.882, 10.774, 7.2878,
566442 tha Wo x|}, AbAISCOE= ZH2F 0.9903, 0.9713,
0.9160, 0.7972 2 AMg3] &4 Uelyth o]= Walsh code®
AEE 242k 5 R HEME e F3 3 29 dAk



(c) (d)
23 15. (2) 25%, (b) 50%, (c) 75%, (d) 90% F2po)z Hogl
gzt FAol sk £ G4 (128x128).

(a) (b)

(c)

(d)
3% 16. (a) 25%, (b) 50%, (¢) 75%, (d) 90% F&9)2 Hehgl

Gzl GAbo st AustE B g4 (128x128).

S A7) Wgoln At S FFo=HN A3 Y
90% oS AdsioE B9 FAL SQto = Ago] b
Qlch whebA 29 163 o] AFsF HAL F
GomH QI G| 0% oL SASIE B4 At
& &eto g Ajdo] 7hg3itt ey B9 Aoz 9
o gk 7ML AR dlolEzt z+ 25% Y= kel
Walsh code?] ZL7|9HE2] EE HE v|S4AF 3o 2|5}
o B4 Bo] oA gk webs 45t gAe] Aol

-o‘_Q_ol-

L s, RA9) Wero el A doleel Bo] Ael
2rhsee ¢ 4 Utk 23 1478 39 162 Bt Yel
= doE gosh Gue BUEe o YFor 45t g

e Ausge B9 2Hnn o gage ¢
oh E3 olAL B A] HlEHF HRS HHEE AHH
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PSNR(dB)
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—
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0 20 40 60 80 100
Percentage of random blocking the pixel line (%)
a9 17, 5249 g4 gobe] @& PSNR.

o
20

Correlation Coefficient
o
N

o o
IS

0 20 40 60 80 100
Percentage of random blocking the pixel (%)
a3 18, B9 g Aol Mg AW Al

Q24 e Wolu 9 FARY REEL HFS o
otk 29 173 29 182 AR 455 JAS e
319e #$-0] PSNRI} ABASCOE Lekd Rlojeh
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A Walsh codeE o] &
l‘_ Pﬁt} 7]*4 74]

A ASe AREeE Y %—3— £33 715 *‘*%5}0‘]
of slthls whA-8 7Exjn glch 22|y} Walsh codeE =%
2H stte] 7ITte R e JH o] o) wet AFA
7Hssitt. dEshe WA Zzte] o G4l 72 A4
Fate] Fejof ¥Ee FH3 & o] B 94 ¢
S J3% Walsh code 4ol E4bg AlA Z4zte) 438t
Aok olw T2 4 A ol 72
3} AL WA 20 FEj = vhEo] 4Bt
g gtk FAS Walsh coded] 8 =27]
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28 27t ol otk ol =ES B44
Bo1ASE QA4o]0, Walsh code?] 27 F7h= 453 &
& olv, AFe 4 w7 F7oHs o] Ytk Bmske
Zrzte] st GAtel Walsh code®t o] 72 FAFL.
2 AAE A= 2353 7|15 I3 5, Walsh code A
A@k]‘o‘\- o} FUSH F7)9} roFe g u|git S %
T Felo] wBe Fjol, CCDZ o IS HUsin
Walsh code= =3t I &7} ¢8|y 1o] ¥, ¢}8 FE=
7} A== 00] He HuAdY Aol 93 o2 Walsh
code® FAI0] THOIE, 217} Bhibe] FE BAS 45
U ahe) gt e A e @ o
5535} 7|2 ® A9 AFY 7= ot AFY FEEG
o g smel RS GO+ o A9l Asel %e
3t 7)1 BE 53t A4S EYg 4 59 A5
2353} 7= oS J—Pq ol A AR 50—51?:5_]' Walsh code %
ol Z3td qsst FAolet Heol zhssich IEn
Walsh code®] Jma#a oluel ¢ gJ4pe] ghitel a7]9} v
ope] AuE dolob U BAye] Belo] Fpatcy waka 7]
£9] A G453} HET Fol ag A gz
W ARG E, TS 2EE S YA AT T
o AFE ARE Bolod AR AR et ol By
A& TSI A ARSI Webgle) 5ohaz 9
A HRE Hos] RET 5 s SIMOJU A2 7149 7)

52 Foto] At AFH G o] 452 o W
ok Zole} ATy,
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A2 =

o] =52 20054 7“‘—‘7‘—( FEoI AR Ao
e ZAGe Ads ot 3= A+ (KRF-2005-003-
D00253)
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In recent years, a hierarchical security architecture has been widely studied because it can efficiently protect information by
allowing an authorized user access to the level of information. However, the conventional hierarchical decryption methods require
several decryption keys for the high level information. In this paper, we propose a hierarchical image encryption using random
phase masks and Walsh code having orthogonal characteristics. To decrypt the hierarchical level images by only one decryption
key, we combine Walsh code into the hierarchical level system. For encryption process, we first perform a Fourier transform for
the multiplication results of the original image and the random phase mask, and then expand the transformed pattern to be the
same size and shape of Walsh code. The expanded pattern is finally encrypted by multiplying with the Walsh code image and
the binary phase mask. We generate several encryption images as the same encryption process. The reconstruction image is
detected on a CCD plane by a despread process and Fourier transform for the multiplication result of encryption image and
hierarchical decryption keys which are generated by Walsh code and binary random phase image. Computer simulations
demonstrate that the proposed technique can decrypt hierarchical information by using only one level decryption key image and
it has a good robustness to the data loss such as random cropping.
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