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Abstract

It is very important to establish a pairwise key securely in wireless sensor networks. Because sensor networks consist
of devices with weak physical security, they are likely to be compromised by an attacker. However, some approaches using
key pre-distribution and other approaches using one hop local keys are known to be very vulnerable to threats caused by
compromised nodes, even a small number. This paper proposes a scheme where each node establishes three hop local keys
and employs them for a later pairwise key establishment. When any two nodes agree a pairwise key, all nodes on the
route between two nodes contribute to the agreement of the pairwise key. Here, the initial three hop local keys are
employed for encrypting a secret key delivered from a node to other nodes. Therefore, the proposed scheme bothers
attackers to compromise much more nodes than the scheme using one hop local keys only. The simulation results have
proven that the proposed scheme provides better performance and higher security than the scheme using one hop local keys
in terms of message exchange, the number of encryption and decryption, and pairwise key exposure rate.
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